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Férsamlingsradet i S:t Johannes férsamling
Protokoll 2023-05-16 Sida 1

Plats: S:t Johannes forsamlingshus, Stora salen.
Tid: 17:30-20:00

Ledamoter

Carin Larsson, ordférande

Linda Lindstedt, vice ordférande, narvarande (§§ X-X om inte hela motet)/franvarande
Katarina Herbert

Fredrik Gallentoft

Robin Garefelt Ej narvarande
Malva Holm Kvist Ej narvarande
Jenny Jonsson Narvarande §7-18
Gunnar Lyckborg Lamnat forhinder

Annika Lofstedt

Mats Tangermark

Anders Markevall

Ylva Flemming

Johan Maim Ej narvarande

Rolf Palsson

Lena Johansson Avsagt sig uppdraget

Cecilia Arvidsson

Erséttare
Per-Arne Skog Gar in som ledamot for Robin Garefelt
Kerstin Sondell Ej narvarande

Ovriga narvarande
Karin Pramell (ndrvarande §7-18), David lvarsson och Britt-Louise Nilsson, sekreterare

Meddelande om att protokollet justerats 2023-05-26 och har anslagits pa anslagstavla i S:t Johannes
kyrka, S:t Pauli kyrka, S:t Matteus kyrka och S:ta Maria kyrka
2023-06-02 betygar tJanstens vagnar
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Protokollet signeras digitalt.

/
L/ Paragrafer §§1-18

Underskrifter
OrA O rANAE, .eecr e me s 5w B 3 S TS Paragrafer §§1-18

Justeringsman:........oocooiniiiiii Paragrafer §§1-18

Transaktion 09222115557493542502 Signerat LL, CL




Svenska kyrkan ==

MALMO

Férsamlingsradet i S:t Johannes férsamling
Protokoll 2023-05-16 Sida 3

§1 Métets 6ppnande

Ordférande 6ppnar motet.

§2 Upprop

Upprop genomfordes.
Se uppgifter angéende forhinder, ej narvarande och avsagt sig uppdraget pa forsta sidan!

Forsamlingsradet beslutar
att Per-Arne Skog gar in som ledamot for Robin Garefelt.

§3 Forsamlingsherden leder oss i bén

Det bestamdes att bonen skulle tas i slutet av motet istallet, s& Katarina avslutade med en
bon.

§4 Val av justering

Till att jamte ordférande justera dagens protokoll utses Linda Lindstedt. Protokollet justeras
fredagen den 26 maj digitalt.

Forsamlingsradet beslutar
att Linda Lindstedt utses till att justera dagens protokoll jamte ordforande fredagen den 26

maj digitalt.

§5 Faststillande av dagordning
Utsand dagordning per mejl 230511.

Forsamlingsradet beslutar
att faststalla den utsénda dagordningen med @ndringen av att bonen tas i slutet av motet

istallet for i borjan, se §3!

§6 Féregaende protokoll
Forsamlingsradsprotokoll i S:t Johannes forsamling 230411.

Férsamlingsradet beslutar
att lagga forsamlingsradsprotokoll i S:t Johannes forsamling 230411 till handlingarna.
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§7 Information av ordférande

Carin meddelade att Lena Johansson avsagt sig uppdraget och att det darfér kommer att bli
ett fyllnadsval. Det blev en diskussion och kom upp flera forslag pa personer att fraga om de
4r intresserade av uppdraget som ledamot/ersattare. Carin tar kontakt med en person som
kom upp pa forslag och Katarina tar kontakt med nagra andra och den som vill kan fraga
nagon, eftersom flera erséattare behovs.

Carin berattade att vid nasta kyrkofullméaktige den 7/11 kommer besluten angaende
fylinadsval och dvriga val att tas upp.

Carin berattade att vid senaste kyrkofullméktige tog man upp angaende arsredovisning,
forsamlingshusen, bland annat bygga om S:t Johannes forsamlingshus och dven S:t Petri
fdrsamlingshus till lAgenheter, men punkten blev aterremitterad.

Carin berattade att hon haft kontakt med HR angaende nyrekrytering vid
forsamlingsherdetjansten i S:t Johannes férsamling och att nagon/nagra ifran
fdrsamlingsradet gérna ville vara med och tréffa de sdkande som blivit intervjuade till
tiansten, men enligt HR fanns ingen delegation att forsamlingsradet skulle vara med |
processen. (Carin laste upp mejlet fran HR.)

Carin blev uppringd av kyrkoherden som meddelade att Carin skulle bli kallad till ett mote
med de tva som blivit intervjuade till tjansten férsamlingsherde i S:t Johannes forsamling.
Carin kommer att aterrapportera ifran detta mote.

Forsamlingsradet hade onskat att fa lamna tnskemal om egenskaper, kunskaper med mera
som personen som soker forsamlingsherdetjansten bér besitta.

Forsamlingsradet beslutar
att lagga informationen till handlingarna.

§8 Information av forsamlingsherde

Katarina berattade att férvaltningsvisitationens forsta del ar gjord angaende inventarier,
vilken gick mycket bra.
| nasta vecka kommer visitationen handla om arkiv och diarie.

Organist Mats Hultkvist kommer att ga i pension i januari beréttade Katarina, s& nu haller
man pa att skriva en annons angaende tjansten.

Forsamlingsradet beslutar
att lagga informationen till handlingarna.

§9 Information av arbetsledarna
Karin berattade att det ar oroligt i pastoratet, men det jobbas pa och det kanns bra.

Karin har andrat sig och ingér nu i processen till bitradande férsamlingsherde.
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David berattar ifran S:t Matteus kyrka att HR borde ha en tydligare framforhallning i
processen med tillséttning av férsamlingsherde i S:t Johannes férsamling.

Borde vara en grupp pa 8-10 medarbetare fran S:t Johannes forsamling som fick gora en
profil pa vad man dnskar nar det galler forsamlingsherdetjansten.

David meddelar att fasaden pa S:t Matteus forsamlingshus kommer att totalrenoveras fran
augusti till december i &r. Eventuellt kommer man att satta upp baracker som kontorslokaler,
eftersom man dagtid inte kan jobba i forsamlingshuset. Kommer kanske att l&na nagon lokal i
S-t Johannes forsamlingshus/S:t Pauli forsamlingshus + jobba hemifran. Dag-/kvalls-
verksamheterna kan vara i kyrkan.

En musiker kommer att sluta i slutet av maj i S:t Matteus kyrka berattade David, sa det
kommer att bli vikarier under sommaren och eventuellt hosten.

Férsamlingsradet beslutar
att lagga informationen till handlingarna.

§10 Handlingsplan

Reviderad version av handlingsplanen for S:t Johannes férsamiing ar utskickad per mejl av
Carin L den 2/5, bilaga 1.

Grupparbetena fran férra motet tas upp igen. Upptryckt reviderad version av handlingsplanen
fér S:t Johannes forsamling delas ut till grupperna.

Grupper:

Rolf, Per-Arne, Mats och Carin.
Fredrik, Linda och Cecilia.

Ylva, Anders, Annika och Jenny.

Det bestams att det ska skrivas ner anteckningar fran varje grupp och skickas per mejl till
Britt-Louise som bilaga till motesprotokollet.

Foérsamlingsradet beslutar
att varje grupp ska mejla sina anteckningar till Britt-Louise som ldgger de som bilaga 1 a till

motesprotokollet.

§11 Budgetdialog

Katarina berattade att det kommit mall och direktiv for en vecka sedan angaende dskande av
2024-ars budget (26-27 milj. i hela pastoratet), samma ramar som 2023. Ska nu
kostnadsberakna vad som star i handlingsplanen och kommer vid nasta
forsamlingsradsmote presentera forslaget som sedan ska skickas in den 16/6.

Forsamlingsradet beslutar
att lagga informationen till handlingarna.
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§12 Tillaggsaskande

Katarina informerar om att det kommer att skas pengar till belysning i kapellen i S:t
Johannes kyrka, bilaga 2-3.
Tanken &r att man tar pengarna ifran Vera Velinders fond.

Foérsamlingsradet beslutar
att godkanna tillaggsaskande enligt bilaga 2-3 och ta pengarna ifran Vera Velinders fond.

§13 Konst i kyrkorummet (brev fran kyrkoherden)
Bilaga 4 utskickad med dagordningen 230511.

Katarina beréttade att man redan jobbar med konst i forsamiingen, framforallt i S:t Johannes
kyrka och S:t Pauli kyrka, s& det ar battre att andra kyrkor far del av detta som star i brevet
fran kyrkoherden.

Forsamlingsradet beslutar
att inte anmala sitt intresse.

§14 Pastorala utskott

Linda hade gjort bladderblocksfragestaliningar angaende pastorala utskott:
(Inget arvode)

Vilka? (lokala kyrkor)

Vem ska inga?

Vad ska diskuteras? Vilka férvantningar/mandat?

Hur ofta?

Vem ska vara sammankallande?

Skall dven bitradande férsamlingsherde vara med i pastorala utskottet?
Skall olika personer adjungeras in vid behov?

Ylva lade till: Vad &r syftet/behovet?

Det blev en diskussion, men man kanner att det behdver mogna | tankarna lite.
Eventuelit 4 utskott: 1 fér varje lokal kyrka och 1 for konst/kultur dar Cecilia géarna vill ha in

”Clowner utan granser”.
Forslag pa att tillsatta en arbetsgrupp som tar fram ett forslag till nasta mote den 7/6.

Arbetsgrupp: Linda, Ylva och Fredrik.

Forsamlingsradet beslutar
att tillsatta en arbetsgrupp: Linda, Ylva och Fredrik som presenterar ett forslag pa nasta

mote den 7/6.
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§15 Kulturmiljonen — information — kulturgrupp

Katarina berattade om kulturarbete i pastoratet och att man kan soka pengar pa
ansokningsblanketter och att det ar Kulturstrategigruppen som beslutar.
Nagot/n&gra av foljande maste finnas med:

Barn & Unga upp till 35 ar.

Samverkan.

Tillganglig (utanfor existerande verksamhet).

Katarina stéllde fragan om det finns ett intresse att starta ett kulturutskott?

Forsamlingsradet beslutar
att 1agga informationen till handlingarna.

§16 Ovriga fragor

Carin och Katarina tog upp om en utbildning som anordnas av Lunds stiftskansli till hosten
2023 *Grundkurs for ideella som vill leda gudstjanst’, senast ansokan den 16/6.

Katarina foreslog 1 person/lokal kyrka.
Gunnar, Ylva och Fredrik foreslogs.

§17 Nista sammantréden

Onsdagen den 7/6 ki.17:30, S:t Matteus forsamlingshus.
Fika stalls fram fran kl.17:00.

Forslag pa fler motesdagar tas pa nésta mote.

Férsamlingsradet beslutar
att ndsta mote &r onsdagen den 7/6 kI.17:30 i S:t Matteus forsamlingshus.

§18 Motets avslutande

Ordférande forklarar motet for avslutat.

Transaktion 09222115557493542502 Signerat LL, CL




Svenska kyrkan == Z/f/‘fﬁ /

MALMO
DOKUMENT SIDA
Handlingsplan 2022-2025 1(18)
UPPRATTAT AV DATUM DOKUMENTBETECKNING VERSION

Arbetsdokument 1.0

Handlingsplan 2022-2025

Férsamling: S:t Johannes

Inledning
Denna handlingsplan &r den lokala verksamhetens maldokument for en fyradrsperiod
som l6per parallellt med FIN.

Férsamlingens forstaelse av FIN:s vision "Ett enda brod — en enda
mansklighet” och uppdragsbeskrivning "Att verka for forsonad
mangfald”

Mitt i Malmé i det pulserande stadslivet vill vi som kyrka vara ett tecken pa Guds
nirvaro. Genom stindig bon och gudstjanst samt i alla véra moten med manniskor vill
vi fira, formedla och forvalta evangeliet om Jesus Kristus till hopp, uppréttelse och
befrielse for alla manniskor och for var virld. I detta uppdrag dr Sppenhet,
tillgénglighet och ndrvaro viktiga ledord.

Vi ir som manniskor olika, med olika lingtan och behov, och har darmed olika végar
till métet med Gud. Pingstens under innebar att ménniskor horde talas om Guds stora
giringar pa sitt eget sprék.

Vi vill som kyrka leva i pingstens under; anvénda oss av olika sprék och uttryck for
att formedla motet med den uppstandne Kristus.

I Sankt Matteus kyrka ér den andliga fordjupningen for alla aldrar samt
maltidsgemenskapen som foljer pd méssorna sérskilt 1 fokus.

Sankt Pauli kyrka har ett antependium med regnbégens farger. Regnbégen ar ett
tecken pa Guds 16fte om att aldrig Gverge sin mainsklighet. Ménniskors olika
livserfarenheter — sirskilt barnens - bidrar till vart gemensamma véxande som kyrka.

Sankt Johannes kyrka priglas av en mangfald av sprék och uttryck. Varje vecka tinds
det mellan 750-800 ljus i véra ljusbirare, varje vecka firar vi gudstjanst dér olika

Svenska kyrkan Malmo TEL VAXEL 040-27 90 00
POSTADRESS: Box 346, 201 23 Maimé svenskakyrkan.se/malmo
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sprak och uttryck ryms. Varje vecka gestaltas evangeliet och existentiella frigor
genom samtal, musik och andra konstformer.

Sankt Johannes frsamling med sina tre kyrkor verkar for att bidra till den forsonade
mangfalden i Svenska kyrkan Malmé. Allt vad vi ér och gor ar riktat till den Gud som
vi alla med olika rdster, sprak och livssituationer lever, ror oss och ér till i.

Forsamlingens omvéridsanalys (t ex skolor, vardboenden, demografi)

Svenska kyrkan &r och ska vara en plats déir ménniskor kan métas och tillsammans lira
kénna Kristus. Hur det métet gestaltar sig kan naturligtvis variera men i en Luthersk-
Evangelisk kyrka fungerar gudstjénsten med sitt predikade ord, bonen, maltiden och
vélsignelsen som en viktig grund dér det métet ritualiseras och realiseras; gudstjansten
dr det nav som allting annat som sker i forsamlingen roterar runt. Att vara en
gudstjénstfirande forsamling leder fram till andra uttryck av den kristna tron.
Verksamheter och motesplatser vixer fram med rottrddar som sammanvavs med
gudstjénsten som grund. Gudstjanstdeltagaren far mojlighet att dven inga i andra
sammanhang i forsamlingen och den person som soker sig till forsamlingens
tréffpunkter och Gvriga verksamheter bereds mojlighet att finna en gudstjanstfirande
gemenskap. For att en levande forsamling ska bestd krivs siledes ménniskor som
byggstenar. For att en forsamling i en svenskkyrklig kontext i dess nuvarande form ska
existera krévs ocksd att det finns anstillda medarbetare och for att hela sammanhanget
ska fungera méste det ocksd finnas medlemmar som G&r villiga, f6rutom sitt
engagemang, att betala medlemsavgifter. Det 4r si Svenska kyrkan &r uppbyggd idag.

Syfte

Syftet med foreliggande omviérldsanalys dr att den ska kunna fungera som ett
hjdlpmedel till den handlingsplan som ska bestimma riktning och mal for
forsamlingsarbetet i S:t Johannes forsamling dren 2022 t.o.m. 2025. Handlingsplanen i
sin tur kommer att finnas med som bilaga till Malmd pastorats forsamlingsinstruktion
(FiIN). For ndrmare beskrivning av omvérldsanalys, se under rubriken:
Omvirldsanalys

Omviirldsanalys

En omvérldsanalys har bl.a. som syfte att underséka olika variabler i en geografisk
kontext. Konkret samlas faktauppgifter in som himtas fran olika kéllor, vanligtvis
statistiska uppgifter frén SCB (Statistiska Centralbyrdn) och frin kommuners och
regioners statistikbaser. Uppgifter kan ocksd hidmtas frin forskningsrapporter,
universitet och hogskolor etc. Aven intervjuer med nyckelpersoner kan fungera som
komplement till en omvérldsanalys. Ett syfte med en omvérldsanalys ér att den ska kan
kunna fungera som ett stod nir man utvecklar eller avvecklar olika former av
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verksamheter i en organisation. Nér det géller S:t Johannes forsamling handlar denna
omvirldsanalys om att genom omvérldsspaning ta in faktauppgifter som kan anvindas
for att skonja olika befintliga behov som foreligger och forsoka tolka trender som den
framtida forsamlingsverksamheten bor forhalla sig till. Att se mojliga behov, tolka
trender och koppla detta till befintliga resurser, bade 1 forsamlingen och i pastoratet, 1
form av ekonomiska och personella &r det som bl.a. presenteras i S:t Johannes

forsamlings handlingsplan.

Forsamlingsstruktur

S:t Johannes forsamling &r centralt beldgen i Malmé och inom dess forsamlingsgrans
gterfinns fyra lokala kyrkor — S:t Johannes kyrka, S:t Pauli, S:t Matteus. Det finns ett
forsamlingsrdd som en av sina uppgifter har att vara forbindelseldank till pastoratets
kyrkorad. S:t Johannes forsamling leds av en forsamlingsherde som &r direkt
understilld Malmo pastorats kyrkoherde och ingér 1 kyrkoherdens ledningsgrupp.

] forsamlingen arbetar ett 35 medarbetare och dessutom &terfinns stddpersonal (egen
organisation). P4 pastoratsnivé finns enheter vars uppgift 4r att ingd som stdd och resurs
till de lokala kyrkorna; det kan handla om It, HR, Ekonomi, Fastighet etc. Kyrkorna
har olika profiler; S:t Johannes kyrka &r en utpriglad citykyrka med ett vil utbyggt kor-
och musikliv samt spetsarbete inom kulturomradet, S:t Pauli kyrka &r ocksid en
citykyrka med ett méngfalds perspektiv, S:t Matteus kyrka dr profilerad mot
barnfamiljers behov och andlig fordjupning.

Alla forsamlingens kyrkor har ett rikt gudstjénstliv dér det firas hdgmissa och andra
veckoméssor.

Inom forsamlingen sker formella och informella samarbeten, till exempel mellan S:t
Pauli och S:t Johannes samarbetas det med sorgegrupper och inom hela forsamlingen
med utflykter. Kring begravningar samarbetar ofta prister och musiker frén olika
kyrkor. Personal ror sig mellan de olika kyrkomna och pad si vis préglas
forsamlingsarbetet till viss del av rorlighet och flexibilitet. Detta gor att personal lar
kinna varandra och kan dela med sig av sina kompetensomraden.

Forsamlingens geografiska indelning:

S:t Johannes forsamling finns geografiskt inom tva av Malmé Stads fem stadsomréden
_ Innerstaden och Norr. Forsamlingens geografiska grénser stricker sig frén Vamhem
och Slussenomrédet i norr fram till Ystadvégen i soder, vidare frén Kronprinsen och
Pildammsparken i vister fram till Annelund samt Ostra och Norra Sorgenfri 1 Oster.
Delar av forsamlingen rdknas som centrala cityomrdden av Malmé. Kommunalt
organisatoriskt ingér 24 av Malmé Stads delomraden i forsamlingen. Dessa omrdden
varierar kraftigt i storlek i nigot omréade bor det knapp nagra ménniskor alls till de som
innehaller dver 10 000 invénare.

Dessa omraden &r:

Kronprinsen, Hiésthagen, Fagelbacken, Teatern, Kronborg, Pildammsparken,
Radmansvéngen, Davidshall, Lugnet, Sodervérm, Sodra Sofielund, Norra Sofielund,
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Augustenborg, Loénngirden, Sofielunds Industriomrdde, Annelund, Méllevangen,
Ostra Sorgenfti, Norra Sorgenfri, Vistra Sorgenfti, Katrinelund, Virhem, Slussen och
Rorsjostaden.

Medlemmar

Inom forsamlingens grinser bodde 79 105 (31/12 2020)1 varav 35,4 procent var
kyrkotillh6riga. Inom hela Malmé pastorat bodde 346 841 personer varav 35,5 procent
var tillhdriga. Antalet procentuellt tillhdriga medlemmar i forsamlingen ligger séledes
pa ungefdr samma niv4 som for hela Malmg pastorat. Jaimf{6r man medlemsandelen med
Skéne lin ligger tillhdrighetsgraden dir pé 52,6 procent och for riket som helhet: 55,2
procent.

Antalet medlemmar i Svenska kyrkan har stadigt sjunkit sedan staten och kyrkan
skildes &t vid millenniumskiftet. De senaste 10 &ren har antalet medlemmar i Malmé
sjunkit med mer 4n 10 procent. For S:t Johannes forsamling var 2011 andelen
medlemmar 46,0 procent, 2015 hade det sjunkit till 41,6 procent for att 2020 landa p4
35,4 procent (Siffror 2022 kommer). En liknande minskning har dven skett pa
pastoratsniva: 47.9 procent (2011), 42,9 (2015) och 35,5 (2020) (Siffror 2022 kommer).
Under dessa ar har den faktiska befolkningen o6kat i Malmé. I motsvarande grad har
antalet medlemmar minskat bdde procentuellt sitt men ocks3 i faktiska siffror.
Anledningen till medlemsminskningen kan ha olika orsaker; det beror delvis pa
medlemsuttrdden men ocksi genom en stor inflyttning till Malmé av ménniskor som
tillhdr andra religidsa konfessioner. Malmé har ocksi en lag medeldlder bland sin

befolkning och i den gruppen finns tendenser att inte finnas med sor medlem i Svenska
kyrkan.

Omridesbeskrivning

S:t Johannes fSrsamling &r, vilket konstaterades innan, delvis centralt beligen i Malmé
vilket innebdr ett stort utbud av samhillsservice, kulturella etablissemang och
kommersiell verksamhet. I omridet kring S:t Johannes kyrka ligger Triangelns
kdpcentrum med dess kommersiella utbud: i niromradet aterfinns ocksa ett stort antal
restauranger och affdrer. Precis intill S:t Johannes kyrka ligger &ven Station Triangeln,
en underjordisk tigstationen dir manga tusen minniskor ror sig varje dag. I omradet
som stracker sig mellan S:t Johannes och S:ta Matteus kyrka (Moéllevangen) finns ocks4
ett stort antal restauranter och kulturetablissemang som Folkets park (Sveriges éldsta),
kulturhuset Mazetti — dir bl.a. Teaterhdgskolan huserar och musikscener som KB och
Babel. Kulturella institutioner som Malmé Opera, Konsthallen, Stadsteaterns scen
Intiman och Victoriateatern finns dven inom férsamlingen.

Myndigheter finns ocksd representerade sisom: Stadshuset och kommunala
forvaltningar, Polishuset med tillhérande Réttscentrum, Passpolisen, Hiktet,
Léansstyrelsen,  Skatteverket, Kustbevakningen,  Arbetsformedlingen  och

Tandlékarhgskolan. Manga av dessa myndigheter ir stora arbetsplatser med manga
hundra anstillda.
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Ett stort antal skolor bedriver verksamheter i forsamlingen; ett sextiotal forskolor, 17
grundskolor och 21 gymnasieskolor (mer &n 50 procent av gymnasieskoloma i Malmd
finns i St Johannes forsamling och storre delen av Malmds alla gymnasister, da de stora
skolorna ligger i forsamlingens omrade).

Nir det giller sjukvérd finns SUS (dér sjukhuskyrkan bedriver verksamhet) som ocksa
4r en stor arbetsgivare, Palliativa vardavdelningar med ASIH pé Barkgatan, barn-,
ungdoms- och vuxenpsykiatrimottagningar, LARO (Likemedelsassisterad behandling
vid opioidberoende), samt ett tiotal vérdcentraler (b&de privata och landstingsdrivna)
och nigra BVC.

Ifrga om privata aktorer kan ndmnas, forutom Triangelns kopcentrum, kan ndmnas
k&p-, aktivitets-, och upplevelsecentrumet Entré vid Varnhem. Vidare har spelforetaget
Massive kopt ett helt kvarter pA Mollevéngen, dér ca 800 anstillda arbetar.

Ett flertal NGO:s har sina kontor och verksamheter inom forsamlingen, exempelvis
Skanes Stadsmission, Rédda Barnen, Réda Korset och Fryshuset. Med dessa har S:t
Johannes forsamling genom S:ta Maria kyrka redan ett samarbete kring Varmestuga
Vuxen och Virmestuga Ung, dvs. nattdppna védrmestugor under vintertid. I
Mariakyrkan huserar dven frivilligorganisationer som Maracana och Likare i Virlden,
vilka fokuserar pa utsatta EU-medborgare, unga ensamkommande och papperslosa.
Inom S:t Johannes forsamling finns de stora vérldsreligionerna representerade. Till de
muslimska kan riknas Islamiska Fatwabyrin, Svensk Afganska forsamlingen,
Bosniakiska islamiska forsamlingen och den Libanesiska kulturféreningen. Bland de
buddistiska finns Malmé Chan Buddhist Tempel och Malmé Buddisttempel.
Judendomen har en lang historia i Malmé och i S:t Johannes forsamling finns tvé
judiska forsamlingar — Malmo Ortodoxa Synagoga och den Egalitdra Synagogan. Inom
den kristna familjen finns Vér Frélsares Katolska forsamling, frikyrkor som
Betlehemskyrkan, Immanuelskyrkan, ~Malmé Internationell ~ Church  och
Adventskyrkan.

Demografi

Med demografi avses studier om hur befolkningens fordelning, storlek och
sammanséttning ser ut och koppla detta till olika parametrar som inkomster, utbildning
etc. I S:t Johannes forsamling terfinns en varierande befolkningssammanséttning med
avseende pa demografiska aspekter. Nér det géller demografiska fakta i S:t Johannes
forsamling kan foljande parametrar betraktas som intressanta for forsamlingens
verksamhetsuppligg: dider och kén, hushallstyp, utlindsk  bakgrund och
utbildningsnivd. Nir det géller det diakonala arbetet i forsamlingen kan dven uppgifter
om forvirvsgrad, disponibel inkomst och andel/antal hushdll som uppbdr ekonomiskt
bisténd. 1 diakonin méter man ett stort antal personer som saknar uppehallstillstand
eller som inte folkbokfort sig i kommunen; dessa finns inte registrerade 1 SCB:s
statistik.

S:t Johannes forsamling &r delvis en skiktad forsamling med hénsyn tagen utifrén
socioekonomiska markérer. 1 de véstra, centrala och nordvéstra delarna aterfinns
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socioekonomiskt mer stabila omréden, medan de sodra, syddstra och dstra stadsdelarna
har en befolkning som delvis lever i socioekonomisk utsatthet; de senare stadsdelarna
innefattar vissa omraden dir arbetsldsheten &r hdg och dér relativt manga uppbir
kommunalt ekonomiskt bistdnd och dir den s.k. barnfattigdomen (enligt Rédda Barnen)
dr utbredd. Nér det giller hela forsamlingen gar det att se ett tydligt samband mellan
socioekonomiska aspekter och utbildningsnivéer och férvarvsgrad.
Aldersfdrdelningen 1 forsamlingens visar att det bor klart flera yngre dn édldre. Barn i
forskoledldern ungefir tre ganger flera in de som har fyllt 80 ar. Flest boende finns i
&ldern 20-40 4r vilka stér for ndstan hélften av antalet invanare. Antalet ensamhushall i
forsamlingen ér klar majoritet, direfter foljer tvd personhushall. Hushall med mer &n
tre medlemmar &r 1 klar minoritet.

Forvérvsgraden inom forsamlingen pendlar kraftigt, mellan omradet Teatern och
Katrinelund skiljer det 40 procentenheter. De flesta omriden har ett forvirvstal pa over
70% dock finns det omrédden som siffran sjunker som Lonngérden, Katrinelund och
Sofielund. Detta kan till en del kan forklaras med diskrepansens i omrédes storlekama
dér vissa omraden innehéller nigra fa personer och andra Gver tiotusen boende. Trots
detta kvarstér att vissa delar av forsamlingen 4r klart mera utsatta och fattigare 4n andra.
Det finns &ven stora skillnader niir de géller hur ménga som har fatt ekonomiskt bistand
fr&n kommunen. I de mera centrala omrédena ir det f2 om ingen som fatt bistdnd medan
1de omraden som har ett ligre forvirvstal ir det betydligt flera, hér sticker dven omradet
Vérnhem ut lite mera. Det omride som ér mest utsatt i detta sammanhang dr S6dra
Sofielund dér 17 % av kvinnorna har fitt ekonomiskt bistind.

Dessa siffor &r hdmtade frdn Malmo stads statistik.

Framtida planer

En stad ér i sténdig forandring och s& dven Malmé, i stadens planarbete finns det
planer for delar av S:t Johannes varav en del redan har kommit igéng.

[ kvarteret Smedjan planeras 500 nya bostider en ny grundskola for 550 elever och en
forskola for 200 barn dven i Kvarteret briinnare finns planer pa 300 nya bostider och
en forskola.

Fortétningar med nya bostider kommer att ske i kvarteret RSnnen med 94 nya bostéder,
Katrinelund 88 nya bostéder, kvarteren Cykeln 31 nya bostdder och Spérvagnen 68 nya
bostéder

Kring Sofielunds verksamhetsomrade finns det ett nytt planprogram under utveckling.
Majligheter

Denna omvérldsanalys kommer inte ge nigra konkreta forslag pi& hur
forsamlingsarbetet ska utformas i S:t Johannes forsamling. Samtidigt &r det viktigt att
som f6rsamling pd djupet rannsaka sig sjilv och vilken funktion som vi ska ha och hur
vi ska kunna méta ménniskors andliga léngtan; denna lédngtan finns men hur kan vi
svara an pad den? Ett syfte med denna omvérldsanalys ar att visa pa att S:t Johannes
forsamling existerar och verkar mitt i en ménsklig méangfald i staden Malmé. Hur
forsamlingen ska svara upp pa och méta denna mangfald kommer att beskrivas i den
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handlingsplan som denna omvérldsanalys &r en bilaga till. Méjliga utvecklingsomraden
4r naturligtvis att analysera de verksamheter som redan dger rum inom forsamlingen
for att se vad som bér fordndras, eventuellt avslutas men dven utifrén kreativt tankande
skapa nya verksamheter om sd behov av sddana uppstar. Avslutningsvis ska podngteras
att omvérldsanalyser bor genomforas med regelbundenhet eftersom vérlden och det
Svriga samhillet &r stadd 1 stindig rorelse och fordndring.

[ Alla statistikuppgifter 4r tagna frén (om inget anges) frén Svenska kyrkan statistikdatabas eller SCB
eller Malmd Stads egen redovisning av demografiska uppgifter.

Férsamlingens identifierade utmaningar och méjligheter

I St Johannes forsamling ér &ldersgruppen 20-35 dr i majoritet. Denna grupp sdger vi
som kyrka ofta att vi har svérast att nd. Det dr samtidigt den som i hogst utstrackning
trader ur Svenska kyrkan. I St Johannes forsamling har vi en hog grad av aktiva
uttrdden (2022).

Vad ir da viktigt for denna malgrupp? I undersokningar visar sig bl a att de anser att
kyrkan ska vara relevant och trovirdig, men att medlemskapet ocksa &r nigot man
aktivt tar stillning for, inget man bara har av tradition, som tidigare generationer kan
ha uttryckt det.

I forsamlingen vistas det mycket ménniskor, inte minst pa grund av att ménga av
Malmés knutpunkter finns hér sdsom Station Triangeln med sina tdg och sin
busstation, Virnhemstorget och Sddervém. Det r ocksa den forsamling i Malmé med
flest boende — d v s malgruppen ér bred. Arbetet bor vara riktat bade till de som bor
och lever hir samt de som passerar igenom eller vistas under en del av sin dag har
genom exempelvis arbete, skola, kopcenter (12 miljoner besok/ér).

Att vara 6ppen som kyrka i Malms city kréver bemanning, sikerhetstdnk samt ett
ambassaddrskap for hela Svenska kyrkan Malmo. Det innebér i sin tur att bemotandet
f4r ménga ringar pa vattnet, informationen dven bor sikta p4 helheten av Malmé och
reflektionen ver vad det #r att vara kyrka i en stad som Malmg hela tiden maste paga
bland medarbetare, fortroendevalda och ideella. Den kulturella och religidsa
mangfalden i omradet ger likasa bade utmaningar och mojligheter.
Samverkansmoijligheter och mojligheter till relationsbygge och nitverkande r stora 1
detta expansiva omrade, men kréver kontinuitet och lyhordhet. Vi ser att vi kan ta
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plats i att vara tillgéngliga, nirvarande och att synas som kyrka och med véra
gudstjénstfirande forsamlingar i omradet.

[ St Johannes forsamling finns en ekumenisk kommunitet. Den skapar just nu
forutsittningar for ett rikt dagligt boneliv i St Matteus kyrka oberoende av de
anstéllda, vilket dr en forutsittning for resten av verksamheten dér. P4 sikt kan detta
inspirera och prégla hela forsamlingen.

Véra fantastiska byggnader &r ocks4 en stor mdjlighet. Kyrkorna #r unika rum som de
flesta forélskar sig i bara de hittar in.

St Matteus vidhdngande lokaler &r stora och skapar goda forutsittningar for bra
verksamhet. Utmaningen 4r att de trots allt borjar bli for sma for séndagens
gemenskap och inte minst kyrklunchen kopplat till hogmiéssan. Utemiljon kring
kyrkan ska forédndras och anpassas for att gora det mojligt for mer varierad och storre
verksamhet utomhus. Detta arbete paborjas 2023,

Omradet kring St Johannes kyrka forindras genom att ett arbete med Sodra
Forstadsgatan och omkringliggande gator pa Rédmansvangen ska ses dver efter flera
ars déliga trygghetsmitningar. Under samma tid byts stenfasaden av sand- och
kalksten pa St Johannes kyrka och utmanar bade boende, vistande och férsamlingens
aktiva och anstéllda med anpassningar av verksamhet och miljo under en
femérsperiod frdn 2023. Samtidigt utreds méjligheterna att gora om forsamlingshuset
pé Kapellgatan till bostider och processen for framtagande av en modell for ett nytt
forsamlingshus vid kyrkan och sékandet av bygglov for detta sitts igdng. Intresset for
denna etablering ar stort frdn Malmé stad och andra aktérer i omradet. Detta dr bade
en utmaning och en méjlighet da plats, form och funktion noga maste avvigas.

St Pauli kyrka ska anpassas for att bli mer tillgdnglig. Hissen ska bytas och na fler
plan i kyrkan och fler toaletter ska installeras. Tréddgérden som hdnger samman med
forsamlingshuset behdver skdtas och lampligast genom en tradgérdsgrupp med
ideella.

Fortdtningen av staden ger bdde méjligheter och utmanar oss da fler boende, fler
skolor och fler manniskor som vistas blir vart uppdrag och véra malgrupper.
Merparten av stadens gymnasieskolor ligger i vér forsamling vilket innebér att vi
behdver arbeta ett nira samarbete med gymnasieteamet.

Kommunikationen med den omgivande staden — vilka vi ar, vad vi gér och varfor ar
en utmaning d bruset av information 4r stort i innerstaden. Detta ir nédgot vi ocksa
aktivt vill arbeta med att forbittra framover.

Nya arbetssitt och former &r bide en utmaning och mojlighet dd samverkan mellan de
tre kyrkoma i véar forsamling ska utvecklas dn mer. Vi vill hitta samarbeten,;
relationella och ekonomiska och utveckla detta alltmer under de kommande &ren. Vi
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vill stirka hallbarheten i vart arbete for att sikra kontinutitet och relationsbyggen,
genom att arbeta mer i team — fortroendevalda, ideella och anstéllda — med det vi gor.
Detta forhallningssitt ska rada pé alla nivéer av verksamhet och ar en erfarenhet som
delvis hiimtats ur tiden under pandemin dé det skora i ensamarbetet,
personalomsittningen och parallellitet kring verksamheterna utmanade kontinuiteten
for forsamlingens arbete.

Prioriterade utvecklingsomraden utifran FIN, i férsamlingen

Utifrén utvecklingsomrddena, vad vill ni ha uppnatt om fyra ar?
Hur relaterar de lokala mélen till strategigruppernas mal och uppdrag?

S:t Johannes forsamling med sina kyrkor arbetar brett med de prioriterade
utvecklingsomradena med Malmd city och dess boende, vistande och forbipasserande

som utgangspunkt.

Arbete med barn och unga, 0-20 ir

Vi vill i St Johannes forsamling framja arbetet med bam och unga och avsatta mycket
personalresurser till detta arbete samt arbeta med att bygga upp ett ideellt arbete kring
verksamheterna som gor att vi ocksd engagerar fler i forsamlingen och tar till vara pa
de gvor som finns i var nérhet.

[ forsamlingen véljer ménga att dopa sina barn inte minst i St Pauli kyrka och kommer
frin manga hall i Malmé med omnejd. Att arbeta med en for forsamlingen gemensam
doppastoral dir malet dr att ytterligare dka antalet dop samt strategiskt arbeta
dopuppfoljande i samverkan mellan forsamlingens kyrkor ar et mal under tiden 2022-
25.

Till bade St Matteus och St Pauli kyrkor soker sig manga foréldrar med barn till
babycafé, babyrytmik samt andra motesplatser dér man som foraldraledig kan fa stod
och utbyte med andra foréldrar. Till St Johannes kyrka kan vi bjuda in till gudstjédnster
och kyrkorumsvandringar med dopuppfoljning som fokus och skapa relation, for att
sedan slussa vidare till det goda arbete som kontinuerligt gors i St Pauli och St
Matteus riktat till barn och familjer. Malet under 2022-25 &r att skapa ett héllbart
samverkansarbete mellan kyrkorna kring dopuppfoljningen. I detta arbete behovs
bade prister, barn- och ungdomsdiakon, pedagoger samt ideella.

Undervisning i kristen tro pa barnens vis genomsyrar allt arbete riktat till dessa
8ldersgrupper; ett arbete som ocksa fortsétter i barn- och ungdomskorerna i St Pauli
och St Matteus. Musiken #r ett viktigt sprik som kan bdra existentiella fragor. I St
Johannes forsamling arbetar ocksé véra musiker med musikelever, framst orgel. Detta
4r viktigt inte minst for att skola eventuella kommande kyrkomusiker (eller andra
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kyrkoarbetare) och formedla det kulturarv vi forvaltar. Vi vill fortsitta att utveckla
arbetet med den pastoratsgemensamma kyrkomusikskolan som under denna period
ska etableras och som véra musiker bidrar in i med timmar och struktur.

Barnkyrkan i St Matteus under sondagens hogmissa ir ett stort och vardefullt arbete
som fortsitter att vixa och nu &r uppdelad i tvé olika aldersgrupper for att enklare
kunna undervisa pa ritt niva.

[ det forsamlingshus som planeras mellan St Johannes kyrka och Triangelns
kopcentrum kommer méjligheten finnas att dven i St Johannes hé gmassor arbeta med
ett barnkyrkoarbete framdver. For detta kommer det att kriivas team vid varje kyrka
(St Matteus och St Johannes) av pedagog/prist samt ideella medarbetare.

Till alla kyrkorna i forsamlingen bjuds forskolor och skolor in till jul och pask. Vi tar
dven emot manga skolor, klasser och elever I6pande under 4ret som vill komma pa
studiebesok av olika slag. St Pauli kyrka dr en del av en religionsrunda for skoloma.
Ett mél dr att utveckla arbetet riktat till skolorna genom léroplans-nérhet for att pé s

vis hjélpa skolorna i det som ocks§ &r deras uppdrag att ge kunskap om kristen tro och
kyrkan.

St Johannes forsamling erbjuder konfirmandundervisning i St Pauli och St Matteus
kyrkor samt konfirmation fér unga vuxna, efter gymnasieédldern, bade enskilt och i
grupp, i St Johannes kyrka. Arbete med ungdomsgrupper i St Matteus och St Pauli
kyrkor samt med unga ledare i konfirmandverksamheten &r ocksé en vikti g
prioritering och kan utvecklas till ett arbete med ungdomar i city. Utmaningen &r att
brygga dver till den gudstjinstfirande gemenskapen och till annat ideellt arbete da
tiden i ungdomsgruppen ér forbi. Ytterligare en utmaning dr att finga upp de
ungdomar som inte vill vara ledare och inte heller ser sig som en del av en
ungdomsgrupp; hur méter vi dldersgruppen 20-35 &r?

20-35 ar (unga vuxna):
Den gudstjénstfirande forsamlingen i véra tre kyrkor speglar stadens aldersfordelning
och vi ser manga i gruppen 20-35 &r i vara gudstjénster.

I Lilla kommuniteten i St Matteus forsamlingshus bor flera personer inom detta
dldersspann, de inspirerar ocksé andra att sdka sig dit och till de olika gudstjinster och

samlingar som finns i huset och kyrkan.

Malgruppen for projektet Grénsland 4r unga vuxna och avsikten ar ocksa att
konstutstdllningamna till stor del ska ha en yngre malgrupp i fokus.

[ flera av forsamlingens vuxenkérer ir medeléldern lag. Som en konsevens av detta ir
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ocksé den forsamling som kommer till kérernas konserter i samma &ldersgrupp.
Kyrkokonserterna samlar som helhet en yngre dldersgrupp i var forsamling.
Féraldrar till barnen i forsamlingens barnverksamhet for de lite yngre tillhor
malgruppen unga vuxna samt de vi méter vid véra dop gudstjinster.

Vi vill p4 ménga av vdra motesplatser aktivt arbeta utmanande med aktuella &mnen
diir samtalet fir plats och dir kulturella uttryck av alla slag kan bredda spraket for de
existentiella frigorna. Vi vill kunna bjuda in till motesplatser 1 véra citykyrkor dér
miénniskor kan véxa, utmanas, stirkas och finna gemenskap, men ocksa fungera som
medvandrare en liten bit pa vigen. Detta tror vi ocksa ér ett sétt att mota denna
malgrupp. I forsamlingen finns ocksd en medveten konfirmationssatsning med denna

malgrupp som fokus.

Hallbarhet
Genom att bjuda in och ge varandra utrymme skapar vi gemenskapen tillsammans.
Nir ménga tas i ansprak och bér blir gemenskapen héllbar.

Samarbetet med EKHO i bl a Regnbéagsscen samt deltagandet i och bidragandet till
Pride-arbetet i Malmé ar for St Johannes forsamling en viktig del i ett arbete for ett
hallbart samhille dir alla manniskors unika virde blir synligt och bérande.

Att vi virnar om skapelsens mangfald och vill ta vért ansvar for den é&r likaledes nagot
vi vill vara tydliga med genom véra gudstjanster; i forbon och i predikan. Vi odlar en
del av forsamlingens altarblommor och har som mél att utdka detta arbete de
kommande aren.

Var ambition ir att i alla inkdp gdra en miljdanalys av inkopsbehovet; starta i
&tervinning och &terbruk, stddja det lokala och handla ekolo giskt sa langt det dr
mdjligt. Pauli garderob ar ett lokalt sétt att varna aterbruk.

Reflektionen kring hur vi bist agerar for Skapelsens bista ska finnas med 1 allt vi gor.

Idealitet

Vi vill arbeta med att att utbilda, inspirera samt involvera alla anstéllda medarbetare i
arbetet kring ideellt medarbetareskap. Det ér inte bara vart uppdrag att sprida
evangeliet; det &r ocksé vart uppdrag att ge ménniskor mojlighet och plats att omsatta
tron i handling i den kristna gemenskapen. Betoningen pa delaktighet i gemenskapen
innebir att ansvarsfordelningen mellan anstillda och ideella varierar i de olika
ansvarsomradena. Anstillda bdr ses som bérare, inte enbart utforare av uppdrag. En
fortlopande process pagér dér vi forsoker se hur vi kan uppticka och uppmuntra de
kallelser minniskor bér p4, s att de sedan fir véxa i ansvar. Detta géller ideella
liksom anstillda och fortroendevalda medarbetare. I och kring alla vara kyrkor finns
det en vilja att engagera och skapa relation.
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Kultur

S:t Johannes forsamling arbetar brett med kulturomradet. Musiken har en sérstdllning
sedan ldnge och forsamlingen #r kind for sitt hogkvalitativa arbete med konserter och
musik i gudstjénst. Sedan en tid tillbaka finns det i S:t Johannes kyrka en
musikpastoral som tar fasta p& musikens plats i forsamlingslivet; denna ska skrivas
fram till en S:t Johannes forsamlings musik/kulturpastoral.

Méngfalden i de kulturella uttrycken &r S:t Johannes forsamlings ldngtan och strivan.
Dessa uttryck kommer fram genom musikens méngfald och musikinstrumenten i de
olika kyrkorna, genom de olika musikernas och kérernas kompetens och arbete samt i
ett strategiskt och professionellt arbete med konst, film, dans, poesi etc. [ den
pastoratsdvergripande verksamheten Grénsland som r placerad i S:t Johannes kyrka
utvecklas en métesplats for kultur och teologi. Genom forsamlingens deltagande i
pastoratets konstprojekt sakerstélls en utveckling av hur vi medvetet och integrerat i
det dvriga forsamlingsarbetet kan planera och genomfora konstutstdllningar i bade S:t
Pauli och S:t Johannes.

I S:t Paulis arbete med konceptet 16rdagar k1 17 kompletteras det
pastoratsovergripande med det lokala arbetet med ambitionen att olika kulturuttryck
ska métas. Detta sker bl a i Regnbégsscen som omnamns vidare under GUDM,;
Gudstjanst.

Aven i St Matteus och St Johannes kyrkor tar sig kulturen uttryck inom gudstjénstens
ramar eller i direkt anslutning till gudstjinsten. P4 olika sitt far kulturuttrycken plats
och talar om evangeliet pa fler sprak &n det talade for att berika och bredda.
Konserter av olika slag arrangeras framforallt i S:t Johannes och S:t Pauli kyrkor. Vi
vill utveckla arbetet med konsertverksamheten s att den landar tydligare in i
forsamlingens uppdrag och vid fler tillfdllen vinder sig till en yngre mélgrupp.

Kérverksamheten dr i forsamlingen bred och técker alla &ldrar frin bamn upp till dldre.
Aven inom omradet kultur vill vi lyfta fram arbetet med musikelever, som
forsamlingens musiker tar ett sdrskilt ansvar for.

Ekumenik och interreligiés samverkan

Vi vill vara en forsamling som verkar for en god ekumenik i Malmé, en plats dér olika kyrkor
skall kiinna sig trygga och vilkomna. Vi har som ambition att kontinuerligt finnas med i
dialog och nétverkande mellan olika lokala kyrkor och samfund.

Vidr aktiva i arbetet kring den ekumeniska béneveckan som initieras nationellt av
Sveriges kristna rad. St Johannes kyrka 4r bland annat vird for den stora
huvudgudstjénsten som firas under denna vecka och St Matteus kyrka bjuder sérskilt
in till bén for kyrkornas enhet under denna tid.
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Forsamlingen har sedan manga ar tillbaka en god kontakt med manga av stadens
kyrkor, inte minst den Makedonsk-ortodoxa kyrkan som under manga &r hyrt lokal i
S:t Matteus forsamlingshem. Bland medarbetarna i forsamlingen finns erfarenheter
fran olika kristna samfund och kommuniteten #r uttalat ekumenisk till sin karaktar.
Dessutom aterfinns, i forsamlingens olika gudstjénstfirande gemenskaper, manga
ménniskor med ursprunglig hemvist i annan kyrklig tradition vilket 4r mycket
berikande.

Det interreligidsa samarbetet syns emellanat i vara olika ppna verksambheter sa som
barnveckor pa sommaren, dock har vi inget direkt organiserat interreligiost arbete
inom forsamlingen just nu men &r mycket dppna for att samtala och verka for Malmos
bista med véra olika trossyskon.

GUDM tar sig i forsamlingen uttryck enligt foljande

Detta vill vi ha uppnétt inom fyra ar inom:
Gudstjdnstutveckling

Gudstjénsten &r en central del av kyrkolivet i S:t Johannes forsamling. Vardag som
helg pagar ett pulserade gudstjanstliv i forsamlingens tre kyrkor ddr evangeliet om
Jesus Kristus formedlas genom ordet och sakramenten.

Vi vill att forsamlingens gudstjinster préglas av delaktighet och vill dérfor fortsitta

utveckla arbetet med gudstjinstvirdar och dvriga ideella. Vi vill mdj liggora att véra
gudstjanster blir tillgdngliga pa olika sprék. Framst genom att ha agendor Oversatt till
engelska men éven till andra sprék som talas av véra gudstjanstbesokare.

Vi vill att véra gudstjanster berikas av en méngfald géllande uttryck och gestaltning
dir det finns en mojlighet att komplettera liturgins sénger och det talade ordet med
bild, rorelse och dans.

Vi ser en rikedom i att gudstjinstlivet formas och gestaltas lokalt med utgangspunkt 1
de olika kyrkornas spiritualitet, forutsittningar och behov. Samtidigt vill vi verka for
att 5ka samverkan mellan forsamlingens kyrkor och dess gudstjénstliv, detta gors
bland annat genom att skapa en gemensam doppastoral for hela forsamlingen.

Forsamlingens utvecklingsomriden for S:t Johannes kyrka

Over en fyra-arsperiod har vi mélet att som medianantal samla 120 personer per
sondag till hogmissans gemenskap, d v s att oka medianantalet fran de ca 70 vi samlar
idag (véren 2023). For detta syfte och mél prioriterar vi ocksé personalresurser till
véra hdgmassor for att kunna arbeta aktivt med ideella i bl a gudstjdnstgrupper,
kaffekokeri, kyrkvakteri, kérverksamheten och orgelelever. Vi vill pé sikt utveckla en
barnkyrka i h6gmissan som kan vara beldgen i de nya lokalerna vid kyrkan.

Vi vill se &ver och utarbeta en veckorytm i bonelivet i St Johannes kyrka samt koppla
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det till férsamlingens 6vriga kyrkor. [ detta arbete ingér ocksa att halla i
Griénslandsmissan kontinuerligt 6ver aret i samverkan med pastoratets §vriga
forsamlingar.

Forsamlingens utvecklingsomriden for S:t Pauli kyrka

Vi vill utveckla gudstjinstlivet si att vi vixter tillsammans och blir forankrade i
traditionen och indragna i mysteriet. Att undervisa och reflektera i liturgi, samtal och
bibeltexter.

Vi vill ha bamens kyrka i lekkapellet. Hir ska Barnens altarskap finns med utrymme
for barnens utveckling och larande. I leken stimuleras fantasi, inlevelse,
kommunikation och fSrméga till symboliskt tinkande.

Vi vill att miljé, normbrytande och HBTQIA+ genomsyrar alla gudstjénster.

Vi har format en Pauli-méssa som ir ett komplement till huvudgudstjénsterna som
firas 1 Johannes och Matteus. Hér har vi anvint oss av mojligheten att vara kreativ i
relation till kyrkohandboken.

Foérsamlingens utvecklingsomriden for S:t Matteus kyrka

Vi vill fortsdtta utveckla sondagens hogmassa som navet i vért arbete. Vi vill att alla
gudstjinster ska priglas av ett Kristocentriskt drag dér gudstjanstfirarna ges méjlighet
till ett levande méte med den uppstandne Jesus Kristus. Vi vill fortsitta stirka arbetet
kring barmnkyrkan och kyrklunchen och involvera fler ideella i detta arbete. Vivill
ocksd Oka delaktigheten i gudstjinsterna genom att gora predikan tillgénglig pa fler
sprék, erbjuda ungdomar méjlighet att tj anstgora som ministranter, samt skapa
{orutsittningar for blivande kyrkomedarbetare att fa praktisk erfarenhet i gudstjéinsten
genom att tjanstgdra under sin utbildning.

Undervisningsutveckling

All undervisning i Sankt Johannes forsamling syftar till att manniskor skall komma

till tro och leva i tro, en kristen gemenskap skapas, Guds rike utbredas och skapelsen
aterupprittas.

Den andliga fordjupningen i forsamlingen behover genomstrOmma all verksamhet och
gé som en r6d trdd i hela forsamlingens liv, sd att vi tillsammans kan vixa som
kristna. For att genomfSra detta vill vi erbjuda verksamheter och sammanhang som
kan svara pd ménniskors lingtan beroende pa var pé vigen de befinner sig. Dirfor vill
vi arbeta utifrdn en ténkt trappstegsmodell i tre steg dér vi strivar efter att tillsamman
1 storférsamlingen erbjuda ndgot i alla de olika stegen.

Lagtréskelverksamhet: Vi vill ha 6ppna, lattillgangliga motesplatser som kan
intressera s6kande ménniskor som #nnu inte ir vana vid kyrkliga sammanhang. Det
skall vara enkelt att komma, utan krav pi avgorelse — en plats att bli nddda av nya
ménniskor, att skapa och inlemma i gemenskap, att vécka djupare intresse och
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formedla nad. Exempel pa sadan verksamhet finns redan i forsamlingen for olika
gldersgrupper tex babycafé, babyrytmik, pysselgrupper, korer, konserter,
konstuttryck, samtalsgrupper, enneagramgrupper, foreldsningar och moten med
forskolor och skolklasser, kyrkorumsvandringar med eller utan guide. Den enskilda
sjalavarden dr ofta ocksd en forsta plats for motet med kyrkan.

Kristen undervisning: Vi vill ocksa ha former for undervisning i kristen tro och kristet
liv for alla &ldrar. Det handlar om larande men ocksd om att undanrdja hinder, vaxa 1
gemenskap, upptécka Guds nérvaro och inlemma i Kristi kyrka. Det &r en central
uppgift for forsamlingen att formedla kunskap om tron och hjilpa ménniskor att lara
kinna Jesus. Har har vi ett vixande arbete med barnkyrka, legoklubb,
konfirmandundervisning for tondringar och for unga vuxna, utbildning for unga
ledare, ungdomsgrupper, bibelstudiegrupper, katekumenatsgrupper, sondagsskola for
vuxna och utbildning av gudstjinstvérdar och andra frivilliga.

Férdjupning: Vi vill dven erbjuda sammanhang som kan ge niring &t tron sé att vi far
mogna i vért larjungaskap och véxa i att ta ansvar som kristna. Stillheten, bonen och
forbonen ar viktiga och att skapa rum for tystnad och meditation. Har har vi sedan
ménga 4r tillbaka retreatverksambhet, stilla dagar, retreat i vardagen, bibel-och
bonegrupper, GK- grupp, kristen djupmeditation, pilgrimsvandringar och inte minst
ett omfattande arbete med sjdlavard och andlig vigledning. I forsamlingen finns ocksé
en kommunitet av minniskor som avgjort sig for att i ett eller flera ar leva
tillsammans i enkelhet, gistfrihet och bon. De bidrar pa ett unikt satt med sin glidje,
sitt engagemang och sitt ansvarstagande till den andliga fordjupningen i férsamlingen.
Undervisningsutvecklingen i Sankt Johannes forsamling &r en viaxande del av
forsamlingens liv. Ménniskor strémmar till frdn olika delar av staden och efterfragan
pa deltagande i grupper eller anmélningar till arrangemang okar. Ofta har deltagandet
foregatts av kosystem. Darfor behdver forsamlingen fortsatt mycket resurser till
undervisningen, bide vad géller personal och volontarer.

Diakoniutveckling

Diakoni #r hela forsamlingens ansvarsomrade och angér ddrmed allai en forsamling.
Diakoni handlar om vad kyrkan &r och vad kyrkan gér, om att leva 6ppen for Guds
livgivande nérvaro och i métet med ménniskor kdnna igen den Gud som sjélv blivit
minniska i Kristus och som kallar oss till larjungaskap. Diakoni fokuserar pa
minniskovirdets okrinkbarhet och barnets sjdlvklara ratt dar géstfrihet och
gemenskap finns. Vi ser Diakoni ur ett breddat perspektiv, dir inte enbart social- och
andlig hallbarhet utan dven en ekologisk héllbarhet och vision fér plats. Vi vill arbeta
for en aterupprittad minsklighet men ocksé for vi en aterupprittad skapelse. Detta ar
mycket viktigt for oss och vi ser girna att detta skapelseperspektiv syns i olika delar i
forsamlingsarbetet.

Nir det giller den andliga hallbarheten sé é&r sjilavarden viktig. [ ungdomsarbetet, i
musiken, i motet med den enskilde liksom méten i gruppen. Att kyrkan fér vara ett
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hem, att vi fér vara Kristus for varandra. Férsamlingen arbetar kontinuerligt och
systematiskt kring diakonala verksamheter s& som gemensam bon, sopplunch,
Kreativa verkstéder, tradgérdsarbete i torsdagar i Pauli. Pauli garderob finns for
ménniskor som behdver klider. Alla som vill kan hémta, byta och ldmna in.
Garderoben &r ocksd en plats for arbetstrining, en mojlighet att vixa in i uppgifter i
detta har vi har samarbete med forsakringskassan, kommunen och
arbetsformedlingen.

Vid St Johannes kyrka vill vi sitta igdng en kafémétesplats. Forst planerar vi for det i
det nuvarande forsamlingshuset pa Kapellgatan for att sedan tinka att detta flyttar till
det nybyggda huset vid kyrkan. Detta ska vara en plats dér frivilliga krafter 4r med
och driver verksamheten. Denna verksamhet blir ett forldngt slags “vardagsrum” med
plats for fika, pussel, musik, pyssel.

Social héllbarhet innebir att bygga for fred och vénskap, som en del av den
ateruppréttade minskligheten. Hir kan reli gionsdialog och ekumenik speglas, men
ocksd en okad delaktighet fr de som ér nyanlénda, genom sprékcafé, Gversittning av
predikan pa s6ndagar mm.

Vivill vi skapa miljo for att frimja den psykiska halsan. Forhallningssittet behdver
flyttas frén ett "vi och dem” till ett ”vi”. Diakonin vill vara tro omsatt i handling och
ta tillvara ménniskors kraft och glidje i att skapa. En vixtplats fr kropp och sjl. [
vért diakonala arbete vill vi synliggdra varje minniskas unika virde och genom
samtal och bén se det osynliga innanfor fasaden. Vi ska alla vara medarbetare och
medvandrare for Gudsriket.

Forsamlingen erbjuder sorgegrupper och vill fortsitta utveckla detta arbete.

Vihar en pagdende kontakt med Socialtjinsten. Néden i och runt Vimhem g0r att
samarbetet med stadsmissionen &r en viktig del av vart arbete.

S:ta Maria kyrka finns ocksa i var nirhet och de pastoratsgemensamma diakonala
insatserna som dér bedrivs ser vi som en del av vért eget arbete.

Lilla kommuniteten, som verkar sjélvstindi gt inom forsamlingen, 4r aktiva i olika
diakonala projekt i relation till Hela ménniskan.

Missionsutveckling

Vér forsamlings gudstjanstgemenskaper ska stirka manniskor att bira ut evangeliet i
vérlden. St Matteus séndagar med hogmassan i centrum, barnkyrka och fortsatt
gemenskap kring borden efter missans slut ir en Oppen gemenskap for den som ocksa
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soker det fordjupade i en bdrande kristen gemenskap. S4 ska aven St Johannes kyrkas
hogmaissa fungera. I St Pauli finns det ett medvetet arbete med torsdagarna dar
forsamlingen stirks i att g& ut i vdrlden med evangeliet. Vi vill uppmuntra och stéirka
varje forsamlingsmedlem till att vara kyrka i sin vardag genom tid for goda samtal
och méten kring véra gudstjanster och i vara kyrkor och forsamlingshus. Vi vill ocksé
arbeta med och utmana oss i synen pa de kyrkliga handlingarna. Hur kan dessa goras
mer till hela forsamlingens och arbetslagets gemensamma uppdrag och bli tillfallen da
vi bjuder in till var gemenskap?

Den breda verksamheten forsamlingen bjuder in till &r i grunden missionerande dé
den 4r 6ppen och relationell till sin karaktér och inbjuder till nyfikenhet, fordjupning

och dialog.

Kulturen och inte minst den stora musikverksamhet som St Johannes forsamling
hérbargerar #r ett av véra viktiga missionsverktyg. Genom all var musikverksamhet
vill vi inspirera och vicka en andlig langtan hos deltagare och &horare. Det
pastoratsgemensamma projektet »Gransland” som St Johannes kyrka bjuder in till ar
ett av de stillen dir de andliga frigoma fir mota kulturens olika uttryck. Lordagar 1
Pauli kl 17 4r en viktig métesplats dar méanniskor far méta mysteriet i olika
musikaliska och konstndrliga uttryck, hér ryms &ven regnbagsscen som ar ett
samarbete med EKHO.

Vi arbetar medvetet med konst i vara kyrkorum och vill genom den och genom andra
kulturuttryck ge ménniskor sprék for tron och de existentiella frigorna béde genom
sinnesintryck och genom eget skapande.

December dr bl a utifrin musikens plats, en viktig ménad for mojligheter till méten
och for att nd ut med evangeliet till en storre och bredare mélgrupp an den resterande
delen av &ret. Denna méanad kan vi dn mer arbeta med att se alla vara besok i kyrkan
som potentiellt relationsskapande oavsett om det ar julkrubbevisningar,
skolavslutningar, egna arrangerade konserter eller konserter da arrangorerna lanar
eller hyr kyrkan.

Natverkandet med det omgivande samhallet, som ocksd verkar relationsskapande, &r
en viktig nyckel for att bygga trovirdighet och 6ppna dorrar in pa andra arenor.

Forsamlingens tre kyrkor dr dppna och tillgingliga for att bjuda in manniskor till
fridfulla platser mitt i stadens brus. Vi vill stréva efter att halla kyrkorna 6ppna s
mycket som méjligt — St Pauli och St Johannes med hjilp av bemanning — och &ven
utveckla allt mer av ideellt virdskap for kyrkoma. Vi vill utveckla vara kyrkorum och
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deras interiorer ytterligare for den individuelle sékande. Interaktivitet, bon,
undervisning, konst, vandringar etc.

Ett mal &r att synas mer tydligt i var nérmiljo genom narvaro och tillgénglighet och
genom samverkan med goda krafter som Malmé stad och andra aktérer som vill
bygga ett hallbart samhille. Vi vill arbeta aktivt med den omkringliggande miljén
kring alla vira kyrkobyggnader for att p4 sikt skapa en inbjudande och fordjupande
kyrkomiljé dven utanfor kyrkans portar.

Arbetet med St Matteus utomhusmiljé som en oas i ett omréde med stora problem é&r
ett av de sitt vi vill lyfta fram. Kring St Johannes kyrka rér det sig stora mingder
manniskor. Vi dr en del i ett potentiellt kulturstrak déir vi 4n mer kan stirka var roll
och hitta var plats vid sidan om képcentret med sina krav pé konsumtion. Vi vill
ocksa verka for en tryggare innerstad i St Johannes forsamlings geografiska omnejd
tillsammans med Gvriga intressenter i omradet som exempelvis Malmo stad (olika
sektioner), néringsverksamheten 6vriga kulturaktérer och polisen. I detta arbete ingér
ocksd arbetet med att ta fram ett nytt forsamlingshus vid sidan om St Johannes kyrka
och kunna flytta helt eller delvis fran det forsamlingshus som verksamhet/personal
vistas i idag pa Kapellgatan.

BKA

Barnkonsekvensanalys gérs utifrén de lokala mdlen.
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Britt-Louise Nilsson

Fran: Mats Tangermark <mats.tangermark@hylliepark.se>
Skickat: den 16 maj 2023 19:36

Till: Britt-Louise Nilsson

Amne: Férslag pé& andringar i Handlingsplanen

Hej,

har kommer tre dndringsforslag till handlingsplanen fran vér grupp under forsamlingsradet 16/5.

1: Under rubriken "Férsamlingens identifierade utmaningar och méjligheter”, efter "...som tidigare generationer kan
ha uttryckt det":

"Vi behover dirfor skapa en forstaelse for hur vi kan upplevas som mer relevanta och trovardiga av manniskor i
aldersgruppen 20-35 ar. Vi behover striva efter att fler gudstjanstdeltagare i den aldersgruppen ocksa far mojlighet
att vara aktiva pa andra satt i forsamlingen."

2. Under rubriken "20-35 &r (unga vuxna)", efter "...medvandrare en liten bit pa viagen":

"Ett sitt att arbeta med detta dr samtal i det lilla formatet, kring en bok, en tavla eller nagot annat kulturellt
existentiellt uttryck."

3. Under rubriken "Idealitet":

Istéllet for

"involvera alla anstidllda medarbetare”,

skriv

"involvera alla, sdvil anstillda medarbetare som andra aktiva"

och istéllet for

"Anstallda bér ses som bérare..."

skriv

"Anstillda och andra aktiva bor ses som barare..."

Allt gott,
Mats

Med vidnliga halsningar,
Mats Tangermark,
bitrddande rektor,
Hyllie Park folkhogskola
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Gruppdiskussion kring S:t Johannes handlingsplan 2022-2025

Grupp: Cecilia, Fredrik, Linda

Gruppens diskussion

Kommentarer

Sidan 1, stycket som bérjar med:

"Sankt Pauli har ett antependium med
regnbégens fdrger....” Upplevelsen ar att det &r
lite vagt uttryckt i stycket och att det skulle
kunna goras tydligare att det handlar om HBTQ-
fokus och utgangspunkt i en sk.
Regnbagscertifiering”

P& motet diskuterades det att senare i
dokumentet framkommer HBTQ-fokus tydligt.
Det framkom &ven att man pabdérjat en
regnbégscertifiering men inte slutfort.

| stycket under GUDM tar sig i férsamlingen
uttryck enligt foljande star det " Vi vill
mdjliggéra att vara gudstjdnster blir tillgéngliga
pé olika sprék. Framst genom att ha agendor
dversatt till engelska”. Onskvirt ar att ha som
mal att erbjuda ndgon massa pa engelska.

P3 motet lyftes det fram att det &r en fréga som
diskuteras pa pastoratsniva.

| stycket under rubriken GUDM tar sig i
férsamlingen uttryck enligt féljande,
underrubrik Forsamlingens
utvecklingsomraden for S:t Matteus kyrka star
det " Vi vill fortsditta stdrka arbetet kring
barnkyrkan och kyrklunchen och involvera fler
ideella i detta arbete.” Har kan ocksa annat
ideellt arbete, med till exempel
gudstjinstvirdskapet som utgangspunkt for att
utvecklas efter de olika gavor och ldngtan som
finns, namnas.

P3 motet lyftes det att man medvetet valt att
har endast lyfta fram arbete kring kyrklunchen
och barnkyrkan eftersom det &r inom de
omradena man ser stdrst behov av fler ideella
medarbetare just nu.
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Britt-Louise Nilsson

Fran: Ylva Flemming

Skickat: den 21 maj 2023 22:13

Till: Britt-Louise Nilsson

Kopia: Anders Markevall; Jenny Jénsson; Annika Lofstedt
Amne: Anteckningar fran férsamlingsrad S:t Johannes 16/5
Hej.

Hir kommer en start pa anteckningen fran gruppen med Anders Markevall, Jenny Jénsson, Annika Lofstedt samt
Ylva Flemming.

Jag har skrivit ned de tva punkter jag hade med mig till motet. Ni andra far girna komplettera med era punkter.

Vinliga hdlsningar
Ylva

ANTECKNING:

1. Ihabdlingdplanen stir kategorierna "anstallda”, "fortroendevalda” samt "ideella”. Det
vore énskvart om det i handlingsplanen dven nimns kategorin géllande de som aktivt
deltar i forsamlingslivet men som inte har ett sirskilt ansvar (som en ideell person
har). Denna grupp bor absolut inkluderas eftersom den annars riskerar att
osynliggoras och d inte riktigt rdknas som en del av forsamlingen. Vidare riskerar det
att bli ett vi och dom-lag; de som levererar handlingar i kyrkan och de som tar emot,
vilket blir en marklig uppdelning. Alla 4r medskapare i att gora kyrka tillsammans och
den instillningen bér genomsyra handlingsplanen.

1. P4 sista sidan star en olycklig formulering gillande att S:t Matteus ligger i ett omrade
med "stora problem”. Har vore det 6nskvart med en tydligare formulering; problem
med vad? Eller vilka?? Forsamlingsborna?Stora utmaningar géllande... socioekonomisk
utsatthet? Kriminalitet? Nigon liknande formulering ar tydligare och riskerar ej att
uppfattas provocerande.
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(
Till Férsamlingsradet i S:t Johannes forsamling

Behov av bittre belysning i Dopkapellet och Mariakapellet i S:t Johannes kyrka

De b3da sidokapellen i S:t Johannes kyrka anvinds numera som utstallningsrum for konst av olika
slag. Detta enligt den handlingsplan som finns for S:t Johannes kyrka och som i detta nu bearbetas
ytterligare. Att Svenska kyrkan i Malmé ska inbegripa flera olika kulturuttryck framkommer ocksa i
forsamlingsinstruktionen fér Svenska kyrkan i Malmao.

Vid jul och pésk stélls ocksa pasklandskap och julkrubba upp i fraimst Dopkapellet. Det problem som
blir tydligt varje gdng en utstillning sétts upp eller hdngs upp &r att befintligt ljus inte racker till. Det
har hint att minniskor har fatt anvinda mobiltelefonens ficklampa for att kunna se utstéllningen. De
ljuskronor som finns i kyrkans sidokapell racker inte pd nagot satt till och kan inte riktas. | kapellen
finns ocksa ett ljus som ér till for att lysa upp valven. Det ljus som finns installerat i hela S:t Johannes
kyrka kan i dagssldget inte anvéndas i sin fulla potential. Gors det, for att lysa upp hela kyrkan, borjar
lamporna blinka.

Eftersom konsten i S:t Johannes kyrka har som mal att bli lika sjélvklar som musik och konserter
behdver ljuset forstarkas med lampor/spottar som tas fram och monteras av professionell firma.
Vaktmistare, praster och férsamlingsherde har forevisats en uppsattning av sadant ljus som kan
riktas och ge belysning som gor att konst kan ses av besokare i sidokapellen (och komma till sin ratt)
men ocks3 riktas mot centralaltare och kor i koret om det skulle behévas. Aven pasklandskap och
julkrubba kan komma till sin ritt pd ett helt annat satt om ljus kan riktas pa figurer och sceneride
bibliska berattelserna.

Det &r av yttersta vikt att forstirka ljuset i S:t Johannes kyrkas sidokapell. Kyrkan &r en citykyrka och
maste kunna anviandas som en sadan dvs kunna vénda sig till méanniskan i staden. D3 ar bra ljus en
forutsattning for att kunna bli berérd av det som finns, stalls ut och sker i kyrkan.

Medel behover alltsa ansl3s till battre ljus i kyrkans sidokapell. 2023 dr som ar ar relativt nytt men
&rets utstiliningar ar inplanerade och bokade. En budget behovs for att lata konsten komma till sin
ratt i S:t Johannes kyrka och den behévs sa fort som det dr mdjligt. Hela drets utstaliningsprogram
ligger inplanerat och inbokat. Enligt den firma som tagit fram ett forslag kan det r6ra sig om ungefar
60 000 kronor.
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ERCO ERCO Lighting AB zé/éq P

Ljusslingan 1

SE-120 31 Stockholm (

Sweden

Tel.: +46 8 54 50 44 30

info.se@erco.com

WWW.Erco.com

VAT no: SE556704673401

Svenska Kyrkan i Lomma Offert

Skolgatan 4 Offertnummer: 2753449

234 31 LOMMA Projekt: 7700469036
Kundnummer: 142537
Var referens: Mikael Sandberg
Mobil: 070-6570654
E-mail: m.sandberg@erco.com
Var referens:
Telefon:
E-mail:
Datum: 06.02.2023
Sida: 1

Projekt: Kapell inne i StJohannes Kyrka

Ovrig info: Theodore Borgstrom

Valuta: SEK

Vi refererar till Er forfrdgan och hirmed har vi ngjet att offerera féljande.
Enligt handling:

Vi avsdger oss ansvaret fér mangder i offerten och hénsvisar till egen
upprakning.

Giltig tom: 06.05.2023

Fraktfritt Gver 8000kr ex moms.

Vid lagervara ér leveranstiden ca. 5-7 dagar.
SlutgiTtigt leveransdatum angespé orderbekraftelsen.
Ovriga leverans-fraktvillkor se bifogat dokument.

Offertprisgéller endast for angivet antal och for detta projekt.
}/lnser framemot er order och Vi finns till Er hjdlp vid eventuella
ragor.

Med vénlig hélsning
ERCO Lighting AB

Bankgironummer: Org. nr.: 556704-6734
5601-0804 Sate: Stockholm
Foretaget innehar F-skattsedel
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ERCO

Offert: 2753449
Projekt: 7700469036
Sida: 2
Pos. Artikel Antal Pris Summa
000010
1013901000 ERCO Minirail stromskena 48V 5 333,68 1 668,39
Vit (RAL9002)
Ldngd 1000mm
In RAL 7023.
000020
1013910000 Matning 6 102,70 616,20
for ERCO Minirail strémskenor 48V.
Plast, vit.

ENEC15, CE, Skyddsklass I, RCM, UKCA

000030

1013938000 Andstycke 6 11,70 70,20
for ERCO Minirail strémskenaor 48V.
Plast, vit.

ENEC15, CE, RCM, UKCA

000040

1013969000 Natenhet 75W 6 997,75 5986,50
Bankgironummer: Org. nr.: 556704-6734

5601-0804 Site: Stockholm

Foretaget innehar F-skattsedel
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ERCO

Offert: 2753449
Projekt: 7700469036
Sida: 3
Pos. Artikel Antal Pris Summa

Ingdngsspanning: 220-240V AC, 50/60Hz.
Utspdnning: 48V DC (SELV).

Max. skenldngd 20m.

Armaturhus: plast.

Anslutning primdrsida: 1,5-2,5mm2.
Anslutning sekundérsida: 0,75-2,5mm2.
Ledningsldngd sekundérsida: max. 10m
(medféljer inte).

Kortslutnings- och éverspanningsskydd.
[nte reglerbar.

Vikt 0,32kg
RCM
000050
1013964000 Fastklammer 12 26,00 312,00
for ERCO Minirail strémskenor 48V.
Fiaderstal, forzinkat.
ENEC15, RCM
000060
A001424400 ECL EU MA 48 BT 9002S 9530 SP LO10 10 423475 42 347,50
Eclipse 48V strélkastare
Storlek S
Vit (RAL9002)

LED-modul: 8,1W 791Im 3000K varmvit
Casambi Bluetooth

Version 1

Darklight lins spot

000070

AC00203600 LENS UNIT DARKLIGHT S FL 9002 5 458,25 2 291,25
Lens Unit flood
for storlek S

Bankgironummer: Org. nr.: 556704-6734

5601-0804 Séte: Stockholm

Féretaget innehar F-skattsedel
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ERCO

Offert: 2753449

Projekt: 7700469036

Sida: 4
Pos. Artikel Antal Pris Summa
Varunetto 53 292,04
Netto 53 292,04
Moms 25,00 % 13 323,01
Totalt 66 615,05

Ut6ver vara allménna forsaljnings- och leveransvillkor géller garantivillkoren for den frivilliga 5 (fem) ars

tillverkargaranti som ERCO GmbH lamnar p3 alla ERCO-produkter. Aktuella garantivillkor kan begéras via e-
postadressen guarantee@erco.com

Bankgironummer: Org. nr.: 556704-6734
5601-0804 Sate: Stockholm
Foretaget innehar F-skattsedel
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ERCO

Forsaljnings-
och leveransvillkor

Gallande fran: 01.05.2016

1, Allmént

1.1 Samtliga varor levereras uteslutan-
de enligt vara hdr nedan specificerade
aliménna forsiljnings- och lever-
ansvillkor i den vid varje tillfalle
gillande versionen. Senast da kunden
mottagit leverans eller forsta delle-
verans skall kunden anses ha accep-
terat farséljnings- och leverans-
villkoren, Vid harefter foljande nya
affirsoverenskommelser behdver vi
inte hdnvisa speciellt tilt dessa

villkor. Vi ar alltsa inte skyldiga

att vid varje ny orderbekraftelse
inkludera forsaljnings- och leverans-
villkoren,

1.2 Kundens inképsbestimmelser ar
inte bindande for oss. Vara
férsiljnings- och leveransvillkor skall
alltid ha foretrade. Det géller dven om
vi vid leverans till kunden kdnner till
att det fran kundens sida foreligger
motstridiga eller fran vara

forséljnings och teveransvillkor
awvikande villkor.

1.3 Sidadverenskommelser géller bara
om de uttryckligen har bekraftats
skriftligt av oss.

1.4 Parternas affarséverenskommelse
skall anses vara triffad i Sverige och
skall i alla avseenden tolkas och
genomfdras enligt svensk lag och ar av
kunden och oss oaterkalleligen hinvisad
till svensk rattsskipning.

1.5 Om nagon bestimmelse i vara villkor
skulle vara ogiltig eller omgjlig att
genomfora, skall inte dvriga bestam-
melsers giltighet paverkas. Kunden
ocksd skyldig att acceptera att den
ogiltiga bestdmmelsen crsdtis med en
annan bestammelse med samma ckonomiska
aoch juridiska syfte.

2, Priser

Alla priser géller fritt fabrik,

och berdknas enligt den vid
orderbekriftelsen gillande prislistan.
For leveranser som skall verkstillas
senare dn fyra manader efter
bestillningsdagen, berdknas priset
enligt den vid leveransdagen géllande
prislistan. Alla priser dr angivna
exklusive skatter och avgifter sisom
exempelvis mervardesskatt och
miljéavgift,

3. Betalningar

3,1 Betalning skall ske senast pa
forfallodagen utan avdrag,

3,2 Om kunden inte betalar senast pa
forfallodagen, utgar drojsmalsranta
beriknad efter en rintesats som med
atta procentenheter @verstiger den vid
varje tid gillande av Riksbanken
faststallda referensrdntan,

3.3 Kunden kan bara géra retentions-
ritt gillande om denna baseras pa samma
avtalsforhallande,

3.4 Om avdrag gors fran vara fakturor,
maste avdragen redovisas var for sig
och styrkas genom att relevant underlag
bifogas.

4. Leveranser

4.1 Leveransdatum har uppskattats efter
bista bedémande och &r endast bindande
om det uttryckligen sarskilt bekraftas

av 0ss. Vi har ratt att gora

delleveranser.

4,2 Om vi &r férhindrade att uppfylla
var leverans- och prestationsskyldig-
het p3 grund av omstandigheter utan-
fér var kontroll, vilka vi inte kan ha
kunnat forutse eller kan skydda oss mot
med rimliga medel, far leveransen eller
prestationen senareldggas lika lange
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som dessa omstandigheter bestar.
Skulle leverans eller annan prestation
visa sig omgjlig, friskriver vi oss fran
leverans- eller prestationsplikt.

4.3 Vi dr inte ansvariga for skador

eller direkt eller indirekt forlust pa
grund av leveransforsening elier
utebliven leverans, Kunden skall inte
heller ha rétt att hdva avtalet annat
dn nir detta uttryckligen fdljer lag.
4.4 Alla leveranser sker for kundens
rakning och pa kundens risk. Om inget
annat dverenskommits, valjer vi
leveranssitt efter eget beddmande.
4.5 Order som overstiger SEK 8.000 exkl
mervirdesskatt levereras fraktfritt
inom Sverige. Vid order

order understigande SEK 8.000 exkl
mervirdesskatt tillkommer fraktkost-
nader om SEK 240, exkl mervardesskatt.
4.6 Kunden far inte annullera order
eller dterlimna varor utan skriftlig
dverenskommelse med oss. Vid godkénd
retur miste varorna vara ouppackade i
originalférpacking. Vi debiterar ett
returavdrag pa minst 50% for
hanteringskostnad.

4,7 Varor som awviker frdn standard-
utférande och alla varor som levere-
rats f6r mer dn 3 manader sedan kan
varken atertas eller krediteras.

5, Utforande

5.1 Vi féroehaller oss ratten till
andringar och avvikelser i fraga om
farm, konstruktion ach ytbehandling, sa
lange detta inte medfor vasentlig for-
samring av funktion eller prestanda.
5.2 Vi garanterar inte att vara varor
och tjanster dr limpade for den anvan-
dning som kunden avsett, savida inte
annat éverenskommits skriftligt.

6. Garanti

Vi limnar garantier for fel och brist
enligt vad som féljer nedan:

6.1 Vid visad felaktig leverans ldmnar
vi inom rimlig leveranstid kostnadsfritt
utbyte, om den reklamerade varan
atersdnds till oss.

6.2 Vid misslyckad eller oméjlig ersatt-
ningsleverans kan bestéllaren kréva
prisavdrag eller om han sa onskar hava
avtalet,

6.3 Varje delleverans skall behandlas
for sig. Eventuellt felaktig

delleverans medfdr inte ratt till
ansprdk pa dtersticnde delleveranser.
6.4 Vart garantiansvar dr begransat till
det belopp som kunden har erlagt for
varan. | Gvrigt ersatter vi inte direkt
eller indirekt forlust hos kunden eller
tredje man.

6.5 Alla garantiansprak, dven for dolda
fel, forfaller senast 24 manader efter
det att varan enligt var foljesedel har
|amnat fabrik.

6.6 Risken for forlust eller skada Gver-
gar pa kunden nar varan lamnats for
avhamtning eller stillts till kundens
forfogande, Om varan aterldmnas av
orsaker som vi inte ansvarar for, skall
kunden béra risken till dess varan
mottagits av 0ss.

6,7 Vi ansvarar inte for transport-
skador, savida inte skadan ticks av en
transpartfarsikring som tecknats pa
kundens uttryckliga begdran.

6.8 Vart garantiansprak upphdr for
varor som dndrats, byggts om, kom-

pletterats etc av nagon utomstaende dvs

wvaror som inte langre befinner sig i
det originalskick som de befann sig i
nir de passerade var slutkontroll
och {amnade fabriken.

7. Export

Pa grund av skilda kravspecifikationer
i olika linder, atar det kunden attinte
exportera vara varor utanfor EU utan
vart skriftliga godkdnnande.

8. Tillimplig lag
Svensk lag skall tillimpas pa rétts-
forhallandet meflan oss och kunden.

9. Mitjdavaift

Pa grund av riksdagens beslut om
praducentansvar for clavlall kan
miljoavgift tillkomma pa ¢lekironiska
produkter.

ERCO Lighting AB
Ljusslingan 1

120 31 Stockholm
Sweden

Tel: +46 8 545 044 30
infose@erco.com
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Britt-Louise Nilsson

Fran: Carin Larsson

Skickat: den 11 maj 2023 06:02

Till: Britt-Louise Nilsson

Amne: VB: Till Svenska kyrkan Malmos férsamlingar

Brevet fran Hakkonsten/ Carin

Fran: Gunilla Hallonsten <Gunilla.Hallonsten@svenskakyrkan.se>

Skickat: den 13 april 2023 10:10

Till: Per Schager <Per.Schager@svenskakyrkan.se>; Leif Arne Rosdahl <LeifArne.Rosdahl@svenskakyrkan.se>; Karin
Andersson <Karin.Andersson5@svenskakyrkan.se>; Ester Gunilla Bengtsson
<EsterGunilla.Bengtsson@svenskakyrkan.se>; Helene Granvik <Helene.Granvik@svenskakyrkan.se>; Lena Gun-Britt
Jénsson <LenaGun-Britt.Jonsson@svenskakyrkan.se>; Linda Attin <Linda.Attin@svenskakyrkan.se>; Ulrika Wirgin
<Ulrika.Wirgin@svenskakyrkan.se>; Carin Larsson <Carin.Larsson@svenskakyrkan.se>; Linda Lindstedt
<Linda.Lindstedt@svenskakyrkan.se>; Magnus Wittgren <magnus.wittgren@svenskakyrkan.se>; Maria Haglund-
Borjesson <Maria.Haglund-Borjesson@svenskakyrkan.se>; Ewa-Sofia Gudmundsson <ewa-
sofia.gudmundsson@svenskakyrkan.se>; Carina Brink <Carina.Brink@svenskakyrkan.se>; Katarina Herbert
<Katarina.Herbert@svenskakyrkan.se>; Mikael Goth <Mikael.Goth@svenskakyrkan.se>; Linda Isberg
<linda.isberg@svenskakyrkan.se>; Kenth Carlsson <Kenth.Carlsson@svenskakyrkan.se>

Kopia: Per Hakansson <Per.Hakansson@svenskakyrkan.se>; Helén Persson <Helen.Persson@svenskakyrkan.se>;
Albin Tanke <albin.tanke @svenskakyrkan.se>; Lis Carlander <Lis.Carlander@svenskakyrkan.se>; Sophie Giescke
Linné <Sophie.GiesckeLinne@svenskakyrkan.se>; Anki Bondesson <anki.bondesson@svenskakyrkan.se>

Amne: Till Svenska kyrkan Malmés forsamlingar

Kira Férsamlingsradens arbetsutskott som en uppféljning pd samtalet om konst i kyrkorummen kommer féljande:

Vill ni vara med i en konstsatsning, ett missionsprojekt som &r férsamlingsbyggande?
| Svenska kyrkan Malmos forsamlingsinstruktion dr kultur ett sarskilt prioriterat utvecklingsomrdade. Detta marks
ocksa i kyrkoradets budgetdirektiv for det kommande éret. Dérav detta projekt och detta brev.

Kyrkoradet har en dnskan om att Svenska kyrkan i Malmé ska ta ytterligare steg ndrmare stadens konstliv. Manga
forsamlingar har sedan linge arbetat med att visa aktuell bildkonst i kyrkorummen. Férhoppningen ar nu att
ytterligare forsamlingar kontinuerligt vill visa konst och pé sa sétt na fler méanniskor. Samtidigt kan bilden vara en
hjalp for férsamling och individer pa resan in mot trons budskap och uppdrag.

Den férsamling som anmiler sig som intresserad att vara med i denna konstsatsning kommer erbjudas olika

resursforstarkningar:
e ekonomiska resurser i form av utstillningsersattning till utstéllande konstnarer, utstaliningsanpassning och

hjilp kring kommunikation om detta i hela staden.

e Tillsammans med pastoratets fastighetsenhet kommer en "konstbesiktning” att goras i de kyrkorum som
forsamlingen anmalt att vara en del av denna satsning och som blivit uttaget. Fragan dr hur och var konsten
pa ett sdkert satt visas i det aktuella kyrkorummet.

e Under varen och hosten 2023 kommer Mats Hermansson att vara tillgénglig som en resurs for forsamlingen.
Tanken &r att han ska triffa de fortroendevalda i férsamlingsradet och medarbetarlaget for en fortbildning
under rubriken: “Hur vi kan arbeta med konst i kyrkorummet?” — med béde teologiska och praktiska fragor.

e Utstillningarna kommer ingd i en samlad kommunikationsplan samt en gemensam konstguide/websida som
skapas for Malmdéborna.

Att 6ppna upp kyrkorummet for konstutstéliningar dr ett arbete som kréver reflexion och arbete pa flera plan.
Darfor ar ett brett delaktighetsarbete viktigt nar vi breddar de teologiska redskapen.
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Infor ett "Ja” att vara med i detta, behdver férsamlingsherden fundera p3 vilka personer som kan vara ert kyrkorums
utstallningsgrupp. Denna grupp ska férutom att arbeta med utstéliningarna i ert kyrkorum ocksa ing i ett nitverk av
utstdliningsgrupper i hela pastoratet.

Natverket méts under ledning av tva personer med stor erfarenhet av konst i kyrkan och tanken ir att detta ska vara
ett satt att inspirera varandra, samt att halla inop denna satsning.

De forsta utstaliningarna &r ténkta att starta i mars 2024. Men redan i november 2023 ir det tankt att arsplanen for

hela utstéliningsaret 2024 ska ligga fast.

Anmail er

Férsamlingen anmiler sitt intresse genom férsamlingsherden senast 1 maj 2023 till lis.carlander@svenskakyrkan.se |
svaret ska, férutom ett férsamlingens “Ja, vi vill vara med”, framga vilket eller vilka av kyrkorummen i er férsamling
som ni vill ska vara med i denna konstsatsning.

Med dnskan om Guds fred

Gunilla Hallonsten

Gunilla Hallonsten
Kyrkoherde och kontraktsprost

Telefon: +4640279044 - E-post: Gunilla,Hallonsten@svenskakyrkan.se

Svenska kyrkan ==

MALMO
Postadress: Box 346, 201 23 Malmd - BesOksadress: Fiskehamnsgatan 3, 211 18 Malmé
Kontakt - Hemsida - Press - Facebook - Instagram - Twitter

Detta meddelande kan innehalla konfidentiell information. Informationen &r endast avsedd fér adressaten. Eventuelit offentliggérande, kopiering,
distribution eller annan atgérd som vidtagits avseende informationen i detta meddelande &r forbjuden och kan vara olaglig. Om du inte &r avsedd
mottagare ber vi dig omedelbart att meddela avsdndaren och sedan radera meddelandet
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Purpose of the document

Scrive eSign is a system for signing documents electronically. This document provides a brief introduction to Scrive eSign so that a holder of a Scrive e-signed document can easily explain such document in court. For in-depth documentation, start by reading the attachment Evidence Package Introduction.

Scrive eSign system

Scrive eSign is developed by Scrive AB and is designed to:

		Enable its users to define workflows for signing electronically

		Execute the signing workflow

		Record as many of the signatories’ actions as possible as log data

		Once all signatories have signed, produce a final digital evidence package of the electronically signed materials together with the log data and other supporting materials necessary to optimise the usefulness of the evidence (the “Evidence Package”)



E-signing workflow

This is how a document is signed through Scrive eSign:

		To start the signing process the user of Scrive eSign either a) defines the signing process in the administrative user interface and selects to start the process, b) starts from a template process in the administrative user interface or c) starts from a template process within a system that has integrated with Scrive.

		To access the signing workflow the counterpart(s) either a) receive an email or SMS with an invitation to sign electronically and a link to the e-signing user interface, b) receive a tablet with the e-signing user interface already opened or c) are redirected from a webpage or client application user interface to the e-signing user interface.

		To review the document the counterpart(s) view the e-signing user interface and a) read instructions at the top that they shall follow the green instruction arrows to complete the signing process, b) depending on the signing process settings enter or not enter extra information into the document such as text and signatures, checks in checkboxes and extra document appendices and c) scroll through all document pages to reach the button with the text “sign” placed below the last page of the document (the “Signing Button”).

		To sign the document the counterpart(s) presses the Signing Button and, depending on the signing process settings, either a) a popup appears where they are informed that by clicking the Signing Button at the bottom of the popup, they are signing the document and that Scrive eSign will register their signature or b) a popup appears where they are asked to select their type of e-legitimation and sign the document using their installed eID application. 

		The confirmation text that the document has been signed upon clicking the Signing Button, is automatically displayed to the counterpart(s) in a web user interface and b) sent to the counterpart(s) in an email including the Evidence Package.



Evidence Package

To understand how to generate quality evidence in a digital environment Scrive has studied several evidence container technologies such as the signed paper, the printed facsimile and the recorded voice. We found that there has been good reason to perceive the signed paper document as the gold standard for evidence quality; it has several inherent qualities that are not easily transferrable into digital formats.

As a result of our research Scrive eSign has been designed to produce an Evidence Package that reproduce the evidence qualities of the paper, while at the same time add new qualities enabled by new technology. A key feature of the Evidence Package is that it shall be self-documenting, meaning that the signed document in itself shall contain all evidence necessary to explain the transaction.
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1. Purpose

The purpose of this document is to set a framework for the understanding of digital evidence quality. Additionally it explains how the Scrive e-signed documents relate to such framework.

2. What is quality digital evidence?

Evidence collection is a security measure that the parties signing an agreement or another type of document, use to protect themselves in the event of a future dispute. The evidence can serve the purpose of clarifying the circumstances of the signing event; what was signed, how it was signed and who the signatories were. The value of quality evidence cannot be overstated, as it can be the difference between winning and losing in the event of a dispute.

We have studied several evidence container technologies such as the signed paper document, the printed facsimile and the recorded voice to understand how to generate quality evidence in a digital environment. We found that there has been good reason to perceive the signed paper document as the gold standard for evidence quality; it has several inherent qualities that are not easily transferable into digital formats. In fact we found that new technologies have been introduced at the cost of significant loss in quality of evidence; crucial information is left out of such digital evidence containers and as a result the usefulness of such evidence is highly dependent on third parties. This section explores the key characteristics of the signed paper document as compared to digital evidence container formats with the purpose of exploring what is required to reproduce, or improve, the evidence characteristics of the signed paper document.

2.1 Integrity

To prove that evidence is legitimate it is important to be able to show that it has not been tampered with.

As outlined in the table below, integrity is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The integrity of a digital evidence container is highly dependent on the design of the system that produces it.

Question to ask:

How to emulate the integrity properties of the signed paper document in a digital evidence container?

				Signed paper document

		Digital evidence container



		Integrity

Can the evidence container be altered after its creation?

		A signed paper document is rarely questioned as evidence, unless there is good reason to believe otherwise. The reason being, that paper is by nature an immutable format; once signed it is difficult to manipulate the available evidence (typically paper mass, ink and fingerprints) without leaving traces of such manipulation. Thus a signed paper document is a durable “snapshot” of reality at the time that the document was signed.

		Digital evidence such as a PDF or an audio file, is by nature mutable. It is easy to alter digital evidence without leaving traces of manipulation.





2.2 Accessibility

To be able to make use of evidence it is key that it is as accessible as possible, meaning that all aspects of the evidence can be understood with a minimum amount of specialised expertise and tools.

As outlined in the table below, accessibility is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The accessibility of a digital evidence container is highly dependent on the design of the software that produces it.

Question to ask:

How to make a digital evidence container as accessible as a signed paper document?

				Signed paper document

		Digital evidence container



		Tools

What tools are required to display the evidence?

		All graphical elements (i.e. text and pictures) are visible to the naked eye, thus additional tools are never required for the interpretation thereof.

		All graphical elements are hidden to the naked eye, thus additional tools (machines and software) are always required for the interpretation thereof.

Additionally, different tools display the graphical elements in different ways so it is not given that all graphical elements in the file will be accessible to the naked eye or that it will be presented in the intended way.

Or even worse, to skew the balance of power and create an information advantage to one or several of the signatories, the intended way to display the graphical elements might be to hide them to make them difficult to find unless you know what tool to use and/or where to look for the graphical elements.



		Cost

How costly can it be to access the evidence?

		For the evidence that is harder to access such as fingerprints and the age of the ink, there are societal functions for the sole purpose of extracting that evidence.

		For the digital evidence that is harder to access, special resources not available to anyone such as special tools, expertise and research skills, might be required to extract all evidence.



		Comprehensibility

How Is the evidence format understood?

		As a standard format all aspects thereof are common knowledge, readily available to anyone interested.

		There is no one standard for digital evidence, therefore the format and available documentation for the interpretation thereof, is highly dependent on the design of the system that generated the evidence.





2.3 Evidence of intent

Contract law worldwide states that an offer and acceptance are elements required for the formation of a legally binding contract: the expression of an offer to contract on certain terms by one person (the “offeror”) to another person (the “offeree”), and an indication by the offeree of its acceptance of those terms. The other elements traditionally required for a legally binding contract are (i) consideration and (ii) an intention to create legal relations. Thus, intent is a key component in making a contract legally binding.

As outlined in the table below, evidence of intent is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of intent in a digital evidence container is highly dependent on the design of the software that produces it.

Question to ask:

How to produce evidence of the intent to sign in a digital signing environment and how to match that intent with a specific document?

				Signed paper document

		Digital evidence container



		Output

Is the final output the same as what is viewed at the time of signing?

		The signing environment (the paper document) is the same as the final output (the signed paper document).

		The digital signing environment is not the same as the final output. i.e. the displayed information is not the same as the digital evidence produced by the system after signing.



		Comprehensibility

Is the signing environment easily comprehensible to the signatory? 

		To sign a paper document is a standardised ritual to form a binding agreement. Therefore it is reasonable to maintain that any adult of age would understand their actions and that intent can be assumed.

		There are no standards for signing in a digital environment, the signing environments are subject to human creativity and the same signing environment may change from time to time, intentionally or unintentionally. Therefore it is not possible to assume that the signing environment made it immediately clear to the signatory that it was participating in the formation of a legally binding contract, thus intent can never be assumed.





Let us illustrate the potential consequences of weak evidence of intent in a digital signing environment with an example:

Two parties go to court over a contract signed in a digital signing environment. One of the parties claims that it didn’t sign a contract. Instead it claims that it was displayed with a) an interesting drawing of a blue elephant, b) a question if it would like to see an equally interesting pink sheep, and c) a button to proceed to view the pink sheep. Then the party selected to proceed by clicking the button to see the pink sheep, viewed the pink sheep and went to bed. There was no intent to sign a contract; there was only intent to view a pink sheep.

2.4 Evidence of identity

To be able to prove the identity of a signatory, the strength and accessibility of such evidence is key.

As outlined in the table below, evidence of identity is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of identity in a digital evidence container is highly dependent on the design of the software that produces it. On the other hand the signed paper document have inherent limitations to the type of evidence that can be included and the accessibility of such evidence, digital evidence containers don’t have such limitations to possibilities and accessibility and any type of digital evidence can be included and made easily accessible.

Question to ask:

How should the evidence of identity of the signing parties be captured and included into the evidence container?

				Signed paper document

		Digital evidence container



		Saving:

Is the evidence captured and included?

		Evidence of identity of the signing parties will automatically be captured and included into the document. The signatures can be used for graphological analysis, and fingerprints and other biometric materials from the signing parties can be used to authenticate the signatories.

		Evidence of identity of the signing parties will not be automatically captured and included into the document unless a) the software has been designed to do so, and b) the user of the software configures the software to do so.



		Formats:

In what formats can evidence be captured and included?

		There are limited possibilities to include evidence of identity other than the given; the signature, fingerprints and other biometric materials.

		New technology enables virtually unlimited possibilities to capture and include different types of evidence of identity such as audio, video, pictures and much more.



		Accessibility:

How accessible is the evidence?

		The evidence of identity is not easily accessible as it is costly and time consuming to request analysis of signatures, fingerprints and other biometric materials.

		The evidence of identity can be made easily accessible so that the usefulness thereof can be free and immediate to anyone.





2.5 Evidence of time

To be able to prove the time of a signature it is key to have exact evidence of time and that such evidence can be trusted to be accurate.

As outlined in the table below, trustworthy evidence of time is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of time in a digital evidence container is highly dependent on the design of the software that produces it. On the other hand the signed paper document have inherent limitations to the exactness of the evidence of time that can be included and the accessibility of such evidence, digital evidence containers don’t have such limitations to exactness and accessibility and very precise evidence of time can be included and made easily accessible.

Question to ask:

How to make sure that the evidence of time can be trusted to be correct?

				Signed paper document

		Digital evidence container



		Trust

Can the time be trusted? 

		The time of the event can be trusted as it can be found in the ink and there is a strong scientific foundation for the technique for chemical age determination.

		The time of the event is not automatically to be trusted because it is reported by a machine whose time settings cannot automatically be guaranteed to be correct.



		Exactness

How exact can the time be?

		The signed paper document offers limited possibilities to capture exact evidence of time. It is typically done manually through writing the date of when the signature was applied to the document. Additionally it is possible to analyse the time of the signature by chemical age determination of the applied ink. Neither of those methods provides exact evidence of time. Typically the manually applied time is only the day of the signature and the chemical age determination is even less exact.

		Digital evidence containers offer extensive possibilities to capture exact evidence of time and the evidence of time can be made to be very exact down to milliseconds, microseconds or even more exact.



		Accessibility

How accessible is the evidence?

		The evidence of time is not easily accessible as it is costly and time consuming to request analysis of signatures, fingerprints and other biometric materials.

		The evidence of time can be made easily accessible so that the usefulness thereof can be free and immediate to anyone.





2.6 Event history

To be able to prove a signature, events related to the actual signing event can be useful to strengthen the case.

As outlined in the table below, trustworthy evidence of time is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of time in a digital evidence container is highly dependent on the design of the software that produces it.

Question to ask: 

How much event information should be collected and what should be included in the evidence container?

				Signed paper document

		Digital evidence container



		Ease of saving

How easy is it to capture and include related evidence?

		Collection and inclusion of related evidence has to be done manually which is costly. Therefore it is less likely that the signatories will collect and include extra evidence as a preemptive measure.

		Collection and inclusion of related evidence can be done automatically which is cheap. Therefore it can be reasonable to with take preemptive measures to collect and include extra evidence automatically through the system generating the evidence container.





2.7 Control

As seen in the previous sections, evidence is composed of many different evidence features such as integrity, accessibility, intent, identity, time and events (the “Evidence Features”). The Evidence Features may be captured in the same evidence container or distributed across multiple evidence containers, within or outside of the signatory’s direct control, such as but not limited to documents, databases or human memory. Optimally, as much as possible of the Evidence Features should be concentrated into evidence containers under the signatory’s direct control because a) the third party can cease to exist and as a result the evidence may be destroyed, b) the third party’s systems and/or administration may change and affect the accessibility of the evidence for the signatory, c) the third party’s incentives as an agent to protect the integrity of the evidence may not be, or stop being, aligned with the signatory’s incentives as a principal and thus increasing the risk of evidence loss or the risk of tampering that may affect the evidence quality or d) any combination of the aforementioned scenarios.

As outlined in the table below, control is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The control of a digital evidence container is highly dependent on the design of the software that produces it.

Question to ask:

How to design a digital evidence container to include as much evidence as possible under the signatory’s direct control and independent from third parties?

				Signed paper document

		Digital evidence container



		Independence

How many of the Evidence Features are dependent on third parties to be useful?

		The paper naturally includes all Evidence Features.

		The digital evidence container must be designed specifically to include the Evidence Features, otherwise the Evidence Features will be left outside the direct control of the signatory.





3. Scrive’s solution

3.1 Introduction

We have now analysed the evidence quality characteristics of the signed paper document versus digital evidence containers. This section describes the Evidence Package and how it has been designed in relation to the evidence quality characteristics. Our goal has been to reproduce the evidence qualities of the signed paper document, the long-standing gold standard for evidence containers, while at the same time add new qualities enabled by new technology. The end result is an evidence container not only imitating the most important features of the signed paper document but also with qualities superior to the signed paper document.

As explained in the introduction section to this Evidence Documentation, Scrive eSign is designed to a) enable its users to define workflows for signing electronically, b) execute the e-signing workflow, c) record the evidence and d) once all signatories have signed, use the recorded evidence to produce the Evidence Package. Thus, the Evidence Package is the end result of all these four steps in Scrive eSign and to be able to understand the Evidence Package, it is important to understand each of these four steps. This section explains the four steps in Scrive eSign required for producing the Evidence Package.

3.2 Summary

The Evidence Package addresses the questions in the section “How to create quality evidence?” in the following ways:

		Topic

		Question

		Evidence Package



		Integrity

		How to emulate the immutability of the signed paper document in a digital evidence container?

		Scrive eSign seals the Evidence Package with a digital signature (see step 10 in the Service Description). Depending on which sealing method was chosen, one of two things is applicable. With Keyless Signature Infrastructure based digital signature: Within one (1) month and five (5) days Scrive eSign seals the Evidence Package with a Keyless Digital Signature (see step 11 in the Service Description) which can be used to verify the document’s integrity mathematically with the help of the Digital Signature Documentation (see step 9  in the Service Description). With PAdES digital signature: Protects the document with a tamper-evident seal and makes Long Term Validation (LTV) of the seal possible.



		Accessibility

		How to make a digital evidence container as accessible as a signed paper document?

		Scrive eSign append the Verification Page to the Signing PDF containing a brief documentation (see step 2  in the Service Description), append this Evidence Quality Framework (see step 4 in the Service Description) and append the full Service Description (see step 5  in the Service Description) these documents together explain the Evidence Package and, except from a few exceptions, eliminate the need for further expertise or resources.



		Evidence of Intent

		How to produce evidence of the intent to sign in a digital signing environment and how to match that intent with a specific document?

		Scrive eSign makes a screenshot of the confirmation in the signing environment of the Signatory, after the Signatory has signed and includes this screenshot into the Evidence of Intent (see step 8 in the Service Description). Behind the confirmation the document is visible to make it possible to match the intent with the document.



		Evidence of Identity

		How should the evidence of identity of the signing parties be captured and included into the evidence container? 

		Scrive eSign performs meticulous data collection in the Transaction Logs and then selected identity data is printed into the Verification Page (see step 6 in the Service Description) and all identity data is included into the Evidence Log (see step 4 in the Service Description).



		Evidence of time

		How to make sure that the evidence of time can be trusted to be correct?

		Scrive eSign collects time of events and Clock Error Samples into the Transaction Logs. These Clock Error Sample data are computed into useful numbers that can be used to mathematically calculate the likelihood of time deviation from the registered time.  Everything is included into the Evidence Log (see step 6 in the Service Description) and the Evidence if Time (see step 7 in the Service Description). Additionally the digital signature with which the document is sealed (see step 10 in the Service Description) includes a strong timestamp that can be used as an additional source of evidence of time.



		Event history

		How much event information to collect and what to include in the evidence container?

		Scrive eSign collects as much information as possible into the Transaction Logs and include all collected information into the Evidence Log (see step 6 in the Service Description).



		Control

		How to design a digital evidence container to include as much evidence as possible under the signatory’s direct control and independent from third parties?

		Scrive eSign goes to great lengths to collect and include as much evidence material as possible into one single evidence container, the Evidence Package. The Evidence Package include all Evidence Features of a signed paper document and more thereto.





4. Benchmarking the evidence quality of the Evidence Package

Based on the criteria as set forth in section 2 (What is quality digital evidence?), it can reasonably be argued that the Transaction Logs together with the measures in step 1-11 to produce the Evidence Package, to generate a digital evidence container of highest quality. Lets see how, in our opinion, the Evidence Package fare in comparison to the signed paper document when applying the framework as set forth in section 2.

		Main criteria

		Subcriteria

		Signed paper document

		Evidence Package



		Integrity

		Mutability

How mutable is the evidence container?

		Not mutable.

		Not mutable after applying the Digital Signature, in the sense that any alteration can be detected. In the event of a leak of the private key that Guardtime maintains, forged evidence containers would be detected if the Keyless Digital Signature has been applied. For PKI sealing, in the event of a leak of our private key for the PAdES digital signature, our certificate will be revoked. In that case, even if that certificate is revoked, the digital signature will still be able to show that at the time of sealing the certificate was not revoked and thus the digital signature (seal) is still valid.



		Accessibility

		Tools

What tools are required to display the evidence?

		No tools required.

		The Evidence Package is produced in standard PDF format and thus all parts of the Evidence Package is accessible through standard PDF readers where attachments are displayed. Adobe Reader is one example of such PDF reader.



				Cost

How costly can it be to access the evidence?

		The cost depends from country to country on the societal functions of the society and what they charge for document analysis.

		All evidence is made easily accessible and at no cost. The only evidence that requires any level of expertise is a) the technical expertise required to apply the Digital Signature Documentation to prove the Evidence Package’s integrity and timestamp mathematically and b) the statistical expertise to apply the time measurements to the statistical model to prove the exact time of an event.The need for case a is expected to be extremely rare and the statistical expertise in case b is common knowledge and easy to come by.



				Comprehensibility

How Is the evidence format understood?

		It is common knowledge available to anyone.

		The Evidence Documentation includes all explanations necessary.



		Evidence of Intent

		Output

Is the final output the same as what is viewed at the time of signing?

		Yes. Always.

		No. Never for digital evidence containers. The screenshot included in the Evidence of Intent which include a picture of the signed document in the background is intended to strengthen the evidence that what was viewed in Scrive eSign was the same as the output. The solution is not terminal though as this does not guarantee that the document was exactly the same in all parts.



				Comprehensibility

Is the signing environment comprehensible to the Signatory?

		Yes. Always for any mentally capable adult.

		Yes. The screenshot of the confirmation message after signing, that is included in the Evidence of Intent, is evidence that the Signatory understood that they were taking part in a e-signing workflow.



		Evidence of Identity

		Saving

Is the evidence captured and included?

		Yes. Unless the party wears gloves or for other reason manages to avoid direct physical contact with the paper.

		Yes. All information collected during the e-signing workflow is collected in the Transaction Logs and included in the Evidence Log upon producing the Evidence Package, including any evidence of identity.



				Formats

In what formats can evidence be captured and included?

		Limited possibilities.

		Unlimited possibilities.



				Accessibility

How accessible is the evidence?

		Not very accessible. Costly and/or time consuming to request analysis of signatures, fingerprints and other biometric materials.

		All evidence of identity is included in plain text in the Evidence Log or as easily accessible attachments to the document if requested in other format, such as photo for example.



		Evidence of time

		Trust

Can the time measurement be trusted?

		Yes.

		Yes. UTC time stamps plus deviation are time intervals guaranteed to be traceable to  reference time. Additionally the digital signature with which the document is sealed contains a time stamp which can be verified mathematically using only public information. 



				Exactness

How exact can the time measurement be?

		Not very exact. The standard precision is per day. Chemical age determination is even less exact.

		It can be very exact. The time is measured with microsecond resolution.



				Accessibility

How accessible is the evidence?

		Not very accessible. Costly and/or time consuming to request analysis of signatures, fingerprints and other biometric materials.

		Very accessible. All evidence of time is included in plain text in the Evidence Log.



		Event history

		Ease of saving

How easy is it to capture and include related evidence?

		Not very easy. Manual labor is required. Therefore likely to happen to a minimal extent.

		Effortless. Scrive eSign automatically collects and includes plenty of evidence in the Transaction Logs and prints all that evidence into the Evidence Log.



		Control

		Independence

How many of the Evidence Features are dependent on third parties to be useful?

		None. The signed paper document is a self contained evidence container format.

		None. The Evidence Package is a self contained evidence container format.
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1. Definitions

“Attachments” means attachments to the Main Document provided by the Author or Signatories.

“Author” means the person(s) that configure the Workflow Settings.

“Clock Error Samples” means the term as defined in the Attachment Evidence of Time.

“Delivery Method” means the method to deliver the invitation to participate in a Workflow Session.

“Design View” means the administrative user interface of Scrive eSign for the purpose of configuring the Workflow Settings.

“Evidence Attachments” means the attachments with additional evidence inserted into the Final PDF as explained in section 8, the attachments are Evidence Quality of Scrive E-Signed Documents, Service Description, Evidence Quality Framework, Evidence Log, Evidence of Intent, Evidence of Time and Digital Signature Documentation.

“Evidence Material” means the Final PDF including the inserted Evidence Attachments. 

“Evidence Package” means the Evidence Material sealed with a digital signature.

“Field Data” means data associated with text fields, checkboxes, radio buttons and signature boxes in the Main Document.

“Final PDF” means the final Main Document after all Signatories have signed, including Field Data rendered with the placements defined by the Author in the Workflow Settings.

“Initiator” means the person that initiates Workflow Execution.

“Initiated Workflow” means a set of Workflow Settings where Workflow Execution has been initiated.

“Integrated System” means a system that communicates with Scrive eSign via the Scrive API.

“Main Document” means the document that is displayed in the Design View and Sign View and is possible to edit with Field Data.

“Party” or “Parties” means persons participating in the Workflow Execution.

“Role” means the Role of a Party during a Workflow Session.

“Scrive API” means the application programming interface of Scrive eSign.

“Sign Material” means the material being reviewed, signed and completed by the Parties during Workflow Execution, including a) the Main Document, b) Attachments and c) Field Data.

“Sign View” means the graphic user interface in Scrive eSign’s web based interface, for the Parties to review and for Signatories to sign the Sign Material.

“Signatory” means a person that has been defined to sign the Sign Material in the Sign View during a Session.

“Signature Confirmation Section” is the final section where the Signatory is asked if they are sure that they wish to sign the document.

“Signature Drawing Modal” is the modal where the Signatory is asked to draw or type their signature.

“Template Workflow” means Workflow Settings saved by an Author for later reuse. “Transaction Logs” means database logs in Scrive eSign, including records of the Signatories activities in Scrive eSign.

“User” is a person or a group of persons with an account in Scrive eSign which is linking to a verified email address.

“Viewer” means a person that has been defined to only have access to view the Sign Material in the Workflow Session.

“Workflow Execution” means when Scrive eSign guides the Parties through Workflow Sessions as configured in the Workflow Settings.

“Workflow Session” means a set of activities defined for a Party to execute the assigned Role. A Party can be assigned multiple Workflow Sessions.

“Workflow Settings” means any combination of settings in section 3 defining how the Parties can interact with the Sign Material during Workflow Execution.

2. Purpose 

The purpose of this document is to explain how Scrive eSign worked at any given point in time to facilitate the full understanding of the process that generated the final Evidence Package. Each time Scrive eSign is updated with new features this document is also updated. The scope of the document is to describe the Scrive eSign system in full. Because it is possible to initiate Workflow Execution via API it is possible that parts of the e-signing workflow have happened outside of Scrive eSign. Because Scrive can only document features that are within our control, parts of a workflow may have happened outside the scope of this document.

3. Design the workflow (Author)

Workflow Settings are defined in the Design View by the Author. The features for designing the Workflow Settings are clustered in the Design View in three main sections. We describe the features in these sections according to the structure in the Design View.

3.1 Add Parties

3.1.1 Simple Workflow Session

Add a Workflow Session and add information about the Party participating in the Workflow Session. You can add an infinite number of Workflow Sessions. The minimum amount of Workflow Sessions is one.

3.1.2 Mass-signing Workflow Session

To replicate a Template Process multiple times with many separate Parties it is practicable to add the Parties in bulk. This feature enables adding a list of Parties to a Workflow Session as a CSV file. When initiating the process Scrive eSign will automatically replicate the process for every row in the CSV file and include the Party information of that row to that Workflow Session.

3.1.3 Invitation order

Select in what order the Parties shall receive the invitation to participate. Parties can receive the invitation in parallel, in sequence, or a combination of these.

3.1.4 Role

Define if the Party should be Signatory or Viewer.

3.1.5 Invitation method

Select how the Party shall receive the invitation to participate in the Workflow Session. The delivery methods available are a) email, b) SMS, c) email and SMS and d) in-person delivery or e) API.

		Email

		An email invitation is sent including a link to the Sign View.



		SMS

		An SMS is sent including a link to the Sign View.



		Email and SMS

		Both email and SMS delivery as described above.



		In-person

		No invitation is sent. The Initiator can give the Party access to the Sign View, by personally presenting it on a device selected by Initiator.



		API

		No invitation is sent. The Initiator can select to give access to the Sign View by sharing the URL or an Author can set up a workflow where the Party is redirected from a webpage hosted by the Author to the Sign View.





3.1.6 Authentication to view

Select what authentication should be required from a Signatory before accessing the Workflow Session to view the document. The alternatives are a) Swedish BankID, b) Norwegian BankID, c) Danish NemID or d) no additional authentication method.

3.1.7 Authentication to sign

Select what authentication method should be required from a Signatory. The alternatives are a) Swedish BankID, b) PIN verification by SMS or c) no additional authentication method.

3.1.8 Confirmation method

Select how the Party shall receive the confirmation that the document has been signed by all Parties and get access to the Evidence Package. The confirmation methods available are a) email, b) SMS, c) email and SMS and d) no delivery.

3.2 Place fields

3.2.1 Main Document upload

Upload the Main Document. Only PDFs are accepted for upload. 

3.2.2 Main Document removal

Remove the Main Document.

3.2.3 Text field

Drag and drop text fields into the document. Define the name of the text field (i.e. address, mobile and more) or select a predefined field, and define if it is a) mandatory for the Initiator, b) mandatory for Party completing the Workflow Session or c) optional. If left empty or editable during Workflow Execution, define what party can (if optional) or must (if mandatory) complete the text field during their Workflow Session. All information put into a text field will be printed onto the document. You can set the font size of the text field to a) small, b) normal, c) large or d) huge.

3.2.4 Checkbox

Drag and drop checkboxes into the document. Define the name of the checkbox (for traceability purposes), choose a checkbox size, and define if it is a) mandatory for the Initiator, b) mandatory for Party completing the Workflow Session or c) optional. If left empty or editable during Workflow Execution define what party can (if optional) or must (if mandatory) check the checkbox during their Workflow Session. The checkbox, empty or checked, will be printed onto the document.

3.2.5 Signature box

Drag and drop signature boxes into the document. Define the name of the signature box (for traceability purposes) and define if it is a) mandatory for the Party completing the Workflow Session or b) optional. If left empty or editable during Workflow Execution define what party can (if optional) or must (if mandatory) draw their signature during their Workflow Session. For some old browsers where JavaScript drawing doesn’t work, the Signatory can use their keyboard to type their signature with a name instead and a handwritten font will be used. The drawn or typed signature will be printed onto the document.

3.2.5 Radio buttons

Drag and drop radio button groups into the document. Define the name of the radio button group and the names of individual radio buttons (for traceability purposes), and choose a size for the radio buttons within the radio button group. It is mandatory for signing parties to select one of the radio button group options. The radio buttons, selected or not, will be printed onto the document.

3.3 Other settings

3.3.1 Add Attachment

The Author can upload documents to add as Attachments to the Main Document or delete previously uploaded Attachments. Only PDFs are accepted. The Author selects if the Attachment should be optional or mandatory to review. The Author selects if the Attachment should be merged with the main file or not.

3.3.2 Request Attachment

The Author can request that Parties are asked to upload documents during a Workflow Session, to add the documents as Attachments to the Main Document. The request is set per Party and an instruction text is required explaining what document is requested, requests can be made optional in which case the Party is not required to upload a document.

3.3.3 Main Document name

Name the Main Document. This is the name that will be communicated with the Parties throughout each Workflow Session. This will be the name of the Main Document in the Evidence Package.

3.3.4 Workflow Session language

Select in what language the Parties shall be guided throughout each Workflow Session. This will be the language of the text printed in the Verification Page.

3.3.5 Due date

Select the due date for the Signatories to sign. After the due date has passed the Signatories can no longer sign.

3.3.6 Automatic reminder

Select at what date an automatic reminder to sign shall be sent to the Signatories that haven’t yet signed.

3.3.7 Personal invitation message

Write a personal message that the Parties will receive when invited via email to participate in the Workflow Execution.

3.3.8 Personal confirmation message

Write a personal message that the Parties will receive via email when the document has been signed.

3.3.9 Edit Sign View UI

Adjust the UI in the Sign View. The following UI features can be added or removed a) header including logo and contact details, b) download PDF c) the button used in the Sign View to reject to sign, d) option to reply with a message, and e) footer.

3.4 Save as template workflow

The Workflow Settings in Design View can be saved as a Template Workflow for later Workflow Execution a single time (save as draft) or multiple times (save as template).

3.5 Settings available via API only

3.5.1 Set highlighting

It is possible, via the API, to enable highlighting in the Sign View for selected Signatories. Highlighting is the digital equivalent of a yellow mark on paper to emphasize something on the document. Highlights can be made by the selected Signatories, and cleared page-by-page, until they have signed the document, after which no more changes can be made. 

3.5.2 Field editable by Signatory

It is possible, via the API, to allow selected Signatories to change the value of certain fields, even if they were pre-filled by the Document Author. This is currently only available for email and mobile field types. The aim of this setting is to allow Signatories to update their email or mobile number, when the value set by the Document Author may be incorrect or outdated.

4. Initiate the workflow (Initiator)

A Workflow Execution needs to be started by an Initiator. This section describes the features which the Initiator can use to initiate the Workflow Execution. The Initiator may initiate the Workflow Execution in any of the following ways:

		start as Author and define the Workflow Settings in the graphic user interface of the Design View or an Integrated System, or programmatically through the Scrive API, and then initiate the Workflow Execution, or

		start as Initiator only and select a Template Workflow to initiate the Workflow Execution, or

		start as Author and select a Template Workflow to edit by any of the procedures for defining the Workflow Settings described in bullet a and then, after editing as Author, initiate the Workflow Execution.



4.1 Initiate Workflow Execution from Design View

After a Main Document has been uploaded and no mandatory information is missing it is possible to initiate Workflow Execution by clicking a button to start. When having clicked the button a modal is displayed and depending on the Workflow Settings different activities will be required from the Initiator to initiate Workflow Execution.

		Initiator role

		Sign order

		Instruction in modal



		Signatory

		Sign first

		Prompts to sign first before inviting others



		Signatory

		Sign second or later

		Prompts to invite others



		Viewer

		-

		Prompts to invite others





4.2 Initiate Workflow Execution from Template Workflow

Template Workflows can be accessed either via the Scrive eSign graphic user interface or via API. The following sections will describe how access can be done via the graphic user interface of Scrive eSign. In principle the same actions can be performed via the API.

4.2.1 List of Template Workflows

By logging in to his Scrive eSign account the Initiator can access a list of Template workflows from where it can initiate Workflow Execution. In the list of Template Workflows each Template Workflow is displayed in a list including name of the Template Workflow, time of latest change to Template Workflow, Delivery Method(s) and sharing status. In the template list view it is possible to do free text search on metadata to find Template Workflows.

4.2.2 Select to edit Template Workflow or directly initiate Workflow Execution

By clicking the name of a draft or template in the list of Template Workflows, different options will be made available depending on the Workflow Settings of the Template Workflow.

		Author/Not Author

		Locked from editing

		In-person delivery

		Options for next step



		Author

		Yes/No

		Yes

		Option to a) edit Workflow Settings or b) initiate signing on the device directly.



		Author

		Yes/No

		No

		Option to a) edit Workflow Settings or b) send for signature directly.



		Not Author

		Yes

		Yes

		Option to initiate signing on the device directly.



		Not Author

		No

		Yes

		Option to a) edit Workflow Settings or b) initiate signing on the device directly.



		Not Author

		Yes

		No

		Option to send for signature directly.





5. Administer the Workflow Execution (User)

The document view is the administrative counterpart of the Sign View. Here the User can review the Main Document, Attachments, Parties and progress history and also administer the Workflow Execution.

5.1 Progress history

The Workflow Session progress of each Signatory can be tracked in the progress history section. Each important event is listed with a status icon, time, Party and an explanatory text. Below is a list of the statuses used.

		Progress status

		Explanation



		Initiated signing

		The Initiator initiated the signing process.



		Email sent

		The invitation to access Sign View was sent via email.



		SMS sent

		The invitation to access Sign View was sent via SMS.



		Undelivered

		The external email or SMS system has reported that it could not deliver the email or SMS.



		Delivered

		The external email or SMS system has reported that it has delivered the email or SMS.



		Email opened 

		The external email system has reported that the email has been opened.



		Accessed view to authenticate

		The party opened the view to verify their identity before viewing the document.



		Authentication success

		The Party verified their identity with [AUTHENTICATION METHOD] to access the document.



		Reviewed online

		Opened the document online.



		Signed

		The button to complete signing was clicked in the Signature Confirmation Section or, if BankID was required to sign, the signing process was completed successfully in the BankID application.



		Rejected

		The button to reject signing was clicked in the final rejection section.



		Timed-out

		The due date for signing as set in the Workflow Settings passed and the document can’t be signed.



		Due date prolonged

		The Initiator prolonged the signing due date.



		Process cancelled

		The Initiator cancelled the signing process, the document can no longer be signed.



		Process edited

		The Workflow Process was edited in the Design View.



		Sealed

		Scrive eSign sealed the final PDF with a digital signature.



		Extended

		Scrive eSign sealed the Evidence Package (as defined in the Service Description) with a keyless digital signature.





5.2 Withdraw invitation

To withdraw an invitation to sign an Initiated Workflow, press the button to withdraw. The invitation to sign the selected Initiated Workflow will be withdrawn and they will no longer be possible to sign. If a Signatory clicks an invitation link to a withdrawn document they will land in a landing page with an instruction that the Workflow Execution has been cancelled.

5.3 Extend due date

If the due date to sign passed without all Signatories having signed the Initiator can extend the due date by pressing “extend due date”. The date is extended by as many days as are determined by the Initiator.

5.4 Restart document

If the document was cancelled or the due date passed the Initiator can select to restart the Workflow Execution by pressing the button to restart the Workflow Execution. The Initiator is then redirected to the Design View where he can edit the Workflow Settings and initiate Workflow Execution again.

5.5 Start signing

If Delivery Method was set to in-person or API, then there is an option for the Initiator to initiate the next in-person Workflow Session directly from this view. By selecting “start signing” the Initiator will be redirected to the Sign View.

5.6 Download document

If the document has been signed it can be downloaded by the Initiator by pressing the button to download the document.

5.7 Send reminder

To remind a Signatory to sign, press the button to send reminder. A reminder will be sent to the Signatory using the initial invitation Delivery Method selected by the Author.

5.8 Send document again

To send a completed Evidence Package again to a Party, press the button to send the document again which is next to the Party’s information. A message including the document, will be sent to the Signatory using the initial confirmation Delivery Method selected by the Author.

5.9 Change of authentication to view and authentication to sign methods

As long as the recipient hasn’t signed the Initiator can change the authentication to view and the authentication to sign methods.

5.10 Bounce management

If the email or SMS could not be delivered, the Initiator is informed of the problem via an email with a link to the Document View where the Initiator can edit the email or mobile number. A bounce can occur for multiple reasons, typically due to a) entering the wrong email or mobile number, b) SPAM filter settings of the receiving system or c) the recipient’s systems are down.

5.11 Review Attachments

Below the displayed document there is a section with all attached Attachments. The user can view or download Attachments.

5.12 Review evidence attachments

Below the Attachments section there is a section with all evidence attachments. The user can review or download the evidence attachments.

6. Follow the workflow (Party)

Smooth Workflow Execution is dependent on a series of events as executed by the Parties in close interaction with Scrive eSign. This section will describe the different components enabling the Workflow Execution. The features are listed in the order as they appear to the Signatory either chronologically or in the graphic user interface from the top and going down. What features appear to the Signatory depend on the Workflow Settings.

6.1 Overview of Workflow Execution

Before we look at the components of the Workflow Execution it might be useful to get an overview of the different steps of Workflow Execution as experienced by the Signatories and the Viewers.

		Accessing the Sign View: the Party either a) receives an email or SMS with an invitation to sign electronically and a link to the Sign View or, b) accesses a device (tablet, desktop computer, smartphone or other) with the Sign View already opened or c) is redirected from an Integrated System to the Sign View. 

		If set by the Author, the Signatory is asked to authenticate before they can proceed.

		Reviewing the Sign Material: the Party views the displayed Sign View and a) can read instructions at the top to follow the guiding arrow, b) depending on the Workflow Settings enter or not enter Field Data into the document (such as text, signatures, checks in checkboxes, choosing a radio button group option) and view/append required and optional attachments and c) scroll through all document pages to reach the sign or reject section.

		When enabled for the current signatory, the Initiator can highlight anything within the document being signed in real-time. 

		Signing the Sign Material: the Signatory presses the next button to proceed to the next step and, depending on the Workflow Settings, one of these four scenarios follow;



		If the Signatory has not yet drawn their signature inside the document a section appears with instructions to confirm their intent by clicking a button with the text “Sign”, or

		If the Signatory has not yet drawn their signature inside the document a section appears with instructions that they will finalise the signing process by clicking the button with the text “Finish”, or

		If the Signatory is required to authenticate with PIN by SMS before they can sign they a) type or view their mobile number, b) receive an SMS with a PIN, c) type the PIN into a input field and d) confirm their intent by clicking a button with the text “sign”, or

		If the Signatory is required to sign with Swedish BankID they sign using the Swedish BankID app on the device they chose to sign with.



		Receiving confirmation after signing: after having completed one of the above signing scenarios a confirmation message is displayed to the Signatory that the Sign Material has been signed. Depending on the Workflow Settings, each Party either receives or doesn’t receive a confirmation message. If it was set for the Party to receive a confirmation message it is sent either a) by email and including the Evidence Package, b) by SMS and including a URL-link to access the document on the web in Scrive eSign, or c) both by email and SMS as described above.



The following sections are more detailed descriptions of the features enabling the workflow in the summary above.

6.2 Accessing the Sign View

This is the workflow guiding the Parties to access the Sign Material in the Sign View.

6.2.1 Invitation message

Scrive eSign will send an invitation email and/or SMS to the Party, in the order as defined by the Workflow Settings. The email and/or SMS will include a URL-link to a Sign View specific to that Workflow Session.

6.2.2 List of Initiated Workflows

Initiated Workflows with Workflow Sessions available for signing directly on the device are listed in a list accessible to Users. Each Initiated Workflow is displayed in a list with document name, last event, name of Initiator and names of all Parties. An icon determines if the Party is the Initiator of the Initiated Workflow or has been invited by another Initiator to participate. By selecting an Initiated Workflow from the list the User will initiate a Workflow Session and access the Sign View.

6.3 Authenticate to view

This is the part where the Signatory is required to authenticate themselves before they can proceed to view the Sign Material.

6.3.1 Authentication to view

The name of the Author and the document is displayed. Personal information that is required to understand who should authenticate their identity is presented. The Signatory initiates the authentication process. If the authentication is successful the Signatory is redirected to the Sign View to view the Sign Material.

6.4 Reviewing the Sign Material

This is the workflow guiding the Signatory when they are reviewing the Sign Material before signing.

6.4.1 Contact information

In the header the Initiators name and mobile (if available) is displayed for contact purposes.

6.4.2 Branded header

Adjustments can be made to a) company logotype, b) background color of header, c) text font, and d) text color. If no branding has been selected, the default is the Scrive logotype and colors. Author can remove the header and footer in the Design View before initiating Workflow Execution.

6.4.3 Other branded Sign View components

Components of the Sign View that can be branded are a) text font type of all text, b) color of the guiding arrow, c) color and text font of text in the guiding arrows, d) color of buttons, and e) color and text font of the text in the buttons. In the Sign View, confirmation page after signing, the signing invitation email and confirmation email there is a discrete ”Powered by Scrive” text.

6.4.4 Signing header

This header stays at the top of the SIgn View as the signatory scrolls through the Main Document to sign. The header includes a) the name of the document, b) a button to activate highlighting (learn more below), c) a button to zoom in the Main Document and d) a button to zoom out the Main Document. By clicking the highlight button, the highlighting functionality is enabled and the scrolling functionality is disabled. Thus, instead of scrolling when touching the screen the touch will result in a yellow highlighting color being painted to the Main Document where the finger points. Highlighting starts when a finger is put to, or a mouse is clicked above, the Main Document. Highlighting stops when the finger is lifted or the mouse is released. To initiate highlighting again the highlighting button in the header has to be pressed again. If the highlighting functionality has been applied to the Main Document in the current Workflow Session, a clear button will also be available in the signing header. The clear button will allow highlighting to be cleared from one document page at a time, and “clear mode” will be enabled until any highlighting has been cleared, or until the cancel button is clicked to cancel clear mode.

6.4.5 Review instruction

Below the header there is a) the person’s name and b) a brief instruction on how to proceed to sign the document. The purpose of the name is to decrease the risk that a person mistakenly signs in another Signatory’s name. If the name was not supplied before Initiator initiated Workflow Execution, then only the brief instruction is displayed.

6.4.6 Mandatory/optional explanation

Explanation of the difference in instruction color between actions that are mandatory and actions that are optional. This appears if the Workflow Session includes optional and mandatory actions.

6.4.7 Download PDF

Option to download the Main Document and Attachments as PDF. This option is either displayed or not depending on if the Author defined that it should be displayed during the Workflow Session.

6.4.8 Document display

PNGs of the Main Document are displayed in up to 1040 px width.

6.4.9 Guiding arrow

The guiding arrow will guide the Party through the steps set as mandatory by the Author. The arrow will guide the Party by pointing at the next mandatory step and blink.

6.4.10 Text fields

There can be empty text fields that are mandatory or optional to complete for the Party and pre-filled fields that can be editable.

6.4.11 Checkboxes

There can be unchecked checkboxes that are mandatory or optional for the Party and pre-checked checkboxes that can be de-checked. Checkboxes can be small, medium, or large, at the discretion of the author.

6.4.12 Radio buttons

There can be radio button groups comprising of two or more radio button options. The Party must select one of the radio buttons for each radio button group. Each radio button group can be small, medium, or large, at the discretion of the author.

6.4.13 Signature box

If signatures are requested from the Signatory then signature boxes are displayed as colored areas on top of the document. If the Author has defined the signature as mandatory, then the guiding arrow will point to the colored area after previous mandatory fields have been completed. When clicking a signature box a signing workflow is initiated. Read more about the signing workflow in section “6.6 Signing the Sign Material”.

6.4.14 About you section

If there are input fields that are mandatory to include in the transaction but have not been placed on top of the document by the Author they are displayed in the about you section. This section is not visible if there is no mandatory information that has not been placed on top of the document for input.

6.4.15 Attachments section

For each attachment that has been added to the document by the Author a section is displayed including the title of the attachment and a button to show the attachment. The attachment can be viewed by clicking the button to show the attachment, then the section expands and displays the attachment in full to the Signatory. If an attachment was selected by the Author to be mandatory to review in the Workflow Settings then a) a checkbox is available next to the title of the attachment and b) a text stating that the signatory confirms that they have read and understood the content of the attachment is available next to the checkbox. The checkbox with the instruction to confirm that the Signatory has read and understood the content of the attachment must be checked before the Signatory can sign.

6.4.16 Requested attachments section

This is where, if requested, the signatory is instructed to upload additional documents as attachments. The signatory can choose not to upload an optional attachment by checking a checkbox. If attachments have been added by previous signatories in the same process, those are visible to the current signatory for review. This section is not visible if there are no requests for attachments from the signatory.

6.4.17 Signatories section

This section includes a list of the Signatories, their signing progress and a) Full name,,  and b) if applicable information about the Signatory is displayed such as organisation, organisation number, ID number, mobile number and email.

6.4.18 Reject or sign section

This is the last section in the Sign View. This section includes a reject button and a next button. By clicking the reject button the Signatory will initiate the rejection workflow and by clicking the next button the Signatory will initiate the signing workflow. If the Author has determined in the Sign View Settings that the reject button shall not be displayed to the Signatory, only the next button will be displayed.

6.5 Rejecting to sign the Sign Material

This is the workflow guiding the Signatory when they are rejecting to sign the Sign Material.

6.5.1 Reject button

At the bottom of the Sign View the signatory can reject the signing via clicking on a reject button. This button is visible if the Author has not disabled it in the Workflow Settings.

6.5.2 Rejection section

If the option to allow a rejection message was chosen in the Workflow Settings, upon clicking the button to reject the Signatory will enter a section where the Signatory can reject and, if so desired, write a rejection message to the Initiator. If a rejection message is not allowed, the Signatory will be asked to confirm the rejection directly, without the possibility of writing a rejection message. If the Signatory confirms the rejection, the Workflow Execution is cancelled and the Main Document can no longer be signed by any other Signatory.

6.5.3 Rejection confirmation page

After a rejection the Signatory is redirected to a page confirming that the signing was rejected and, if a rejection message was created, that the rejection message was sent to the Initiator.

6.6 Signing the Sign Material

The signing workflow is the workflow guiding the Signatory when they are signing the Sign Material.

6.6.1 Signature Drawing Modal

After the signature box has been clicked by the Signatory, the Signature Drawing Modal is opened and the Signatory is instructed to sign. The Signatory can draw their signature on a touchscreen or with a mouse. Once the Signatory has drawn their signature in the Signature Drawing Modal, they can click a button to proceed. Once they have clicked the button to go to the next step the modal closes and the signatory is scrolled to the next step defined by the Workflow Settings. 

6.6.2 PIN by SMS authentication and Signature Confirmation Section

If the authentication was set to PIN by SMS, the Signatory is either a) prompted to type the mobile number they want to use for authentication or b) if the mobile number was prefilled by the Initiator they can only view the mobile number. After the signatory has filled their mobile mobile number or reviewed the one that was prefilled by the Initiator and clicked to send the SMS, the Signature Confirmation Section appears with a) an input field for the PIN, b) a text if they wish to sign and let Scrive eSign register their signature and c) a button to confirm the PIN and complete the signing process. After the correct PIN has been supplied and the Signatory has confirmed that they wish to sign , the signature is registered and the Signature Registration Section is displayed.

6.6.3 Swedish BankID authentication and Signature Confirmation Section

If the authentication was set to Swedish BankID, the Signatory is either a) prompted to type the ID number they want to use for authentication, or b) if the ID number was prefilled by the Initiator this is already prefilled and not editable. After the signatory has a) filled their ID number or reviewed the one that was prefilled by the Initiator and b) clicked to initiate the authentication with Swedish BankID, the Signatory authenticates within the Swedish BankID application. When the authentication is completed in the Swedish BankID application, Scrive eSign registers the signature. 

6.6.4 Signature Confirmation Section

If the authentication was neither set to Swedish BankID nor PIN by SMS then the Signature Confirmation Section asks the Signatory if they wish to either “sign” (if no signature was drawn in the document using the Signature Drawing Modal) or “finish” (if a signature was drawn in the document using the Signature Drawing Modal) and let Scrive eSign register their signature. Once the Signatory has confirmed that they wish to sign or finish the signing process, the signature is registered and the Signature Registration Section is displayed.

6.7 Receiving the confirmation after signing

This is the workflow guiding the Signatory after they have signed the Sign Material.

6.7.1 Signature Registration Section

After the Signatory has confirmed their signature in the Signature Confirmation Section, the Signatory is redirected to the Signature Registration Section. The Signature Registration Section instructs the Signatory that their signature is being registered by Scrive eSign.

6.7.2 Signature confirmation page

After Scrive eSign has completed registering the signature of the Signatory, the Signatory is either redirected to:

		a custom confirmation page. Scrive does not regulate the custom confirmation page other than requiring that the confirmation page should not be misleading to the Signatory, thus it can include any information.

		the Scrive eSign standard confirmation page. The standard confirmation page includes information that the Signatory’s signature has been registered. If the Author had set that Scrive eSign should send an outgoing confirmation message, then the Signatory is also informed that an outgoing confirmation message was sent to the Signatory or that, if there are more Signatories to sign the document, an outgoing confirmation message will be sent to the Signatory after all Signatories have signed.

		the Signing Handover Interface, where a button is displayed leading to the Workflow Session for that next Signatory. This happens if there are other Signatories in line to sign after the Signatory that just signed, and the Delivery Method was set to in-person for any of those Signatories.



6.7.3 Signature confirmation message

If Author set that an outgoing confirmation message should be sent to the Signatory, a confirmation message is sent either via SMS, email or both. The confirmation message includes information that the document has now been signed by all Signatories. The email also includes an original of the Evidence Package and the SMS includes a link to access the Evidence Package online. If the Evidence Package is over 10MB Scrive eSign will not include the Evidence Package in the confirmation email and instead an instruction and a link to access the document will be supplied. If the Author set that a custom confirmation message shall be included in the outgoing confirmation message, the custom confirmation message set by the Author is included after the standard confirmation message texts.

7. Evidence collection

During the Workflow Execution Scrive eSign is collecting evidence to include into the Evidence Package.

7.1 Collecting missing Sign Material

At any time during the Workflow Execution, Scrive eSign presents the Sign Material in its current state in the Sign View meaning that it displays a) images of each page of the Main Document, b) links to all Attachments and c) renders all currently defined Field Data on the pages of the Main Document using the placements specified by the Author. As the process advances, the Sign Material is collected and produced through the following process:

		The Author uploads the initial Sign Material into Scrive eSign, consisting of the Main document, Author Attachments and initial Field Data.

		The Signatories will perform a review of the Sign Material in the Sign View. Depending on the Workflow Settings the Signatory can be asked to upload Signatory Attachments and add more Field Data, so that the Sign Material is completed. This step is reiterated until all Signatories have signed. 

		When the last Signatory has signed, the Sign Material has become fully completed and is locked from further modifications.



7.2 Producing the Transaction Logs

Scrive eSign executes the following activities to produce the Transaction Logs:

		Record as many as possible of the Signatories’ activities in Scrive eSign during Workflow Execution

		Record screenshots of the confirmation after the Signatories have signed through Scrive eSign

		Record system information of the Signatories’ client system

		Record system time of the Signatories’ activities in Scrive eSign



This section will explain the different procedures for recording the Transaction Logs as listed above.

7.2.1 Recording Signatories’ activities in Scrive eSign

Scrive eSign records events when the Signatory has interacted with Scrive eSign during Workflow Execution. The activities in Scrive eSign that are recorded are listed below. Coordinates X=0, Y=0 is the top-left corner of the page, X=1, Y=1 is the bottom-right corner.

		Sample event (as printed in the Evidence Log)

		Event explanation



		Scrive eSign sealed the Evidence Package (as defined in the Service Description) with a keyless digital signature.

		See section 8.1.11.



		Scrive eSign sealed the final PDF with a digital signature.

		See section 8.1.10 and 8.1.12.



		Scrive eSign prepared the final PDF, including evidence collected by Scrive eSign, before sealing with a digital signature.

		See sections 8.1.1 – 8.1.9 



		The party [NAME OF PERSON] ([UNIQUE IDENTIFIER]) verified their identity with [AUTHENTICATION METHOD] to access the document.

Data returned from the [AUTHENTICATION METHOD]:

Name: [NAMED RETURNED]
ID number: [ID NUMBER RETURNED]


Signature: [SIGNATURE RETURNED]
Online Certificate Status Protocol (OCSP) Response: [OCSP RETURNED]

		See section 6.3.1.



		Scrive eSign sent an automatic reminder to sign using [DELIVERY METHOD] to [EMAIL@EXAMPLE.COM and 012-34 56 78] at the request of the user [NAME OF USER] ([UNIQUE IDENTIFIER]).

		See section 3.3.6.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) withdrew the invitation to sign and Scrive eSign disabled the possibility to sign for all parties.

		See sections 5.2.



		The user [NAME OF USER ([UNIQUE IDENTIFIER]] changed authentication for [NAME OF PARTY (UNIQUE IDENTIFIER)] from [OLD AUTHENTICATION METHOD] to [NEW AUTHENTICATION METHOD].

		See section 5.9.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) changed the email address for the party from [BAD@EXAMPLE.COM] to [GOOD@EXAMPLE.COM].

		See section 5.10.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) changed the mobile number for the party from [BAD-12 34 56] to [GOOD-12 34 56].  

		See section 5.10.



		Scrive eSign locked the document from further modifications by the parties.

		See section 7.1 step 3.



		The signatory [NAME OF SIGNATORY] checked the checkbox “[EXAMPLE ATTACHMENT NAME]”. The text next to the checkbox was “[ACCEPT ATTACHMENT CONDITIONS TEXT]”.

		See sections 3.3.1 and 6.4.15.

[ACCEPT ATTACHMENT CONDITIONS TEXT] is the text that was visible to the signatory and depends on the document’s language setting. In English it is "I have read and accepted the content of the attachment [EXAMPLE ATTACHMENT NAME]".



		The party [NAME OF PARTY] ([UNIQUE IDENTIFIER]) deleted the attachment [ATTACHMENT NAME] previously uploaded by the party [NAME OF PARTY] ([UNIQUE IDENTIFIER]).

		See sections 3.3.2 and 6.4.16.



		Due to a system error Scrive eSign failed to finalise the Evidence Package (as defined in the Service Description) before sealing with a digital signature.

		Sometimes the system may fail to produce the Evidence Package as described in sections 8.1 – 8.3. This event is extremely rare.



		Scrive eSign’s external email delivery system reported that the invitation to [sign/review] the document sent via email to [PARTY@EXAMPLE.COM] was delivered.

		See sections 3.1.4 and 5.1.



		Scrive eSign’s external SMS delivery system reported that the invitation to [sign/review] the document sent via SMS to [012-34 56 78] was delivered.

		See sections 3.1.4 and 5.1.



		Scrive eSign sent an invitation to [sign/review] the document via [delivery method] to [PARTY@EXAMPLE.COM and/or 012-34 56 78]. The invitation included a link that when clicked lead to Scrive eSign’s online interface to [sign/review] documents. The invitation contained the following message: <BR/> <i>This is an example message text.</i>

		See sections 3.1.4, 3.3.7 and 5.1.



		Scrive eSign’s external email delivery system reported that the invitation sent via email to [PARTY@EXAMPLE.COM] could not be delivered and continued attempts were cancelled.

		See section 5.1.



		Scrive eSign’s external SMS delivery system reported that the invitation sent via SMS to [012-34 56 78] could not be delivered and continued attempts were cancelled.

		See section 5.1.



		Scrive eSign’s external email delivery system reported that the invitation sent to [PARTY@EXAMPLE.COM]  was opened.

		See section 5.1.



		The initiator [NAME OF INITIATOR] ([UNIQUE IDENTIFIER]) initiated the signing workflow and Scrive eSign a) locked the signing workflow from further editing, b) set the signing workflow language to [EXAMPLE LANGUAGE: ENGLISH], c) set the signing due date to [EXAMPLE DATE: 2013-01-01 00:00:00 UTC], d) set the time zone to [EXAMPLE TIME ZONE: CET] and e) initiated the signing workflow.

		See section 4.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) prolonged the signing due date.

		See section 5.3.



		The signatory [NAME OF SIGNATORY] ([UNIQUE IDENTIFIER]) rejected the invitation to sign and Scrive eSign disabled the possibility to sign for all parties. The rejection message from the signatory [NAME OF SIGNATORY] ([UNIQUE IDENTIFIER]) was: <BR/> <i>This is an example message text.</i>

		See section 6.5.2.



		Scrive eSign sent a reminder to [review/sign] via [delivery method] to [SIGNATORY@EXAMPLE.COM and/or MOBILE NUMBER] at the request of the user [NAME OF USER] ([UNIQUE IDENTIFIER]). The reminder message from the user [NAME OF USER] ([UNIQUE IDENTIFIER]) was: <BR/> <i>This is an example message text.</i>

		See sections 9.1.4 and 5.7.



		Scrive eSign’s administrator ([ADMIN@EXAMPLE.COM]), a person authorised to administer Scrive eSign, requested preparation of the Evidence Package.

		In the rare event of failure there is a safety feature in Scrive eSign where an authorised person at Scrive can ask the system to try to reseal the Evidence Package.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) edited the signing workflow in Scrive eSign’s interface to design signing workflows.

		See section 5.4.



		The SMS with the PIN was delivered to [MOBILE NUMBER] for the signatory [NAME OF SIGNATORY (UNIQUE IDENTIFIER)] to use for authentication.

		See section 6.6.2.



		An SMS with a PIN was sent to [MOBILE NUMBER] for the signatory [NAME OF SIGNATORY (UNIQUE IDENTIFIER)] to use for authentication.

		See section 6.6.2.



		The signatory [NAME OF SIGNATORY] ([UNIQUE IDENTIFIER]) uploaded the attachment [EXAMPLE ATTACHMENT NAME] requested by the workflow author. The request had the following description: <BR/> <i>This is an example description.</i>

		See sections 3.3.2 and 6.4.16.



		The signatory [NAME OF SIGNATORY] checked the checkbox “[EXAMPLE ATTACHMENT NAME]”. The text next to the checkbox was “[NOTHING TO UPLOAD TEXT]”.

		See sections 3.3.2 and 6.4.16.

[NOTHING TO UPLOAD TEXT] is the text that was visible to the signatory and depends on the document’s language setting. In English it is "Nothing to upload".



		The signatory [NAME OF SIGNATORY ([UNIQUE IDENTIFIER]) signed the 

document using PIN by SMS as authentication method. The PIN was sent to [MOBILE NUMBER].

		See section 6.6.2.



		The document was signed by [NAME OF SIGNATORY ([UNIQUE IDENTIFIER]) using [AUTHENTICATION METHOD] as authentication method. 


The text signed in the [AUTHENTICATION METHOD] client was:


$signed_text$

Data returned from the  [AUTHENTICATION METHOD]:

  

Name: [NAMED RETURNED]

ID number: [ID NUMBER RETURNED]

Signature: [SIGNATURE RETURNED]

Online Certificate Status Protocol (OCSP) Response: [OCSP RETURNED]

		See section 6.6.3.



		The signatory [NAME OF SIGNATORY ([UNIQUE IDENTIFIER]) signed the document.

		See section 6.7.1.



		The due date for signing the document passed. Scrive eSign disabled the possibility to sign for all parties.

		See section 3.3.5.



		The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) [CHECKED or UNCHECKED] the checkbox [NAME OF CHECKBOX]. The checkbox's placement in the Main Document: 

Page     X           Y

1            0.123   0.420

		See sections 3.2.4 and 6.4.10.



		The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) selected the radio button "[NAME OF RADIO BUTTON]" in radio group "[NAME OF RADIO GROUP]". Possible options were: [LIST OF ALL RADIO BUTTON NAMES IN RADIO GROUP]. The radio buttons placement in the Main Document:

Page     X           Y

1            0.123   0.128

1            0.123   0.142

		See sections 3.2.5 and 6.4.12.



		The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) signed in the signature box [NAME OF BOX]. The box's placement in the Main Document:

Page     X           Y

1            0.123   0.420

		See sections 3.2.5, 6.4.13 (or 6.4.18 if signature box was not placed) and 6.5.11.



		The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) changed the text in the text field [NAME OF FIELD] from [PREVIOUS VALUE] to [NEW VALUE]. The field's placement in the Main Document: 

Page     X           Y

1            0.123   0.420

		See sections 3.2.3 and 6.4.9 (or 6.4.14 if text field was not placed).



		The party  [NAME OF PERSON] ([UNIQUE IDENTIFIER]) opened the view to verify their identity before viewing the document.

		See section 6.3.1.



		The party [NAME OF PERSON] ([UNIQUE IDENTIFIER]) opened the document in Scrive eSign’s online interface to [review/sign] documents.

		See section 6.2.1.



		Highlighting was added to page 3 while [NAME OF PERSON] was viewing.

		See sections 3.5.1 and 6.4.4. 



		Highlighting was removed from page 3 while [NAME OF PERSON] was viewing.

		See sections 3.5.1 and 6.4.4. 





7.2.2 Generating images of the confirmation after Signatories signed

To sign through Scrive eSign the Signatory is asked to confirm the signature and after the Signatory has confirmed their signature a confirmation message is displayed. Scrive eSign will generate an image of the Signatories’ browser environment including the confirmation message in the foreground and the Main Document and Field Data in the background.

The technology for generating an image of the Signatories’ browser environment is not perfect. Therefore, as a safeguard in the event that the image of the Signatories’ browser cannot be generated correctly, Scrive eSign will at each Planned Production Upgrade, generate images of a reference browser environment including the confirmation message in the foreground and a demo Main Document and Field Data in the background. The purpose of the images is to serve as a reference to display how the images of the Signatories’ browser environment should have looked like if the image generation would have been generated correctly.

7.2.3 Recording Signatories’ system information

Scrive eSign records information of the system that the Signatories use at each system event generated by the Signatory. The information that is recorded is:

		IP address



7.2.4 Record the time of each event in Scrive eSign relating to a Signatory’s activity

At the time of an event triggered by a Signatories’ interaction with Scrive eSign, Scrive eSign will log the following information:  

		The time of Scrive eSign servers at the time of the Signatories’ activity 

		The time of the latest Clock Error Sample

		The clock error at the latest Clock Error Sample



7.3 Recording clock error

The time of Scrive eSign servers is controlled using NTP and the servers communicate indirectly with servers equipped with reference clocks whose purpose is to define reference time. Each hour Scrive eSign estimates the error of the clocks of its servers compared to reference time and the estimated error is measured in milliseconds (the “Clock Error Sample” or “CES”). The purpose of the Clock Error Sample is to produce data that can be used in a statistical model to evaluate the accuracy of Scrive eSign servers’ clock at the point of each logged event.

More about the Clock Error Sample and measurement of time in Scrive eSign is explained in the Appendix 4 Evidence of Time.

8. Evidence Package generation

8.1 Preparing the Evidence Package

Once all Signatories have signed electronically, Scrive eSign will execute the following actions to produce the Evidence Material:

		Prepare the Final PDF.

		Append the Verification Page as an additional page to the Final PDF.

		Append the Evidence Quality of Scrive E-signed Documents as an attachments inside the Final PDF.

		Append the Evidence Quality Framework as an attachment inside the Final PDF.

		Append the Service Description as an attachment inside the Final PDF.

		Append the Evidence Log as an attachment inside the Final PDF.

		Append the Evidence of Time as an attachment inside the Final PDF.

		Append the Evidence of Intent as an attachment inside the Final PDF.

		Append the Digital Signature Documentation as an attachment inside the Final PDF.



Once the Evidence Material has been produced Scrive eSign will execute the following actions to secure the integrity of the Evidence Material and thereby produce the final Evidence Package:

		Seal the material in steps 1-9 with a digital signature.

		Seal the material in steps 1-10 with a keyless digital signature (not performed if PAdES digital sealing is used).



A detailed description of the steps 1-11 follows below.

8.1.1 Prepare a Final PDF (step 1)

The Final PDF is prepared by inserting all the pages from the original Main Document, and subsequently all the Field Data is rendered using the placements defined by the Author in the Workflow Settings. If the Author defined that Attachments should be Merged with the Main Document they are added as pages to the Main Document. If the Author defined that Attachments should not be Merged with the Main Document the attachment is hashed using SHA-256. The hash can be found in the Evidence Log. Attachments that are not merged with the Main Documents are not digitally sealed. By comparing the computed hash (the output from execution of the algorithm SHA-256) to a known and expected hash value (the value in the Evidence Log), it’s possible to determine the Attachments’ integrity.

8.1.2 Append the Verification Page (step 2)

The Verification Page is one or several pages appended at the end of the Final PDF and it contains the following information:

		Transaction ID intended for support purposes.

		Information about the Main Document including name, number of pages and by whom it was submitted.

		Information about the each Attachment, including name, number of pages, if it was merged with the Main Document or not and by whom it was submitted.

		Information about the Initiator and each Signatory. 

		Activity history of each Signatory in Scrive eSign during Workflow Execution, including a brief description of the activity, the time of the activity and the IP address.

		A Scrive seal.



At the end of the Verification Page there is brief documentation describing what the Verification Page is. The documentation is intended to give the reader all the information necessary in order to understand:

		The nature of the document (an Evidence Package issued by Scrive).

		That additional documentation about the Evidence Package can be found in the Attachments.

		Where to verify the integrity of the document (https://www.scrive.com/verify).



The purpose of the Verification Page is to make the most important metadata about the Workflow Execution easily accessible.

8.1.3 Append the Evidence Quality of Scrive E-signed Documents (step 3)

The Evidence Quality of Scrive E-signed Documents is a brief introduction to the Evidence Package. The purpose of the document is to serve as an executive summary and help with the understanding of the Evidence Package without having to read through all the documentation. 

8.1.4 Append the Evidence Quality Framework (step 4)

The Evidence Quality Framework explains the legal aspects of digital evidence quality. The purpose of this document is to set a framework for the understanding of digital evidence quality and explain how the Evidence Package relates to such framework.

8.1.5 Append the Service Description (step 5)

The Service Description is this document and is a complete functional specification of Scrive eSign. The Scrive team maintains the following process to keep the Service Description up to date:

		A new version of Scrive eSign has been developed and the staging environment has been updated with the new version. The staging environment is the servers where the final testing of a new version of Scrive eSign is conducted before it is released to all customers. If the new version of Scrive eSign includes new features or substantial adjustments to existing features the Service Description is updated by the Scrive eSign product owner to include the changes made. The Scrive eSign product owner is the person that plans and manages the development of Scrive eSign.

		While on staging the changes to the Service Description is reviewed and corrected by the Scrive legal counsel in dialogue with the Scrive eSign product owner. 

		Once all text changes have been agreed by the Scrive eSign product owner and the Scrive legal counsel, the updated Service Description is to be included with the next updates to Scrive eSign. 



The purpose of the document is to serve as a reference for anyone trying to understand the Evidence Package and its different components.

8.1.6 Append the Evidence Log (step 6)

The Evidence Log includes all Transaction Logs printed in human readable text including a) the Signatories’ activities in Scrive eSign during Workflow Execution, b) all system information of the Signatories, and c) the UTC timestamp created at the moment of each Signatories’ activity.

The purpose of the Evidence Log is to make all collected metadata about the Workflow Execution accessible outside of Scrive eSign and thus independently of Scrive. 

8.1.7 Append the Evidence of Time (step 7)

The Evidence of Time includes a detailed documentation about a) how the time of the servers of Scrive eSign is measured and synchronised with trusted sources of time, b) a mathematical algorithm to calculate the probability of time deviation above certain time intervals and c) the measurements required to insert into the mathematical algorithm, including the last 1000 samples of the servers time deviation and their distribution.

The purpose of the Evidence of Time is to explain how Scrive eSign measures time and

provide a mathematical algorithm by which it is possible to calculate the probability of

the error of the time stamps recorded by Scrive eSign.

8.1.8 Append the Evidence of Intent (step 8)

The Evidence of Intent includes the images of the Signatories browser environment generated by Scrive eSign when the Signatory has signed and is displayed with a confirmation thereof. Additionally the Evidence of Intent also includes the reference images generated by Scrive eSign at each Planned Production Upgrade.

The purpose of the Evidence of Intent is to secure a) evidence of intent to sign and b) evidence of what Sign Material there was intent to sign, to avoid such rhetoric as exemplified by the example with the blue elephant and the pink sheep.

8.1.9 Append the Digital Signature Documentation (step 9)

The Digital Signature Documentation contains an algorithm for how to prove the document’s integrity mathematically. The document integrity can be tested mathematically with the help of a) the Digital Signature Documentation, b) a code published in the Financial Times after the date of sealing the document with the digital signature (step 10) and c) a keyless digital signature has been applied to the document after the date of publishing the code in the Financial Times (step 11). This document does require technical knowledge to be useful.

The purpose of the Digital Signature Documentation is to explain how the integrity of the Evidence Package can be verified independently of Scrive or any other third party. Note that the Digital Signature Documentation is not intended as the primary method for proving the document’s integrity. The use of the Digital Signature Documentation is intended as a last resort after which all other methods of verifying the integrity have failed. To clarify, the intended order for verifying the integrity of a document is:

		Scrive provides the primary method for verifying the integrity of a signature at https://www.scrive.com/verify. Here the document owner can upload the document and get an automated validation of the document integrity. This method does not require any technical knowledge to be useful.

		If this primary method for some reason fails to perform the verification of integrity then the digital signature provider, Guardtime (http://www.guardtime.com), can be contacted directly for verification. This second method also does not require any technical knowledge to be useful.

		Finally, if both previous methods have failed, the Digital Signature Documentation can be used to mathematically verify the document integrity.



8.1.10 Append the Digital Signature (step 10)

When the steps 1-9 have been performed the document is sealed with a digital signature from Guardtime to produce the complete Evidence Package (steps 1-10).

The purpose of the Digital Signature is to be able to prove the integrity of the Evidence Package with the help of Guardtime. Additionally the digital signature also has a function of a strong timestamp useful as evidence of time at the point of sealing the document. Learn more about this in the Digital Signature Documentation.

8.1.11 Append the Keyless Digital Signature (step 11)

Around the 20th each month Guardtime will make an updated Keyless Digital Signature available. Scrive eSign will apply the updated Keyless Digital Signatures on Evidence Packages that were produced by Scrive eSign 40 days after the initial signing.

The purpose of the Keyless Digital Signature, is that the integrity of the Evidence Package can be verified mathematically and independently of Scrive, Guardtime or any other third party, only relying on public information. Additionally, the verification will provide irrefutable evidence about when the timestamp in step 10 was generated. Learn more about this in the Digital Signature Documentation.

8.1.12 PAdES digital signature (optional to Steps 10 and 11)

The PAdES digital signature secures that the document can not be tampered without breaking the signature. In addition, the following are appended to the document as part of PAdES digital signature: 

		A URL to a Certificate Revocation List is appended that can be read to assure that the certificate is not in a revoked state at the time of signing of the document. 

		An OCSP (online certificate status protocol) is embedded to check the revocation status of the certificate. 

		A TimeStamp is added at the time of signing to ensure two things; that the signature was valid at the time of signing; and (ii) that the signature remains valid over time. 



9. Document administration

Scrive eSign has a basic document management system. This system is described in this section.

9.1 Document list

9.1.1 List view

Initiated Workflows and Evidence Packages from completed workflows are displayed in a list with progress status, time of latest event, name of Initiated Workflow, Initiator, Parties and Delivery Method(s).

9.1.2 Learn more and manage workflow

By clicking the name of an Initiated Workflow, the User is redirected to the Document View where there is more information about the workflow progress and options to manage the workflow.

9.1.3 Mass-withdraw invitations

To withdraw an invitation to sign an Initiated Workflow, select Initiated Workflows by checking the checkboxes on the side and press “withdraw”. The invitation to sign the selected Initiated Workflows will be withdrawn and they will no longer be possible to sign. If a Signatory clicks an invitation link to a withdrawn document they will land in a landing page with an instruction that the Workflow Execution has been cancelled.

9.1.4 Send mass-reminder

To remind Signatories of an Initiated Workflow to sign, select by checking the checkboxes on the side and press “send reminder”. The reminder to sign the selected Initiated Workflows will be sent to all the Signatories that haven’t signed using the Delivery Method as initially selected by the Author. If a specific sign order has been defined the reminder will only be sent to the next Signatory in line for signing.

9.1.5 Delete

To delete an Initiated Workflow or Evidence Package from the list view, select by checking the checkboxes on the side and press delete. Initiated Workflows that are deleted will also automatically be withdrawn.

9.1.6 Filter and search

Filter documents based on workflow progress status, initiator and/or date. Search the list of Template Workflows with free text search. Matches will be provided for all free text data.

9.1.7 Download all documents

Select what documents to download and download a zip-file including the PDFs of the selected documents. The Main Document from Initiated Workflows will be downloaded in its current state and finalised documents will be downloaded as completed Evidence Packages.

9.1.8 Download metadata as CSV

By selecting this option metadata from all transactions will be downloaded as CSV. The metadata includes information about each Party and the most important activities of the Party during Workflow Execution.

9.2 Template Workflow editing list

9.2.1 List view

Template Workflows are displayed in a list time of latest change, name of Template Workflow, Initiator, Parties and Delivery Method(s). Deleted Template Workflows are deleted instantaneously.

9.2.2 Filter and search

Search the list of Template Workflows with free text search.

9.2.3 Delete

To delete a Template Workflow from the list view, select one or multiple templates by checking the checkboxes on the side and press delete.

9.2.4 Share

To share a Template Workflow in the list view with other Users in the same organisation, select one or multiple Template Workflows by checking the checkboxes on the side and press share.

9.3 Trash list

9.3.1 List view

Deleted Initiated Workflows, Template Workflows and Evidence Packages are displayed in a list with progress status, time of latest event, name of Initiated Workflow, Initiator, Parties and Delivery Method(s). Deleted documents stay in the list for one month before Scrive eSign deletes them permanently from the system.

9.3.2 Filter and search

Filter documents based on workflow progress status, initiator and/or date. Search the list of Template Workflows with free text search. Matches will be provided for all free text data.

9.3.3 Restore

To restore a document back to the documents list, select by checking the checkboxes on the side and press restore.

9.4 Auto-deletion of documents and personal data

This is a setting that will instruct Scrive eSign to auto-delete documents and personal data after a number of days as defined by the account administrator. This applies to all documents except templates and documents pending signing. Upon deletion the documents are moved to Trash.

10. Account administration

10.1 Organisation administration

Accounts in Scrive eSign are organised in organisations. Each User belongs to an organisation. The organisation settings will be used in the Users interactions with Parties when using the system.

10.1.1 Organisation details

In the account section it is possible to edit the organisation details. The organisation details include name, organisation number and address. The name and organisation number will be displayed whenever the User is displayed as Party to a Workflow Execution, including places such as the Sign View and the Verification Page. The organisation address and mobile number  of the organisation’s administrators will be used for billing and support purposes.

10.1.2 White-label branding

There are two types of white-label branding in Scrive eSign: the Workflow Session branding and the complete white-label branding. In the account section it is possible to white-label the Workflow Sessions with the company brand profile, including a) the Sign View, b) the emails,  c) SMS’ d) the logged in part (such as the Design View), e) the favicon, f) the browser title. The complete white-label branding can only be set by a Scrive administrator and additionally to the Workflow Session branding includes white-labeling of a) the login and signup views, b) party colors and c) document status icons. 

10.2 User administration

10.2.1 User privileges

There are two levels of user privileges: standard and admin. The standard User can do everything as specified in the previous sections of this specification document. The admin User has the additional privileges as specified below.

		Privilege

		Explanation



		Edit company details

		Can edit the details of the organisation’s Scrive eSign account.



		Add user

		Can add users to the organisation’s Scrive eSign account.



		Remove user

		Can remove users from the organisation’s Scrive eSign account.



		White-label branding

		Can do Workflow Session branding for all users of the organisation’s Scrive eSign account.



		Access all documents

		Can access all documents of all Users in the organisation’s Scrive account.



		Manage all documents

		Can manage all documents of all Users in the organisation’s Scrive account.





10.2.2 User management

In the account section the admin User can add Users by typing name and email address. The person will then be invited to have an account as part of the organisation of the inviting admin User. The Users of the organisation are displayed in a list and can be removed from the organisation by selecting the User and deleting it. All documents of that User will stay the property of the organisation.
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1. Purpose

The purpose of the Digital Signature Documentation is to provide a method so that the integrity of the Evidence Package can be verified mathematically and independently of Scrive, Guardtime or any other third party, only relying on public information. 

2. Overview

2.1 Digital Signatures

Digital signatures are used to make digital data tamper proof, so that it can be verified that the data has not been modified since the digital signature was created.

Digital signatures are designed in a way that there is a method for checking that the data that the signature is applied to is not modified, and that there is a method for checking that the signature has been issued in some trusted way.

2.2 Cryptographic Hash Functions

There is one mathematical concept that is pervasive in digital signing technologies: cryptographic hash functions. Such functions are used to straightforwardly compute a “hash value” of some fixed length (e.g. 256 bits) of some arbitrary amount of data, with the property that it is infeasible to reverse the function and get the data back from the hash value, but most importantly: it is infeasible to come up with any other piece of data that will compute to the same hash value.

These properties imply that it is sufficient to protect hash values of data instead of the data itself. The reason is that if we know that the protected hash value is unmodified and matches the hash value that we can compute of the data itself, then we know that it is infeasible that the data itself has been modified. For integrity purposes, hash values are essential condensations of the original data.

In addition to the cryptographic hash functions, many technologies for digital signatures are based on the use of keys.

2.3 Key-based digital signatures

In key-based digital signatures, secret information (private keys) are used to create signatures by some trusted organisation. Each private key has a corresponding public key which is used for verifying the integrity of the digital signatures created with the private key. So to check a key-based digital signature, one needs to access the public key that corresponded to the secret key used to create the signature. In addition to verifying the signature using the public key, one has to verify that the public key comes from the trusted organisation that created the signature. This can be done using digital certificates as part of the public-key infrastructure.

Key-based digital signatures are problematic due to the durability requirements that come with protecting Evidence Packages. The private key must be kept secret by the trusted organisation. Should the key become public, the digital signatures that were issued using it can no longer be used to verify the integrity of the data. As a mitigation, the trusted organisation can limit the time that any one public/private key pair is used, and then erase the private key. Should a private key leak from the trusted organisation, only signatures created during the lifetime of the private key become worthless. However, more frequent renewal of keys mean that the organisation issuing digital signatures must provide more public keys for verification purposes. The main problem remains: how can one be sure that a private key was not leaked and used to forge digital signatures? The PAdES standard specifies a set of restrictions and extensions to the standards for PDF and ISO-32000-1 and -2. PAdES is described in the technical specification TS-102 778 that is published and maintained by the European Telecommunication Standards Institute, ETSI.

2.4 Keyless digital signatures for durability

Keyless digital signatures rely solely on the properties of cryptographic hash functions to protect data, without the use of secrets.

An extremely simple (but naive) method for creating a keyless digital signature is to compute the hash value of some data and then make that hash value public so that it can be used to verify that copies of the data have not been modified. It is important that the hash value is published so that that a verifier readily can find it and trust that the hash value is authentic, and that the publication is permanently accessible for the foreseeable future. A suitable method is to publish the hash value in a newspaper that is widely spread and archived throughout the world.

Although simple, the naive method described is not practical in that it requires one hash value to be published for each piece of data that needs a digital signature. To make keyless digital signatures practical one can combine hash values from multiple pieces of data by juxtaposing the hash values and computing new hash values of the result, as illustrated below:
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By combining hash values in this way, one can choose to publish the combined hash value periodically, e.g. once a month. For verification to work, additional information is needed to ensure that a particular Evidence Package’s hash value leads to the hash value that is published in a newspaper (such a published hash value is called a publication code). Therefore, the digital signature contains information about what newspaper contains the publication code (currently, publication codes are printed in Financial Times), as well as intermediate hash values in the linked chain of hashes all the way to the publication code. For the middle Evidence Package in the diagram above, the digital signature would have information about where one can find the publication code c₆, as well as the intermediate hash values c₃, d₄, and d₅. From the Evidence Package’s computed hash value d₃, the intermediate hash values in the digital signature, and the combining cryptographic hash function H taking juxtaposed hash values, a verifier would compute the complete chain of hash values: c₄ = H(c₃,d₃), c₅ = H(c₄,d₄), c₆ = H(c₅, d₅). Having computed c₆, the verifier needs to check that it is equal to the newspaper’s publication code.

Since the digital signature must contain extra information about intermediate hash values that stem from other Evidence Packages leading to the publication code, one cannot immediately put the keyless digital signature into the Evidence Package upon its creation—one has to wait until the publication code is known. But since the parties involved in signing a document typically want access to the Evidence Package right away, Scrive E-sign provides the parties with an initial version of the Evidence Package with a temporary, keyless digital signature. Once the Evidence Package’s hash value has been part of the linked chain that leads to a publication code, Scrive E-sign produces a new Evidence Package with the permanent, keyless digital signature. Signatories that choose to store their Evidence Package in the archive service provided by Scrive E-sign can download the revised Evidence Package in the archive once it becomes available.

The devil in the details regarding the implementation of keyless digital signatures (e.g., in practice one would use trees of intermediate hash values instead of linked chains), but the fundamental principle is the same: data can be verified by computing a sequence of hash values and check against a value that is published in a trusted way.

2.5 Verifiable timestamps using keyless signatures

The keyless signature not only provides a method for verifying the integrity of the Evidence Package, it also encodes the time down to the second when the signature was created. By construction, the time encoding is irrefutable and can be produced as part of the verification method of the keyless digital signature.

The following diagram gives a simplified version of how the time encoding works. Each publication code that goes into a newspaper is the root of the so called calendar tree, which is an ever-growing tree with one leaf node for each second since midnight, January 1st, 1970 in Coordinated Universal Time (UTC), a point in time we will denote T₀. (In the diagram, we have assumed that there is one evidence package providing the hash value for each leaf node, which is a simplification since we for each second may have zero or more than one evidence package for which we want a digital signature. In reality, the hash value of each leaf node in the calendar tree is constructed from an aggregation tree of hash values. We have also assumed a very small calendar tree, consisting of just four leaf nodes spanning a time of four seconds. A calendar tree for a whole month is of course much larger.)
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Now, suppose we want to verify the digital signature for the evidence package in the third row. The digital signature contains the path from the root down to the leaf, telling us if we should choose the upper route (encoded as a 0) or lower route (encoded as a 1) to get to the next level. The choices form a sequence which can be interpreted as a binary number, and for the path highlighted in yellow, this binary number is 10 which in decimal is the number 2. One can then conclude that this leaf was constructed at T₀ + 2, that is, 2 seconds after midnight, January 1st, 1970 (UTC).

(In reality, the time encoding is not done using T₀ as a start point, but instead by using the time when the publication code was created as an end point. Details can be found in appendix Extracting the Signing Time.)

The next section provides precise information about the digital signatures produced by Scrive E-sign and how they can be verified.

3. How to Verify the Evidence Package

The signed document (PDF file) that the Evidence Package (HTML attachments - that this Digital Signature Documentation is part of) is embedded into, has either been electronically sealed by Scrive using the Guardtime Keyless Signature technology or with a PAdES digital signature. This enables independent verification of the time when the document was signed and checking that it has not been modified since. The process consists of several steps outlined below. If the document is signed using PAdES the signature can be validated in Acrobat Reader.

3.1 Extracting the Signature

The signature is embedded into the document following the standard PDF digital signature framework [PDF, section 12.8]. A Guardtime signature has the value GTTS.TimeStamp in its Filter field.

A single PDF file can contain several revisions of a document [PDF, section 7.5.6]. A Guardtime signature normally signs all revisions up to and including the one that contains it. In order to verify the document as it was signed, all subsequent updates have to be removed from the file.

More precisely, the signature protects the parts of the document specified by the ByteRange field of the signature. The two ranges must cover everything left after the previous step, except the Contents field of the signature.

The signature value is embedded in the Contents field in base 16 encoding. The value has to be stripped of trailing spaces and decoded [BASE, section 8] for further processing.

3.2 Parsing the Signature

The result of the previous step has to be parsed as an ASN.1 data structure in BER encoding [ASN, DER]. This must yield a ContentInfo structure [CMS, section 3] that embeds a SignedData structure [CMS, section 5] in the content field.

The contents of the encapContentInfo.eContent field of the SignedData structure have to be parsed as an ASN.1 data structure in DER encoding. This must yield a TSTInfo structure [TSP, section 2.4.2].

A Guardtime signature must have a single SignerInfo element in the signerInfos field of the SignedData structure and the object identifier 1.3.6.1.4.1.27868.4.1 in the signatureAlgorithm field of the SignerInfo structure.

The contents of the signature field of the SignerInfo structure have to be parsed as an ASN.1 data structure in DER encoding. This must yield a Guardtime-defined TimeSignature structure:

                          TimeSignature ::= SEQUENCE {

                            location HashChain,

                            history HashChain,

                            publishedData PublishedData,

                            pkSignature [0] SignatureInfo OPTIONAL,

                            pubReference [1] SET OF OCTET STRING OPTIONAL

                          }

                          PublishedData ::= SEQUENCE {

                            publicationIdentifier INTEGER,

                            publicationImprint DataImprint

                          }

Each of the HashChain fields is an ASN.1 OCTET STRING that contains a concatenation of a number of HashStep records. Each HashStep record in turn is a concatenation of a 1-byte hash algorithm code (appendix Hash Functions), a 1-byte direction indicator, a variable-length DataImprint field, and a 1-byte level number. The DataImprint field consists of a 1-byte hash algorithm code followed by the hash value (the number of bytes determined by the hash function). Note that all these are just concatenated together, not encoded as separate ASN.1 fields.

The DataImprint field in the PublishedData structure is an ASN.1 OCTET STRING that consists of a 1-byte hash algorithm code followed by the corresponding number of bytes of hash value (again, just concatenated).

The contents of the pkSignature and pubReference fields will not be used in the following and thus need not be parsed. However, presence of the pkSignature field indicates the hash chain contained in the history field is a temporary one not connected to a printed control publication. In such a case, the history and publishedData fields should be updated before proceeding (appendix Extending the TimeSignature).

3.3 Checking the Document

To check that the document matches the signature, it must be verified that the hash value of the signed document corresponds to the one embedded in the signature.

The concatenation of the sections of the original PDF file specified by the ByteRange field has to be hashed using the algorithm specified by the messageImprint.hashAlgorithm field of the TSTInfo structure. The result must be equal to the value of the messageImprint.hashedMessage field of the TSTInfo structure.

3.4 Checking the Signature

To check that the signature is internally consistent, it must be verified in several places that the hash value computed from one part of the signature corresponds to the one embedded in another part.

The DER-encoded representation of the TSTInfo structure (that is, the value of the encapContentInfo.eContent field of the SignedData structure) has to be hashed using the algorithm specified by the digestAlgorithm field of the SignerInfo structure. The result must be equal to the value of the message-digest attribute in the signedAttrs field of the SignerInfo structure.

The DER-encoded representation of the SignedAttributes structure has to be hashed using the algorithm specified by the digestAlgorithm field of the SignerInfo structure. The result will be the input data to the hash chain computation process described next. Note that the data to be hashed in this step is different from the representation of the signedAttrs field in the SignerInfo structure, as the latter is a tagged implicit set while the former is an explicit set [CMS, section 5.4].

For each HashStep record in the location hash chain and then for each HashStep record in the history hash chain in the TimeSignature structure, in the order in which the records appear in the chains:

		compute x as the result of hashing the input data with the algorithm specified by the hash algorithm code (the first byte) in the record;

		if the direction indicator (the second byte) in the record is 0:

		compute y as the concatenation of the DataImprint field (bytes from the third up to but excluding the last), the hash algorithm code (the first byte), the value of x, and the level byte (the last byte);

		if the direction indicator (the second byte) in the record is 1:

		compute y as the concatenation of the hash algorithm code (the first byte), the value of x, the DataImprint field (bytes from the third up to but excluding the last), and the level byte (the last byte);

		if the direction indicator (the second byte) is something else:

		abort with an error "invalid signature";

		the value of y is the input for the next step.



Finally, the value of y from the last step of the hash chain computation has to be hashed using the hash algorithm specified by the first byte of the publicationImprint field of the PublishedData structure. The result must be equal to the remaining bytes of the publicationImprint field.

3.5 Checking the Publication

To check that the signature matches the widely witnessed control publication, it must be verified that the contents of the PublishedData structure correspond to a printed publication acquired from a trusted source.

The publicationIdentifier field in the PublishedData structure contains the POSIX time [POSIX, section 4.15] value for the moment when the control publication was generated. A Guardtime control publication appears in the World Edition of the Financial Times 2–6 days after it is generated (depending on the publisher's schedules).

The PublishedData structure is formatted into human-comparable form as follows:

		the value of the publicationIdentifier field as a 64-bit integer (8 bytes in big-endian order) and the contents of the publicationImprint field are concatenated;

		a CRC-32 checksum [CRC, section 8.1.1.6.2] is computed on the result of the previous step and appended to it;

		the result of the previous step is encoded in base 32 [BASE, section 6];

		the result of the previous step may be broken into groups of 6 or 8 characters by dashes.



The result must be equal to the control publication that appears in the newspaper (ignoring possible differences in the optional character grouping).

3.6 Conclusion

Since in the whole computation starts from the contents of the PDF file and through a series applications of one-way functions ends up at a value that was known to exist at some well-established time in the past (the time when the newspaper was printed), this proves that the file in question existed before that time in the same form as it is currently.

The preceding statement relies only on the hash functions being one-way and assumes absolutely nothing about the Guardtime technology. Adding information about how the hash chains are constructed (which is seen by all Guardtime clients while it happens and can thus also be considered quite widely witnessed) makes it possible to extract the signing time with much better precision (appendix Extracting the Signing Time).

4. Hash Functions

The following table lists the hash functions that may be used in hash chains in Guardtime keyless signatures, along with their identifiers and hash value sizes.

		Algorithm Name

		Guardtime ID

		Hash Value Size

		Algorithm Specification



		SHA-1

		0

		20

		SHA, section 6.1



		SHA-224

		3

		28

		SHA, section 6.3



		SHA-256

		1

		32

		SHA, section 6.2



		SHA-384

		4

		48

		SHA, section 6.5



		SHA-512

		5

		64

		SHA, section 6.4



		RIPEMD-160

		2

		20

		RIPE, section 7





5. Extracting the Signing Time

The time when a datum was signed with a Guardtime keyless signature can be extacted from the history and the publicationIdentifier fields of the TimeSignature structure (section Parsing the Signature). The process is as follows:

		set h to 0 and p to the value of the publicationIdentifier field;

		for each HashStep record in the history hash chain, in the reverse of the order in which the records appear in the chain:



		if p is 0: abort with an error "invalid signature";

		set x to the highest power of 2 that does not exceed p;

		if the direction indicator (the second byte) in the record is 0: set h to h+x and p to p-x;

		if the direction indicator (the second byte) in the record is 1: set p to x-1;

		if the direction indicator (the second byte) is something else: abort with an error "invalid signature";



		if p is not 0: abort with an error "invalid signature";



The final value of h is the POSIX time [POSIX, section 4.15] value for the moment when the datum was signed.

6. Extending the TimeSignature

For each Guardtime signature and any control publication generated after the signature was issued, a hash chain can be created that connects the signature to the control publication and thus also to the printed medium in which the publication appeared. This process is called extending the signature.

The preferred way to do this is to access an online verification service using a tool obtained from either Scrive or Guardtime. This can also be done independently using the calendar database acquired either from Guardtime or, in case Guardtime has ceased the service, from the Estonian Technical Surveillance Authority, to which Guardtime is obligated to deposit the database before exiting the business.

The Guardtime calendar database consists of one hash value per second, indexed by integral POSIX time [POSIX, section 4.15] values (red nodes and black numbers on the figure below). Each of these hash values aggregates all signing requests that the Guardtime service processed during the corresponding 1-second time interval.

The aggregate hash values are connected into binary trees by hashing them together in pairs in left to right order, then hashing the first level pairs together again, and so on until a set of complete binary trees is obtained (blue arrows and nodes on the figure). For generating the control publication, the roots of the binary trees are hashed into a chain in right to left order (purple arrows and nodes), and the value from the last node of the chain is extracted for generating the control publication (golden arrow).

More precisely, each node on the figure is a DataImprint structure (section Parsing the Signature). On each step, the DataImprint from the left child node, the DataImprint from the right child node, and a single byte with the value of 255 are concatenated together, hashed, and the result is obtained as a DataImprint consisting of the concatenation of the 1-byte hash algorithm code (appendix Hash Functions) and the hash value.
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For manageability, the database is split into several files (separated by dashed black lines on the figure). For the files to be usable without access to preceding ones, each file starting from some time value t also contains the root values from the binary trees corresponding to the state of the database on time t-1 (dashed blue arrows between the first and second file on the figure).

To construct the hash chain linking a given signature to a given publication, the following steps have to be performed:

		The signing time has to be extracted from the history and publishedData fields currently in the signature (appendix Extracting the Signing Time);

		The calendar database files covering the full interval from the signing time to the time when the publication was generated have to be obtained (format and naming of the files described later in this section);

		The hash-linked structure corresponding to the time when the publication was generated has to be reconstructed (as described earlier in this section);

		The unique hash chain connecting the leaf entry corresponding to the signing time to the root entry corresponding to the control publication (dotted arrows on the figure above) has to be extracted;

		The TimeSignature structure (section Parsing the Signature) has to be updated with new values:



		The history field is set to the concatenation of HashStep records describing the steps in the hash chain; each HashStep record is constructed as the concatenation of the 1-byte hash algorithm code from the DataImprint in the current node, the 1-byte direction indicator (0 if the sibling node is to the right in the tree, 1 if the sibling is to the left), the DataImprint from the sibling node, and a single byte with the value of 255;

		The publicationIdentifier field is set to the POSIX time value for the moment when the control publication was generated;

		The publicationImprint field is set to the DataImprint value in the root entry corresponding to the control publication.



Each calendar database file consists of a fixed header, a set of root node records, a sequence of calendar node records, and a checksum record. In the following, many values are given in hexadecimal, with the 0x prefix prepended.

The header consists of 12 fields totaling 65 bytes:

		8-byte sequence: file format identifier; must be 0x47, 0x54, 0x49, 0x4d, 0x45, 0x48, 0x44, and 0x42 (ASCII representation of 'GTIMEHDB');

		4-byte integer: endian-ness indicator; fixed value 0x01020304; all other 32-bit integers in the file will be in the same byte order;

		4-byte integer: version number; must be 0x00000001 (in file byte order);

		8-byte integer: endian-ness indicator; fixed value 0x0102030405060708; all other 64-bit integers in the file will be in the same byte order;

		8-byte integer: file creation time as POSIX time;

		8-byte integer: first calendar record index; the POSIX time value for the first node in the calendar node section of the file;

		4-byte integer: first calendar record offset; the offset of the start of the calendar node section within the file;

		4-byte integer: calendar record length; the length of each record in the calendar node section of the file;

		1 byte: calendar hash algorithm; the 1-byte hash algorithm code (appendix Hash Functions) for the hash function used by all calendar nodes in this file (they all must use the same algorithm);

		1 byte: flags; must be 0x01;

		14 bytes: reserved for future; all bytes must be 0x00;

		1 byte: CRC8 checksum of all preceding bytes in the header record; this is intended as a short-term protection against accidental errors while the file is being created; checking this may be omitted as the checksum record at the end of the file gives much stronger protection.



The root node section spans the space from the end of the header to the beginning of the calendar node section. It consists of a sequence of root node records followed by a 1-byte CRC8 checksum of all preceding bytes in the section. Each root node record consists of 4 fields:

		4-byte integer: record length; the number of bytes to follow in this record (excluding the length field itself);

		8-byte integer: record index; the POSIX time value for the last calendar node in the complete binary tree whose root this node is;

		1 byte: the 1-byte hash algorithm code for the hash function used in this node;

		variable-length sequence: the hash value in this node (the length is determined by the hash function used; it may also be computed by subtracting 9 from the value of the record length field).



Note that the concatenation of the two last fields in each record yields the DataImprint value for the corresponding node.

The calendar node section spans the space from the end of the root node section to almost the end of the file; it is followed only by a checksum record that has the same size and format as a calendar node record. It consists of a sequence of calendar node records (and no section checksum). Each calendar node record consists of 3 fields:

		4-byte integer: record index offset; this value is to be added to the first calendar record index field from the file header to obtain the POSIX time value for this node;

		variable-length sequence: the hash value in this node (the length is determined by the hash function used which is specified by the calendar hash algorithm field in the file header; it may also be obtained by subtracting 5 from the calendar record length field in the file header);

		1 byte: CRC8 checksum of all preceding bytes in the record.



Again, note that the concatenation of the calendar hash algorithm field from the file header and the hash value field from the record yields the DataImprint value for the corresponding node.

The last record in the file is the cryptographic checksum of the whole file:

		4-byte integer: fixed value 0xffffffff;

		variable-length sequence: the hash value computed by hashing all data preceding the checksum record in the file using the hash function specified in the calendar hash algorithm field in the file header (the length is the same as for the calendar node records);

		1 byte: CRC8 checksum of all preceding bytes in the record.



The calendar database files are named following the pattern

    hashdb-tttttttttttttttt-yyyy-mm-dd-hhmmss.bin

where the fields have the following meaning:

		filename prefix, always hashdb;

		POSIX time value for the first calendar node in the file; 16-digit lower-case hexadecimal number with leading zeroes preserved (but no 0x prefix);

		year, month, and day of the file creation time; month and day are 2-digit decimal numbers with the leading zeroes preserved;

		hour, minute, and second of the file creation time (in UTC); each is 2-digit decimal number with the leading zero preserved;

		filename suffix, always bin.
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1. Purpose

The purpose of the Evidence Log is to make all collected metadata about the Workflow Execution accessible outside of the Scrive eSign database and thus independently of Scrive. 

2. Evidence Log Components

This Evidence Log is a complete collection of all actions and events that occurred during the Workflow Execution, which have been logged by Scrive eSign. The information included in each log event is the following:

		What occurred

		Who initiated the event

		The time of the event

		The clock error of the time of the event

		The time at which the latest Clock Error Sample was collected



Learn more about clock error and Clock Error Samples in the appendix Evidence of Time.





  

    		Time

    		CES

    		IP address and User-Agent

    		Event

  



  

  

    		2023-05-26 13:01:54.609535 UTC ±28 ms

    		2023-05-26 12:32:19.501552 UTC

    		

      195.67.168.11

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/113.0.0.0 Safari/537.36

      

    

    		

      

        The initiator Li Dinnetz (LD) initiated the signing workflow and Scrive eSign a) locked the signing workflow from further editing, b) set the signing workflow language to LANG_SV, c) set the signing due date to 2023-08-24 21:59:59 UTC, d) set the time zone to Europe/Stockholm and e) initiated the signing workflow.

      


    

  



  

  

    		2023-05-26 13:01:54.609535 UTC ±28 ms

    		2023-05-26 12:32:19.501552 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (carin.larsson@svenskakyrkan.se) to Carin Larsson (CL). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 



      


    

  



  

  

    		2023-05-26 13:02:09.854525 UTC ±28 ms

    		2023-05-26 12:32:19.501552 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Carin Larsson (CL) was delivered.

      


    

  



  

  

    		2023-05-26 14:11:46.483496 UTC ±144 ms

    		2023-05-26 13:32:21.343584 UTC

    		

      213.164.196.30

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/113.0.0.0 Safari/537.36 Edg/113.0.1774.50

      

    

    		

      

        The party Carin Larsson (CL) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2023-05-28 16:42:34.945686 UTC ±33 ms

    		2023-05-28 16:34:26.143556 UTC

    		

      84.218.113.226

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/113.0.0.0 Safari/537.36 Edg/113.0.1774.57

      

    

    		

      

        The party Carin Larsson (CL) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2023-05-28 16:43:08.898512 UTC ±35 ms

    		2023-05-28 16:34:26.143556 UTC

    		

      84.218.113.226

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/113.0.0.0 Safari/537.36 Edg/113.0.1774.57

      

    

    		

      

        An SMS with a PIN was sent to +46706648088 for Carin Larsson (CL) to use for authentication.

      


    

  



  

  

    		2023-05-28 16:43:19.278979 UTC ±36 ms

    		2023-05-28 16:34:26.143556 UTC

    		

      

      

        

      

    

    		

      

        The SMS with the PIN was delivered to +46706648088 for Carin Larsson (CL) to use for authentication.

      


    

  



  

  

    		2023-05-28 16:43:55.311868 UTC ±38 ms

    		2023-05-28 16:34:26.143556 UTC

    		

      84.218.113.226

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/113.0.0.0 Safari/537.36 Edg/113.0.1774.57

      

    

    		

      

        The signatory Carin Larsson (CL) signed the document using PIN by SMS as authentication method. The PIN was sent to +46706648088.

      


    

  



  

  

    		2023-05-28 16:43:55.311868 UTC ±38 ms

    		2023-05-28 16:34:26.143556 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (linda.lindstedt@svenskakyrkan.se) to Linda Lindstedt (LL). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 



      


    

  



  

  

    		2023-05-28 16:43:58.544366 UTC ±38 ms

    		2023-05-28 16:34:26.143556 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Linda Lindstedt (LL) was delivered.

      


    

  



  

  

    		2023-05-28 18:48:58.461984 UTC ±49 ms

    		2023-05-28 18:34:32.285732 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation sent to linda.lindstedt@svenskakyrkan.se was opened.

      


    

  



  

  

    		2023-05-29 07:54:58.47467 UTC ±25 ms

    		2023-05-29 07:35:03.73381 UTC

    		

      83.187.166.194

      

        Mozilla/5.0 (Linux; Android 11; SAMSUNG SM-A415F) AppleWebKit/537.36 (KHTML, like Gecko) SamsungBrowser/21.0 Chrome/110.0.5481.154 Mobile Safari/537.36

      

    

    		

      

        The party Linda Lindstedt (LL) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2023-05-29 10:19:07.756099 UTC ±172 ms

    		2023-05-29 09:35:08.924687 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation sent to linda.lindstedt@svenskakyrkan.se was opened.

      


    

  



  

  

    		2023-05-29 10:19:15.529875 UTC ±173 ms

    		2023-05-29 09:35:08.924687 UTC

    		

      83.187.166.194

      

        Mozilla/5.0 (Linux; Android 11; SAMSUNG SM-A415F) AppleWebKit/537.36 (KHTML, like Gecko) SamsungBrowser/21.0 Chrome/110.0.5481.154 Mobile Safari/537.36

      

    

    		

      

        The party Linda Lindstedt (LL) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2023-05-29 10:22:29.053884 UTC ±185 ms

    		2023-05-29 09:35:08.924687 UTC

    		

      83.187.166.194

      

        Mozilla/5.0 (Linux; Android 11; SAMSUNG SM-A415F) AppleWebKit/537.36 (KHTML, like Gecko) SamsungBrowser/21.0 Chrome/110.0.5481.154 Mobile Safari/537.36

      

    

    		

      

        An SMS with a PIN was sent to +46707432168 for Linda Lindstedt (LL) to use for authentication.

      


    

  



  

  

    		2023-05-29 10:22:37.228384 UTC ±185 ms

    		2023-05-29 09:35:08.924687 UTC

    		

      

      

        

      

    

    		

      

        The SMS with the PIN was delivered to +46707432168 for Linda Lindstedt (LL) to use for authentication.

      


    

  



  

  

    		2023-05-29 10:22:50.736393 UTC ±186 ms

    		2023-05-29 09:35:08.924687 UTC

    		

      83.187.166.194

      

        Mozilla/5.0 (Linux; Android 11; SAMSUNG SM-A415F) AppleWebKit/537.36 (KHTML, like Gecko) SamsungBrowser/21.0 Chrome/110.0.5481.154 Mobile Safari/537.36

      

    

    		

      

        The signatory Linda Lindstedt (LL) signed the document using PIN by SMS as authentication method. The PIN was sent to +46707432168.

      


    

  



  

  

    		2023-05-29 10:22:50.736393 UTC ±186 ms

    		2023-05-29 09:35:08.924687 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign locked the document from further modifications by the parties.
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1. Purpose

The purpose of this document is to explain how Scrive eSign measures time and provide a mathematical algorithm by which it is possible to calculate the probability of the error of the time stamps recorded by Scrive eSign.

2. Time measurement process

This section explains the NTP (Network Time Protocol) configurations of the systems involved with time measurement of Scrive eSign.

2.1 The hypervisor

Amazon, which Scrive eSign uses as hosting provider, use Xen or KVM depending on the generation of the virtual machine, for virtualisation. The default configuration is that all VM hosts are time synced using a clustered public pool of NTP servers. Scrive eSign does not use this mechanism.

2.2 Time synchronisation

Scrive eSign relies on NTP running on the virtual machine guests to get coordinated time from an NTP source. Scrive eSign does not use the time provided by the hypervisor hosts hosting the virtual machines, i.e. Amazon. This will help mitigate factors like load on the hypervisors or virtual machine guests affecting clock accuracy. This NTP synchronisation will override the clock synchronisation from the VM hosts’ clocks.

3. Configuration of hardware and services

This section describes the time/NTP and monitoring configuration of the application servers that run the Scrive eSign service.

3.1 Boot Time

The guest virtual machine behavior for the database server is as follows:

		On boot the virtual machine guest clock is set from the VM host

		ntp-date is run once from an init script

		ntpd is then run from another init script, which runs continuously



The behavior on the application server is the same with the exception of the ntpdate step which is not present on this system. It is worth noting that entries in procfs are not available for querying the configuration of the kernel with regards to Xen/clock configuration.

3.2 NTP Configuration

Logging that traces accuracy and time synchronisation is configured to use local NTP servers in the Scrive environment, which in turn acts as a proxy for the NTP server pool below that follows UTC(SP), i.e. official Swedish time:

		ntp1.sth.netnod.se

		ntp2.sth.netnod.se

		ntp1.gbg.netnod.se

		ntp2.gbg.netnod.se

		ntp1.mmo.netnod.se

		ntp2.mmo.netnod.se



3.3 Monitoring

Scrive eSign service has a monitoring system (Nagios) that monitors various aspects of the NTP statistics and keeps historic logs. It informs of problems with NTP server connectivity, jitter and offset, immediately regardless of what time of day it is.

3.4 Time scale

The NTP configuration together with the logging implies that we are following UTC(SP), and all timestamps are because of this traceable to this time scale.

4. Calculation of the probability of the clock error

This section describes how to calculate the probability of the clock error of the Scrive eSign timestamps.

4.1 Clock error samples

Once per hour Scrive eSign uses the NTP protocol to check the difference between the Scrive eSign server clock and UTC(SP). This check is performed directly against servers in the NTP server pool listed in Section 3.2. Each check results in one clock error sample (hereinafter “Clock Error Samples”), which is assumed to accurately reflect the actual clock error.

4.2 Clock error algorithm

The calculation of the probability of the clock error can be done by inserting the Clock Error Samples into the algorithm below. We assume that the samples follow a normal distribution.
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 be the the empirical distribution function.
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 be the set of data points representing cumulative distribution function of the random variable estimating the clock error.
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 to assess the accuracy of the estimation.
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 is the estimated probability that the clock error is smaller than [image: 17.png]





 seconds.



4.3 Clock error samples and evidence of normal distribution

The last 1000 Clock Error Samples are inserted into this document in section 5. These Clock Error Samples can be used as input data to the algorithm in 4.2 to provide evidence of normal distribution and to calculate the probability of the clock error of the Scrive eSign time stamps. From the Clock Error Samples one can derive the parameters (mean and variance) for a normal distribution. One can also calculate the difference between this estimated distribution and the empirical data given by the Clock Error Samples themselves. You can see cumulative distribution functions (cdf) for the estimates and the empirical data and on top of that the difference between the empirical and estimated errors in the graph below. This graph also allow us to visually estimate the probability of a specific maximum error.




Gnuplot
Produced by GNUPLOT 5.4 patchlevel 2 
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4.4 Input parameters

Based on the Clock Error Samples in section 5 it is possible to calculate the variables that define the normal distribution (mean and standard deviation). Scrive eSign has automatically calculated these variables as per the below:

		mean: 0.21 ms

		standard deviation: 2.00 ms



4.5 Probability of the clock error

By using the algorithm and the Clock Error Samples Scrive eSign calculated the following probabilities of the clock error ‘e’:

		|e| < 2.5 ms: ≈78.672%

		|e| < 5 ms: ≈98.720%

		|e| < 10 ms: ≈100.000%



5. Clock Error Samples

The following are the clock error samples collected between 2023-04-17 17:52:52.794313 UTC and 2023-05-29 09:35:08.924687 UTC:







  		Time collected

  		Clock offset







  

    		2023-04-17 17:52:52.794313

    		-2.0 ms

  





  

    		2023-04-17 18:52:54.87947

    		-0.8 ms

  





  

    		2023-04-17 19:52:57.530935

    		-1.7 ms

  





  

    		2023-04-17 20:53:00.276515

    		-1.4 ms

  





  

    		2023-04-17 21:53:03.197203

    		-2.5 ms

  





  

    		2023-04-17 22:53:06.654696

    		-2.9 ms

  





  

    		2023-04-17 23:53:09.564968

    		-0.7 ms

  





  

    		2023-04-18 00:53:12.08106

    		0.1 ms

  





  

    		2023-04-18 01:53:14.078209

    		0.5 ms

  





  

    		2023-04-18 02:53:17.714795

    		0.6 ms

  





  

    		2023-04-18 03:53:21.29124

    		0.6 ms

  





  

    		2023-04-18 04:53:24.449518

    		0.5 ms

  





  

    		2023-04-18 05:53:27.650024

    		0.6 ms

  





  

    		2023-04-18 06:53:31.365686

    		-0.2 ms

  





  

    		2023-04-18 07:53:33.541253

    		1.1 ms

  





  

    		2023-04-18 08:53:35.923782

    		2.3 ms

  





  

    		2023-04-18 09:53:37.690538

    		1.7 ms

  





  

    		2023-04-18 10:53:39.774139

    		0.0 ms

  





  

    		2023-04-18 11:53:41.56977

    		0.4 ms

  





  

    		2023-04-18 12:53:43.041028

    		-1.1 ms

  





  

    		2023-04-18 13:53:44.904945

    		-1.2 ms

  





  

    		2023-04-18 14:53:46.60413

    		4.0 ms

  





  

    		2023-04-18 15:53:50.011087

    		1.2 ms

  





  

    		2023-04-18 16:53:52.492658

    		-0.6 ms

  





  

    		2023-04-18 17:53:55.257803

    		-0.9 ms

  





  

    		2023-04-18 18:53:58.852492

    		-1.9 ms

  





  

    		2023-04-18 19:54:01.55805

    		-3.5 ms

  





  

    		2023-04-18 20:54:04.520336

    		-2.9 ms

  





  

    		2023-04-18 21:54:07.398869

    		0.2 ms

  





  

    		2023-04-18 22:54:09.533089

    		3.2 ms

  





  

    		2023-04-18 23:54:11.377334

    		0.8 ms

  





  

    		2023-04-19 00:54:13.363155

    		1.0 ms

  





  

    		2023-04-19 01:54:16.457212

    		1.3 ms

  





  

    		2023-04-19 02:54:19.587814

    		-1.1 ms

  





  

    		2023-04-19 03:54:22.78132

    		1.5 ms

  





  

    		2023-04-19 04:54:26.209376

    		-1.1 ms

  





  

    		2023-04-19 05:54:29.547852

    		-0.4 ms

  





  

    		2023-04-19 06:54:33.283138

    		-2.0 ms

  





  

    		2023-04-19 07:54:35.296938

    		-0.4 ms

  





  

    		2023-04-19 08:54:37.409654

    		5.3 ms

  





  

    		2023-04-19 09:54:38.967961

    		6.1 ms

  





  

    		2023-04-19 10:54:40.429156

    		0.8 ms

  





  

    		2023-04-19 11:54:42.067286

    		4.8 ms

  





  

    		2023-04-19 12:54:43.541352

    		-0.7 ms

  





  

    		2023-04-19 13:54:46.785572

    		-0.4 ms

  





  

    		2023-04-19 14:54:48.999168

    		-0.7 ms

  





  

    		2023-04-19 15:54:50.424686

    		-2.4 ms

  





  

    		2023-04-19 16:54:52.405457

    		-0.9 ms

  





  

    		2023-04-19 17:54:55.286069

    		-3.8 ms

  





  

    		2023-04-19 18:54:58.079582

    		-2.2 ms

  





  

    		2023-04-19 19:54:59.504871

    		-6.7 ms

  





  

    		2023-04-19 20:55:01.998693

    		-0.7 ms

  





  

    		2023-04-19 21:55:05.575707

    		-3.4 ms

  





  

    		2023-04-19 22:55:08.824809

    		-4.3 ms

  





  

    		2023-04-19 23:55:12.159294

    		1.5 ms

  





  

    		2023-04-20 00:55:15.432546

    		0.2 ms

  





  

    		2023-04-20 01:55:18.795493

    		-0.9 ms

  





  

    		2023-04-20 02:55:22.035664

    		-0.5 ms

  





  

    		2023-04-20 03:55:24.73186

    		-3.9 ms

  





  

    		2023-04-20 04:55:27.941669

    		0.8 ms

  





  

    		2023-04-20 05:55:30.884583

    		0.6 ms

  





  

    		2023-04-20 06:55:32.510989

    		-1.1 ms

  





  

    		2023-04-20 07:55:34.694049

    		-0.2 ms

  





  

    		2023-04-20 08:55:36.344865

    		-0.6 ms

  





  

    		2023-04-20 09:55:38.384935

    		1.8 ms

  





  

    		2023-04-20 10:55:40.510859

    		0.5 ms

  





  

    		2023-04-20 11:55:42.108748

    		0.5 ms

  





  

    		2023-04-20 12:55:44.398218

    		2.0 ms

  





  

    		2023-04-20 13:55:46.664054

    		-0.1 ms

  





  

    		2023-04-20 14:55:48.368588

    		-2.0 ms

  





  

    		2023-04-20 15:55:50.139184

    		-0.6 ms

  





  

    		2023-04-20 16:55:51.993444

    		-2.4 ms

  





  

    		2023-04-20 17:55:54.877714

    		0.2 ms

  





  

    		2023-04-20 18:55:58.216204

    		0.4 ms

  





  

    		2023-04-20 19:56:00.888226

    		-0.8 ms

  





  

    		2023-04-20 20:56:03.802667

    		-0.3 ms

  





  

    		2023-04-20 21:56:06.26745

    		-0.8 ms

  





  

    		2023-04-20 22:56:09.250796

    		-0.1 ms

  





  

    		2023-04-20 23:56:11.615906

    		1.5 ms

  





  

    		2023-04-21 00:56:13.87375

    		-1.3 ms

  





  

    		2023-04-21 01:56:16.732602

    		-1.2 ms

  





  

    		2023-04-21 02:56:19.580877

    		0.9 ms

  





  

    		2023-04-21 03:56:22.547131

    		-0.2 ms

  





  

    		2023-04-21 04:56:25.330529

    		0.1 ms

  





  

    		2023-04-21 05:56:28.46935

    		0.4 ms

  





  

    		2023-04-21 06:56:30.467478

    		3.6 ms

  





  

    		2023-04-21 07:56:33.340789

    		2.2 ms

  





  

    		2023-04-21 08:56:34.849755

    		3.1 ms

  





  

    		2023-04-21 09:56:36.788277

    		5.1 ms

  





  

    		2023-04-21 10:56:38.608368

    		0.9 ms

  





  

    		2023-04-21 11:56:40.492017

    		1.8 ms

  





  

    		2023-04-21 12:56:42.388133

    		3.4 ms

  





  

    		2023-04-21 13:56:44.396023

    		1.7 ms

  





  

    		2023-04-21 14:56:46.543245

    		-1.2 ms

  





  

    		2023-04-21 15:56:48.655528

    		0.0 ms

  





  

    		2023-04-21 16:56:50.75093

    		0.8 ms

  





  

    		2023-04-21 17:56:52.643493

    		-0.4 ms

  





  

    		2023-04-21 18:56:54.404299

    		0.1 ms

  





  

    		2023-04-21 19:56:56.917766

    		-0.4 ms

  





  

    		2023-04-21 20:57:00.086082

    		-0.2 ms

  





  

    		2023-04-21 21:57:01.790352

    		0.6 ms

  





  

    		2023-04-21 22:57:04.022118

    		-0.5 ms

  





  

    		2023-04-21 23:57:07.885971

    		-0.5 ms

  





  

    		2023-04-22 00:57:09.37124

    		1.6 ms

  





  

    		2023-04-22 01:57:11.240738

    		0.8 ms

  





  

    		2023-04-22 02:57:14.455111

    		-0.8 ms

  





  

    		2023-04-22 03:57:17.416463

    		-0.4 ms

  





  

    		2023-04-22 04:57:20.347972

    		-0.8 ms

  





  

    		2023-04-22 05:57:23.48212

    		0.2 ms

  





  

    		2023-04-22 06:57:26.364046

    		-0.2 ms

  





  

    		2023-04-22 07:57:28.482617

    		0.5 ms

  





  

    		2023-04-22 08:57:30.33617

    		1.2 ms

  





  

    		2023-04-22 09:57:33.434162

    		0.2 ms

  





  

    		2023-04-22 10:57:36.148965

    		0.9 ms

  





  

    		2023-04-22 11:57:37.634713

    		2.4 ms

  





  

    		2023-04-22 12:57:39.557244

    		0.5 ms

  





  

    		2023-04-22 13:57:42.886852

    		-1.0 ms

  





  

    		2023-04-22 14:57:46.306804

    		0.0 ms

  





  

    		2023-04-22 15:57:48.037038

    		0.4 ms

  





  

    		2023-04-22 16:57:49.803335

    		-1.0 ms

  





  

    		2023-04-22 17:57:51.866149

    		0.8 ms

  





  

    		2023-04-22 18:57:54.855783

    		1.9 ms

  





  

    		2023-04-22 19:57:57.5826

    		-0.4 ms

  





  

    		2023-04-22 20:58:00.761706

    		-0.2 ms

  





  

    		2023-04-22 21:58:03.643914

    		-0.3 ms

  





  

    		2023-04-22 22:58:06.170284

    		0.7 ms

  





  

    		2023-04-22 23:58:08.331602

    		0.3 ms

  





  

    		2023-04-23 00:58:10.528437

    		-0.1 ms

  





  

    		2023-04-23 01:58:12.877374

    		0.4 ms

  





  

    		2023-04-23 02:58:16.236585

    		0.8 ms

  





  

    		2023-04-23 03:58:18.733235

    		0.6 ms

  





  

    		2023-04-23 04:58:21.258353

    		-0.3 ms

  





  

    		2023-04-23 05:58:23.70967

    		-4.0 ms

  





  

    		2023-04-23 06:58:27.477014

    		-4.0 ms

  





  

    		2023-04-23 07:58:29.106847

    		-0.9 ms

  





  

    		2023-04-23 08:58:31.383054

    		1.1 ms

  





  

    		2023-04-23 09:58:33.012878

    		1.7 ms

  





  

    		2023-04-23 10:58:34.884547

    		2.5 ms

  





  

    		2023-04-23 11:58:36.671534

    		-0.7 ms

  





  

    		2023-04-23 12:58:39.66823

    		1.3 ms

  





  

    		2023-04-23 13:58:41.515946

    		-0.6 ms

  





  

    		2023-04-23 14:58:43.702504

    		1.6 ms

  





  

    		2023-04-23 15:58:45.984705

    		1.8 ms

  





  

    		2023-04-23 16:58:47.491793

    		0.2 ms

  





  

    		2023-04-23 17:58:50.54427

    		-1.5 ms

  





  

    		2023-04-23 18:58:54.023038

    		2.0 ms

  





  

    		2023-04-23 19:58:55.604559

    		-0.1 ms

  





  

    		2023-04-23 20:58:57.283624

    		1.5 ms

  





  

    		2023-04-23 21:58:59.54079

    		0.4 ms

  





  

    		2023-04-23 22:59:01.718984

    		0.6 ms

  





  

    		2023-04-23 23:59:03.933619

    		-1.5 ms

  





  

    		2023-04-24 00:59:05.992995

    		-2.8 ms

  





  

    		2023-04-24 01:59:08.509274

    		-0.9 ms

  





  

    		2023-04-24 02:59:11.215231

    		-0.2 ms

  





  

    		2023-04-24 03:59:14.450778

    		1.2 ms

  





  

    		2023-04-24 04:59:16.161311

    		1.7 ms

  





  

    		2023-04-24 05:59:17.796822

    		2.0 ms

  





  

    		2023-04-24 06:59:19.313845

    		0.5 ms

  





  

    		2023-04-24 07:59:20.701213

    		1.9 ms

  





  

    		2023-04-24 08:59:22.778274

    		2.7 ms

  





  

    		2023-04-24 09:59:24.533345

    		2.3 ms

  





  

    		2023-04-24 10:59:26.323665

    		3.1 ms

  





  

    		2023-04-24 11:59:27.887592

    		0.9 ms

  





  

    		2023-04-24 12:59:29.71626

    		1.3 ms

  





  

    		2023-04-24 13:59:31.867519

    		0.8 ms

  





  

    		2023-04-24 14:59:33.287297

    		0.3 ms

  





  

    		2023-04-24 15:59:36.200154

    		1.2 ms

  





  

    		2023-04-24 16:59:39.858454

    		-1.1 ms

  





  

    		2023-04-24 17:59:42.704021

    		2.6 ms

  





  

    		2023-04-24 18:59:44.042435

    		-0.1 ms

  





  

    		2023-04-24 19:59:45.628439

    		1.7 ms

  





  

    		2023-04-24 20:59:48.995744

    		-0.2 ms

  





  

    		2023-04-24 21:59:51.239982

    		0.4 ms

  





  

    		2023-04-24 22:59:52.92897

    		-2.5 ms

  





  

    		2023-04-24 23:59:55.765511

    		-1.4 ms

  





  

    		2023-04-25 00:59:59.65427

    		-3.6 ms

  





  

    		2023-04-25 02:00:02.443727

    		1.3 ms

  





  

    		2023-04-25 03:00:05.161607

    		-0.7 ms

  





  

    		2023-04-25 04:00:07.9879

    		-0.8 ms

  





  

    		2023-04-25 05:00:10.623663

    		-0.4 ms

  





  

    		2023-04-25 06:00:12.384307

    		-1.3 ms

  





  

    		2023-04-25 07:00:14.535216

    		2.3 ms

  





  

    		2023-04-25 08:00:16.193003

    		1.9 ms

  





  

    		2023-04-25 09:00:18.082845

    		2.0 ms

  





  

    		2023-04-25 10:00:19.579107

    		2.6 ms

  





  

    		2023-04-25 11:00:22.06642

    		0.1 ms

  





  

    		2023-04-25 12:00:23.625675

    		0.9 ms

  





  

    		2023-04-25 13:00:25.609901

    		3.5 ms

  





  

    		2023-04-25 14:00:27.772768

    		-0.4 ms

  





  

    		2023-04-25 15:00:29.600298

    		0.2 ms

  





  

    		2023-04-25 16:00:31.426076

    		0.9 ms

  





  

    		2023-04-25 17:00:33.145942

    		4.4 ms

  





  

    		2023-04-25 18:00:35.812276

    		4.0 ms

  





  

    		2023-04-25 19:00:37.285823

    		0.3 ms

  





  

    		2023-04-25 20:00:41.378651

    		1.3 ms

  





  

    		2023-04-25 21:00:44.461347

    		1.7 ms

  





  

    		2023-04-25 22:00:45.832655

    		-0.1 ms

  





  

    		2023-04-25 23:00:49.502235

    		-0.6 ms

  





  

    		2023-04-26 00:00:52.442034

    		-2.3 ms

  





  

    		2023-04-26 01:00:54.891459

    		-2.7 ms

  





  

    		2023-04-26 02:00:57.476659

    		-1.0 ms

  





  

    		2023-04-26 03:01:00.229457

    		-2.9 ms

  





  

    		2023-04-26 04:01:02.992463

    		-0.9 ms

  





  

    		2023-04-26 05:01:05.338426

    		-5.7 ms

  





  

    		2023-04-26 06:01:08.270804

    		-1.3 ms

  





  

    		2023-04-26 07:01:10.700056

    		0.8 ms

  





  

    		2023-04-26 08:01:13.153065

    		-3.4 ms

  





  

    		2023-04-26 09:01:16.010599

    		0.4 ms

  





  

    		2023-04-26 10:01:17.759828

    		1.4 ms

  





  

    		2023-04-26 11:01:20.139096

    		0.8 ms

  





  

    		2023-04-26 12:01:22.773836

    		0.3 ms

  





  

    		2023-04-26 13:01:25.235393

    		0.3 ms

  





  

    		2023-04-26 14:01:28.008988

    		-0.4 ms

  





  

    		2023-04-26 15:01:30.021175

    		-1.5 ms

  





  

    		2023-04-26 16:01:31.753907

    		-0.2 ms

  





  

    		2023-04-26 17:01:33.245587

    		-1.9 ms

  





  

    		2023-04-26 18:01:36.115508

    		3.4 ms

  





  

    		2023-04-26 19:01:38.814878

    		1.2 ms

  





  

    		2023-04-26 20:01:41.348513

    		1.8 ms

  





  

    		2023-04-26 21:01:44.907051

    		-1.5 ms

  





  

    		2023-04-26 22:01:47.747944

    		-1.7 ms

  





  

    		2023-04-26 23:01:50.430473

    		-3.4 ms

  





  

    		2023-04-27 00:02:12.827622

    		-0.9 ms

  





  

    		2023-04-27 01:02:17.606538

    		-0.4 ms

  





  

    		2023-04-27 02:02:20.014857

    		-0.4 ms

  





  

    		2023-04-27 03:02:22.478908

    		-0.5 ms

  





  

    		2023-04-27 04:02:24.759853

    		1.2 ms

  





  

    		2023-04-27 05:02:27.83663

    		1.7 ms

  





  

    		2023-04-27 06:02:30.568787

    		3.4 ms

  





  

    		2023-04-27 07:02:32.685372

    		-0.4 ms

  





  

    		2023-04-27 08:02:34.569052

    		1.1 ms

  





  

    		2023-04-27 09:02:36.197742

    		1.7 ms

  





  

    		2023-04-27 10:02:37.698447

    		-0.1 ms

  





  

    		2023-04-27 11:02:39.356829

    		0.4 ms

  





  

    		2023-04-27 12:02:41.25268

    		-4.4 ms

  





  

    		2023-04-27 13:02:44.533556

    		0.8 ms

  





  

    		2023-04-27 14:02:46.185595

    		1.5 ms

  





  

    		2023-04-27 15:02:47.994895

    		0.6 ms

  





  

    		2023-04-27 16:02:50.036972

    		-0.2 ms

  





  

    		2023-04-27 17:02:51.902689

    		2.0 ms

  





  

    		2023-04-27 18:02:54.167895

    		0.1 ms

  





  

    		2023-04-27 19:02:57.717098

    		0.2 ms

  





  

    		2023-04-27 20:03:00.856352

    		-1.6 ms

  





  

    		2023-04-27 21:03:03.98123

    		1.1 ms

  





  

    		2023-04-27 22:03:06.863775

    		1.3 ms

  





  

    		2023-04-27 23:03:10.194834

    		0.8 ms

  





  

    		2023-04-28 00:03:13.268404

    		-0.2 ms

  





  

    		2023-04-28 01:03:15.482642

    		-0.8 ms

  





  

    		2023-04-28 02:03:18.558642

    		0.2 ms

  





  

    		2023-04-28 03:03:21.524982

    		-1.3 ms

  





  

    		2023-04-28 04:03:24.807129

    		-4.1 ms

  





  

    		2023-04-28 05:03:28.162452

    		-0.3 ms

  





  

    		2023-04-28 06:03:30.950886

    		0.2 ms

  





  

    		2023-04-28 07:03:32.619039

    		-0.9 ms

  





  

    		2023-04-28 08:03:34.123853

    		-0.1 ms

  





  

    		2023-04-28 09:03:36.490728

    		-3.8 ms

  





  

    		2023-04-28 10:03:38.186124

    		2.5 ms

  





  

    		2023-04-28 11:03:40.115333

    		-3.0 ms

  





  

    		2023-04-28 12:03:42.022791

    		1.7 ms

  





  

    		2023-04-28 13:03:44.038034

    		1.4 ms

  





  

    		2023-04-28 14:03:46.874635

    		2.6 ms

  





  

    		2023-04-28 15:03:48.343232

    		-0.4 ms

  





  

    		2023-04-28 16:03:50.752374

    		0.3 ms

  





  

    		2023-04-28 17:03:53.192855

    		2.2 ms

  





  

    		2023-04-28 18:03:56.272301

    		0.4 ms

  





  

    		2023-04-28 19:03:58.004087

    		-1.6 ms

  





  

    		2023-04-28 20:03:59.847888

    		-4.3 ms

  





  

    		2023-04-28 21:04:02.879163

    		-0.5 ms

  





  

    		2023-04-28 22:04:06.448402

    		-1.2 ms

  





  

    		2023-04-28 23:04:10.038455

    		-1.6 ms

  





  

    		2023-04-29 00:04:12.777165

    		-1.8 ms

  





  

    		2023-04-29 01:04:15.601414

    		-4.5 ms

  





  

    		2023-04-29 02:04:18.081321

    		-0.3 ms

  





  

    		2023-04-29 03:04:20.401232

    		1.1 ms

  





  

    		2023-04-29 04:04:22.98306

    		-0.1 ms

  





  

    		2023-04-29 05:04:25.470032

    		-1.2 ms

  





  

    		2023-04-29 06:04:28.354305

    		-0.6 ms

  





  

    		2023-04-29 07:04:30.342647

    		0.7 ms

  





  

    		2023-04-29 08:04:33.388112

    		-0.7 ms

  





  

    		2023-04-29 09:04:34.991084

    		1.9 ms

  





  

    		2023-04-29 10:04:37.604111

    		1.4 ms

  





  

    		2023-04-29 11:04:39.101734

    		2.9 ms

  





  

    		2023-04-29 12:04:41.110046

    		1.1 ms

  





  

    		2023-04-29 13:04:43.937022

    		1.0 ms

  





  

    		2023-04-29 14:04:47.221342

    		-2.0 ms

  





  

    		2023-04-29 15:04:50.375886

    		0.2 ms

  





  

    		2023-04-29 16:04:51.911026

    		0.9 ms

  





  

    		2023-04-29 17:04:55.242087

    		-0.1 ms

  





  

    		2023-04-29 18:04:57.043543

    		-0.1 ms

  





  

    		2023-04-29 19:05:00.045404

    		2.6 ms

  





  

    		2023-04-29 20:05:02.822498

    		-1.8 ms

  





  

    		2023-04-29 21:05:04.951116

    		0.2 ms

  





  

    		2023-04-29 22:05:08.649305

    		-2.0 ms

  





  

    		2023-04-29 23:05:11.687321

    		-2.2 ms

  





  

    		2023-04-30 00:05:15.091394

    		1.3 ms

  





  

    		2023-04-30 01:05:17.675054

    		-1.0 ms

  





  

    		2023-04-30 02:05:20.189103

    		-0.1 ms

  





  

    		2023-04-30 03:05:23.138386

    		-2.8 ms

  





  

    		2023-04-30 04:05:25.573854

    		-3.3 ms

  





  

    		2023-04-30 05:05:27.801929

    		-4.0 ms

  





  

    		2023-04-30 06:05:29.622924

    		-1.7 ms

  





  

    		2023-04-30 07:05:32.517403

    		-3.6 ms

  





  

    		2023-04-30 08:05:34.227121

    		0.9 ms

  





  

    		2023-04-30 09:05:35.944711

    		1.6 ms

  





  

    		2023-04-30 10:05:39.691004

    		0.6 ms

  





  

    		2023-04-30 11:05:42.74816

    		1.7 ms

  





  

    		2023-04-30 12:05:44.536547

    		0.4 ms

  





  

    		2023-04-30 13:05:46.970701

    		-3.8 ms

  





  

    		2023-04-30 14:05:50.336447

    		0.4 ms

  





  

    		2023-04-30 15:05:53.34707

    		-0.8 ms

  





  

    		2023-04-30 16:05:56.762219

    		0.0 ms

  





  

    		2023-04-30 17:06:00.101866

    		-4.7 ms

  





  

    		2023-04-30 18:06:01.781853

    		2.4 ms

  





  

    		2023-04-30 19:06:03.902806

    		-1.0 ms

  





  

    		2023-04-30 20:06:07.345898

    		-1.3 ms

  





  

    		2023-04-30 21:06:10.352336

    		0.2 ms

  





  

    		2023-04-30 22:06:14.125468

    		-1.5 ms

  





  

    		2023-04-30 23:06:16.803666

    		1.1 ms

  





  

    		2023-05-01 00:06:19.649588

    		-0.6 ms

  





  

    		2023-05-01 01:06:22.413362

    		-3.2 ms

  





  

    		2023-05-01 02:06:25.456254

    		-3.6 ms

  





  

    		2023-05-01 03:06:28.058236

    		-3.2 ms

  





  

    		2023-05-01 04:06:30.803146

    		0.1 ms

  





  

    		2023-05-01 05:06:33.668089

    		-0.7 ms

  





  

    		2023-05-01 06:06:36.288727

    		1.7 ms

  





  

    		2023-05-01 07:06:39.128274

    		-0.3 ms

  





  

    		2023-05-01 08:06:42.448644

    		0.3 ms

  





  

    		2023-05-01 09:06:45.578107

    		-4.3 ms

  





  

    		2023-05-01 10:06:47.200272

    		1.8 ms

  





  

    		2023-05-01 11:06:49.587863

    		1.0 ms

  





  

    		2023-05-01 12:06:51.11167

    		-3.5 ms

  





  

    		2023-05-01 13:06:52.915462

    		0.7 ms

  





  

    		2023-05-01 14:06:54.736706

    		0.2 ms

  





  

    		2023-05-01 15:06:56.44432

    		-0.3 ms

  





  

    		2023-05-01 16:06:58.175666

    		-3.2 ms

  





  

    		2023-05-01 17:06:59.717537

    		1.3 ms

  





  

    		2023-05-01 18:07:01.372479

    		-1.0 ms

  





  

    		2023-05-01 19:07:03.74984

    		-1.2 ms

  





  

    		2023-05-01 20:07:06.70864

    		1.7 ms

  





  

    		2023-05-01 21:07:09.695432

    		0.0 ms

  





  

    		2023-05-01 22:07:13.473631

    		-4.2 ms

  





  

    		2023-05-01 23:07:16.35508

    		-5.2 ms

  





  

    		2023-05-02 00:07:19.768345

    		-1.3 ms

  





  

    		2023-05-02 01:07:22.095486

    		-1.7 ms

  





  

    		2023-05-02 02:07:23.785272

    		-0.9 ms

  





  

    		2023-05-02 03:07:27.146907

    		-0.1 ms

  





  

    		2023-05-02 04:07:30.324228

    		0.1 ms

  





  

    		2023-05-02 05:07:33.82777

    		-4.2 ms

  





  

    		2023-05-02 06:07:37.105854

    		-3.7 ms

  





  

    		2023-05-02 07:07:38.929495

    		1.4 ms

  





  

    		2023-05-02 08:07:41.712264

    		-3.5 ms

  





  

    		2023-05-02 09:07:43.929371

    		1.4 ms

  





  

    		2023-05-02 10:07:46.386057

    		2.8 ms

  





  

    		2023-05-02 11:07:48.218518

    		3.3 ms

  





  

    		2023-05-02 12:07:49.676032

    		5.6 ms

  





  

    		2023-05-02 13:07:51.365283

    		4.5 ms

  





  

    		2023-05-02 14:07:52.859298

    		0.7 ms

  





  

    		2023-05-02 15:07:55.098961

    		1.3 ms

  





  

    		2023-05-02 16:07:56.572885

    		0.8 ms

  





  

    		2023-05-02 17:07:58.852699

    		-0.2 ms

  





  

    		2023-05-02 18:08:01.919956

    		-1.1 ms

  





  

    		2023-05-02 19:08:05.86753

    		-1.2 ms

  





  

    		2023-05-02 20:08:09.45119

    		-2.3 ms

  





  

    		2023-05-02 21:08:10.953144

    		-4.4 ms

  





  

    		2023-05-02 22:08:13.276592

    		-11.4 ms

  





  

    		2023-05-02 23:08:15.737316

    		-1.5 ms

  





  

    		2023-05-03 00:08:19.112089

    		-2.5 ms

  





  

    		2023-05-03 01:08:20.746083

    		-1.0 ms

  





  

    		2023-05-03 02:08:24.692497

    		-5.8 ms

  





  

    		2023-05-03 03:08:28.10557

    		-0.9 ms

  





  

    		2023-05-03 04:08:30.771426

    		0.2 ms

  





  

    		2023-05-03 05:08:33.724953

    		-1.3 ms

  





  

    		2023-05-03 06:08:37.588767

    		1.7 ms

  





  

    		2023-05-03 07:08:40.79074

    		1.2 ms

  





  

    		2023-05-03 08:08:43.605228

    		3.9 ms

  





  

    		2023-05-03 09:08:46.021831

    		0.3 ms

  





  

    		2023-05-03 10:08:47.781479

    		1.7 ms

  





  

    		2023-05-03 11:08:49.67052

    		3.2 ms

  





  

    		2023-05-03 12:08:51.981789

    		3.7 ms

  





  

    		2023-05-03 13:08:55.339426

    		2.5 ms

  





  

    		2023-05-03 14:08:57.636176

    		1.4 ms

  





  

    		2023-05-03 15:08:59.995695

    		-1.2 ms

  





  

    		2023-05-03 16:09:01.744647

    		0.4 ms

  





  

    		2023-05-03 17:09:03.905936

    		-1.3 ms

  





  

    		2023-05-03 18:09:06.535001

    		-1.7 ms

  





  

    		2023-05-03 19:09:09.639869

    		8.2 ms

  





  

    		2023-05-03 20:09:12.670762

    		-0.2 ms

  





  

    		2023-05-03 21:09:14.917458

    		0.4 ms

  





  

    		2023-05-03 22:09:17.778707

    		-1.7 ms

  





  

    		2023-05-03 23:09:20.726058

    		-5.7 ms

  





  

    		2023-05-04 00:09:23.458902

    		-2.0 ms

  





  

    		2023-05-04 01:09:25.721976

    		-2.2 ms

  





  

    		2023-05-04 02:09:28.828226

    		-1.7 ms

  





  

    		2023-05-04 03:09:32.072359

    		-1.8 ms

  





  

    		2023-05-04 04:09:34.781427

    		-2.8 ms

  





  

    		2023-05-04 05:09:36.349176

    		-0.8 ms

  





  

    		2023-05-04 06:09:39.892177

    		0.1 ms

  





  

    		2023-05-04 07:09:43.462734

    		1.9 ms

  





  

    		2023-05-04 08:09:45.502935

    		-5.1 ms

  





  

    		2023-05-04 09:09:47.123111

    		2.3 ms

  





  

    		2023-05-04 10:09:48.932732

    		2.0 ms

  





  

    		2023-05-04 11:09:50.783709

    		0.7 ms

  





  

    		2023-05-04 12:09:52.606656

    		1.2 ms

  





  

    		2023-05-04 13:09:54.796655

    		0.0 ms

  





  

    		2023-05-04 14:09:56.551126

    		1.9 ms

  





  

    		2023-05-04 15:09:59.347691

    		2.0 ms

  





  

    		2023-05-04 16:10:01.75093

    		3.0 ms

  





  

    		2023-05-04 17:10:04.397577

    		-0.5 ms

  





  

    		2023-05-04 18:10:06.706922

    		-0.9 ms

  





  

    		2023-05-04 19:10:08.658758

    		-0.4 ms

  





  

    		2023-05-04 20:10:12.089617

    		-1.0 ms

  





  

    		2023-05-04 21:10:13.6558

    		0.8 ms

  





  

    		2023-05-04 22:10:16.165504

    		-3.9 ms

  





  

    		2023-05-04 23:10:18.104144

    		0.9 ms

  





  

    		2023-05-05 00:10:21.708884

    		0.1 ms

  





  

    		2023-05-05 01:10:25.173305

    		1.8 ms

  





  

    		2023-05-05 02:10:27.802905

    		-3.4 ms

  





  

    		2023-05-05 03:10:30.054776

    		-0.5 ms

  





  

    		2023-05-05 04:10:32.13372

    		-3.5 ms

  





  

    		2023-05-05 05:10:34.033488

    		-0.5 ms

  





  

    		2023-05-05 06:10:36.937479

    		0.8 ms

  





  

    		2023-05-05 07:10:38.482975

    		0.6 ms

  





  

    		2023-05-05 08:10:40.167652

    		1.4 ms

  





  

    		2023-05-05 09:10:42.87765

    		2.4 ms

  





  

    		2023-05-05 10:10:44.369304

    		3.6 ms

  





  

    		2023-05-05 11:10:46.352564

    		2.0 ms

  





  

    		2023-05-05 12:10:48.198372

    		1.4 ms

  





  

    		2023-05-05 13:10:49.825374

    		-4.3 ms

  





  

    		2023-05-05 14:10:51.962746

    		0.8 ms

  





  

    		2023-05-05 15:10:53.443276

    		0.4 ms

  





  

    		2023-05-05 16:10:55.814579

    		2.0 ms

  





  

    		2023-05-05 17:10:59.572089

    		1.8 ms

  





  

    		2023-05-05 18:11:03.254747

    		0.6 ms

  





  

    		2023-05-05 19:11:07.022972

    		-1.4 ms

  





  

    		2023-05-05 20:11:10.641532

    		-0.5 ms

  





  

    		2023-05-05 21:11:12.756618

    		-1.2 ms

  





  

    		2023-05-05 22:11:14.875119

    		-5.1 ms

  





  

    		2023-05-05 23:11:16.829167

    		-0.7 ms

  





  

    		2023-05-06 00:11:19.324042

    		-0.5 ms

  





  

    		2023-05-06 01:11:22.855002

    		-1.3 ms

  





  

    		2023-05-06 02:11:25.652198

    		-2.6 ms

  





  

    		2023-05-06 03:11:28.496942

    		-2.0 ms

  





  

    		2023-05-06 04:11:30.638754

    		-1.0 ms

  





  

    		2023-05-06 05:11:34.379593

    		-5.4 ms

  





  

    		2023-05-06 06:11:38.279217

    		-0.6 ms

  





  

    		2023-05-06 07:11:41.559431

    		-1.5 ms

  





  

    		2023-05-06 08:11:43.368438

    		0.1 ms

  





  

    		2023-05-06 09:11:45.143245

    		1.5 ms

  





  

    		2023-05-06 10:11:46.813691

    		0.1 ms

  





  

    		2023-05-06 11:11:48.466788

    		0.1 ms

  





  

    		2023-05-06 12:11:50.678411

    		0.9 ms

  





  

    		2023-05-06 13:11:53.661347

    		0.2 ms

  





  

    		2023-05-06 14:11:55.618552

    		-0.4 ms

  





  

    		2023-05-06 15:11:58.29832

    		0.4 ms

  





  

    		2023-05-06 16:11:59.98578

    		0.7 ms

  





  

    		2023-05-06 17:12:01.587437

    		2.4 ms

  





  

    		2023-05-06 18:12:03.298972

    		-0.2 ms

  





  

    		2023-05-06 19:12:05.795714

    		-0.7 ms

  





  

    		2023-05-06 20:12:08.410984

    		-0.9 ms

  





  

    		2023-05-06 21:12:11.743143

    		0.5 ms

  





  

    		2023-05-06 22:12:14.151584

    		0.1 ms

  





  

    		2023-05-06 23:12:17.205084

    		0.4 ms

  





  

    		2023-05-07 00:12:20.340677

    		0.4 ms

  





  

    		2023-05-07 01:12:23.262902

    		0.2 ms

  





  

    		2023-05-07 02:12:25.832973

    		0.4 ms

  





  

    		2023-05-07 03:12:28.401249

    		-0.8 ms

  





  

    		2023-05-07 04:12:30.107747

    		1.3 ms

  





  

    		2023-05-07 05:12:31.885288

    		-0.4 ms

  





  

    		2023-05-07 06:12:35.704726

    		-0.1 ms

  





  

    		2023-05-07 07:12:39.131949

    		-1.1 ms

  





  

    		2023-05-07 08:12:41.874268

    		0.2 ms

  





  

    		2023-05-07 09:12:44.399916

    		-1.5 ms

  





  

    		2023-05-07 10:12:47.664243

    		1.7 ms

  





  

    		2023-05-07 11:12:50.323512

    		0.3 ms

  





  

    		2023-05-07 12:12:51.789846

    		-1.7 ms

  





  

    		2023-05-07 13:12:54.691894

    		1.4 ms

  





  

    		2023-05-07 14:12:57.36576

    		8.9 ms

  





  

    		2023-05-07 15:13:00.053477

    		2.5 ms

  





  

    		2023-05-07 16:13:02.352784

    		1.5 ms

  





  

    		2023-05-07 17:13:04.049636

    		1.6 ms

  





  

    		2023-05-07 18:13:05.743579

    		-0.4 ms

  





  

    		2023-05-07 19:13:08.19399

    		1.0 ms

  





  

    		2023-05-07 20:13:10.409691

    		-4.5 ms

  





  

    		2023-05-07 21:13:14.063619

    		-0.4 ms

  





  

    		2023-05-07 22:13:17.004223

    		-1.6 ms

  





  

    		2023-05-07 23:13:19.912831

    		0.3 ms

  





  

    		2023-05-08 00:13:23.027786

    		-0.2 ms

  





  

    		2023-05-08 01:13:25.850671

    		-1.6 ms

  





  

    		2023-05-08 02:13:28.111365

    		0.1 ms

  





  

    		2023-05-08 03:13:31.605486

    		0.9 ms

  





  

    		2023-05-08 04:13:34.591789

    		2.4 ms

  





  

    		2023-05-08 05:13:37.962604

    		1.7 ms

  





  

    		2023-05-08 06:13:39.605847

    		2.7 ms

  





  

    		2023-05-08 07:13:41.383585

    		2.2 ms

  





  

    		2023-05-08 08:13:42.849976

    		1.9 ms

  





  

    		2023-05-08 09:13:44.72614

    		1.7 ms

  





  

    		2023-05-08 10:13:46.433768

    		-3.5 ms

  





  

    		2023-05-08 11:13:48.063148

    		-0.8 ms

  





  

    		2023-05-08 12:13:49.681624

    		-0.1 ms

  





  

    		2023-05-08 13:13:51.765846

    		4.3 ms

  





  

    		2023-05-08 14:13:53.98407

    		2.2 ms

  





  

    		2023-05-08 15:13:55.876822

    		2.9 ms

  





  

    		2023-05-08 16:13:58.560374

    		-0.6 ms

  





  

    		2023-05-08 17:13:59.986804

    		1.5 ms

  





  

    		2023-05-08 18:14:02.664252

    		0.0 ms

  





  

    		2023-05-08 19:14:04.875074

    		0.1 ms

  





  

    		2023-05-08 20:14:06.547552

    		0.8 ms

  





  

    		2023-05-08 21:14:10.134967

    		-3.4 ms

  





  

    		2023-05-08 22:14:13.7596

    		-1.5 ms

  





  

    		2023-05-08 23:14:16.791501

    		-1.5 ms

  





  

    		2023-05-09 00:14:20.186837

    		-1.7 ms

  





  

    		2023-05-09 01:14:22.921493

    		-1.5 ms

  





  

    		2023-05-09 02:14:25.751847

    		-3.3 ms

  





  

    		2023-05-09 03:14:27.948132

    		-1.4 ms

  





  

    		2023-05-09 04:14:30.367405

    		-3.1 ms

  





  

    		2023-05-09 05:14:33.683194

    		-3.2 ms

  





  

    		2023-05-09 06:14:37.55692

    		-2.7 ms

  





  

    		2023-05-09 07:14:40.715902

    		0.5 ms

  





  

    		2023-05-09 08:14:42.44012

    		-1.3 ms

  





  

    		2023-05-09 09:14:43.913083

    		-3.3 ms

  





  

    		2023-05-09 10:14:45.615519

    		1.5 ms

  





  

    		2023-05-09 11:14:48.117169

    		-3.4 ms

  





  

    		2023-05-09 12:14:50.20208

    		0.2 ms

  





  

    		2023-05-09 13:14:51.955549

    		-5.8 ms

  





  

    		2023-05-09 14:14:53.536796

    		0.6 ms

  





  

    		2023-05-09 15:14:55.117939

    		0.9 ms

  





  

    		2023-05-09 16:14:56.998268

    		0.0 ms

  





  

    		2023-05-09 17:14:58.392379

    		-0.1 ms

  





  

    		2023-05-09 18:14:59.922596

    		0.0 ms

  





  

    		2023-05-09 19:15:02.50767

    		1.8 ms

  





  

    		2023-05-09 20:15:05.671047

    		0.2 ms

  





  

    		2023-05-09 21:15:07.182232

    		-0.3 ms

  





  

    		2023-05-09 22:15:10.263559

    		-0.5 ms

  





  

    		2023-05-09 23:15:13.633518

    		-5.3 ms

  





  

    		2023-05-10 00:15:16.762992

    		-1.0 ms

  





  

    		2023-05-10 01:15:18.911151

    		-0.5 ms

  





  

    		2023-05-10 02:15:21.074486

    		-1.1 ms

  





  

    		2023-05-10 03:15:23.868602

    		-2.7 ms

  





  

    		2023-05-10 04:15:26.895675

    		-0.1 ms

  





  

    		2023-05-10 05:15:30.251565

    		-1.6 ms

  





  

    		2023-05-10 06:15:33.609421

    		0.2 ms

  





  

    		2023-05-10 07:15:35.363149

    		10.6 ms

  





  

    		2023-05-10 08:15:36.945913

    		1.7 ms

  





  

    		2023-05-10 09:15:38.440449

    		1.7 ms

  





  

    		2023-05-10 10:15:39.944466

    		0.0 ms

  





  

    		2023-05-10 11:15:41.902062

    		2.2 ms

  





  

    		2023-05-10 12:15:43.891443

    		1.7 ms

  





  

    		2023-05-10 13:15:45.963451

    		-0.1 ms

  





  

    		2023-05-10 14:15:47.61201

    		-1.0 ms

  





  

    		2023-05-10 15:15:49.097286

    		2.0 ms

  





  

    		2023-05-10 16:15:50.921978

    		-1.9 ms

  





  

    		2023-05-10 17:15:52.492663

    		-1.2 ms

  





  

    		2023-05-10 18:15:56.062492

    		0.0 ms

  





  

    		2023-05-10 19:15:59.40545

    		-1.8 ms

  





  

    		2023-05-10 20:16:02.270173

    		-2.2 ms

  





  

    		2023-05-10 21:16:04.135705

    		-0.1 ms

  





  

    		2023-05-10 22:16:07.647646

    		-0.4 ms

  





  

    		2023-05-10 23:16:10.981331

    		-5.8 ms

  





  

    		2023-05-11 00:16:14.347613

    		-1.6 ms

  





  

    		2023-05-11 01:16:17.424606

    		-1.5 ms

  





  

    		2023-05-11 02:16:20.725499

    		0.5 ms

  





  

    		2023-05-11 03:16:23.633732

    		-0.2 ms

  





  

    		2023-05-11 04:16:25.26409

    		1.0 ms

  





  

    		2023-05-11 05:16:26.813993

    		-0.4 ms

  





  

    		2023-05-11 06:16:28.55137

    		-4.6 ms

  





  

    		2023-05-11 07:16:30.367241

    		-1.4 ms

  





  

    		2023-05-11 08:16:31.974896

    		-0.1 ms

  





  

    		2023-05-11 09:16:33.747275

    		0.2 ms

  





  

    		2023-05-11 10:16:35.157937

    		2.1 ms

  





  

    		2023-05-11 11:16:36.57003

    		0.6 ms

  





  

    		2023-05-11 12:16:37.929835

    		1.5 ms

  





  

    		2023-05-11 13:16:39.378298

    		0.0 ms

  





  

    		2023-05-11 14:16:42.368849

    		1.8 ms

  





  

    		2023-05-11 15:16:44.978607

    		1.5 ms

  





  

    		2023-05-11 16:16:48.174342

    		1.9 ms

  





  

    		2023-05-11 17:16:51.461927

    		1.8 ms

  





  

    		2023-05-11 18:16:55.329932

    		-4.0 ms

  





  

    		2023-05-11 19:16:58.792015

    		0.3 ms

  





  

    		2023-05-11 20:17:02.173757

    		0.1 ms

  





  

    		2023-05-11 21:17:05.777118

    		1.5 ms

  





  

    		2023-05-11 22:17:08.922027

    		-0.1 ms

  





  

    		2023-05-11 23:17:10.388927

    		-0.8 ms

  





  

    		2023-05-12 00:17:13.468646

    		-0.4 ms

  





  

    		2023-05-12 01:17:17.234357

    		0.3 ms

  





  

    		2023-05-12 02:17:20.202482

    		-2.4 ms

  





  

    		2023-05-12 03:17:23.420983

    		-0.3 ms

  





  

    		2023-05-12 04:17:25.858714

    		-1.0 ms

  





  

    		2023-05-12 05:17:28.234983

    		0.3 ms

  





  

    		2023-05-12 06:17:31.410467

    		-0.1 ms

  





  

    		2023-05-12 07:17:33.689011

    		-0.3 ms

  





  

    		2023-05-12 08:17:36.367155

    		1.3 ms

  





  

    		2023-05-12 09:17:37.976651

    		3.1 ms

  





  

    		2023-05-12 10:17:39.775785

    		1.0 ms

  





  

    		2023-05-12 11:17:42.025977

    		1.7 ms

  





  

    		2023-05-12 12:17:44.607645

    		3.5 ms

  





  

    		2023-05-12 13:17:47.486322

    		3.7 ms

  





  

    		2023-05-12 14:17:49.301808

    		2.5 ms

  





  

    		2023-05-12 15:17:51.891597

    		5.1 ms

  





  

    		2023-05-12 16:17:54.712

    		3.0 ms

  





  

    		2023-05-12 17:17:56.38585

    		3.1 ms

  





  

    		2023-05-12 18:17:58.897575

    		0.5 ms

  





  

    		2023-05-12 19:18:01.822523

    		-0.2 ms

  





  

    		2023-05-12 20:18:03.34603

    		1.0 ms

  





  

    		2023-05-12 21:18:05.89172

    		-0.9 ms

  





  

    		2023-05-12 22:18:07.621488

    		0.1 ms

  





  

    		2023-05-12 23:18:10.726796

    		-0.4 ms

  





  

    		2023-05-13 00:18:12.909744

    		-1.7 ms

  





  

    		2023-05-13 01:18:15.589525

    		-1.4 ms

  





  

    		2023-05-13 02:18:18.275776

    		-0.9 ms

  





  

    		2023-05-13 03:18:21.401549

    		-0.5 ms

  





  

    		2023-05-13 04:18:24.378222

    		-1.6 ms

  





  

    		2023-05-13 05:18:27.638736

    		0.1 ms

  





  

    		2023-05-13 06:18:30.880266

    		-1.2 ms

  





  

    		2023-05-13 07:18:33.333956

    		1.0 ms

  





  

    		2023-05-13 08:18:34.714396

    		0.7 ms

  





  

    		2023-05-13 09:18:36.506096

    		0.2 ms

  





  

    		2023-05-13 10:18:38.219041

    		2.6 ms

  





  

    		2023-05-13 11:18:40.544373

    		0.4 ms

  





  

    		2023-05-13 12:18:42.339284

    		4.1 ms

  





  

    		2023-05-13 13:18:43.97478

    		2.5 ms

  





  

    		2023-05-13 14:18:46.715267

    		3.8 ms

  





  

    		2023-05-13 15:18:50.43336

    		2.5 ms

  





  

    		2023-05-13 16:18:53.122843

    		0.6 ms

  





  

    		2023-05-13 17:18:55.809969

    		-1.1 ms

  





  

    		2023-05-13 18:18:58.933303

    		-1.0 ms

  





  

    		2023-05-13 19:19:02.369617

    		0.5 ms

  





  

    		2023-05-13 20:19:05.431553

    		-3.8 ms

  





  

    		2023-05-13 21:19:07.93839

    		-2.4 ms

  





  

    		2023-05-13 22:19:11.31309

    		-3.6 ms

  





  

    		2023-05-13 23:19:14.697509

    		-3.8 ms

  





  

    		2023-05-14 00:19:17.289442

    		-4.6 ms

  





  

    		2023-05-14 01:19:20.115667

    		-1.4 ms

  





  

    		2023-05-14 02:19:23.37695

    		-5.0 ms

  





  

    		2023-05-14 03:19:25.961138

    		-3.4 ms

  





  

    		2023-05-14 04:19:28.599371

    		-0.5 ms

  





  

    		2023-05-14 05:19:30.54467

    		-1.2 ms

  





  

    		2023-05-14 06:19:34.165815

    		-1.5 ms

  





  

    		2023-05-14 07:19:35.861549

    		0.2 ms

  





  

    		2023-05-14 08:19:38.254578

    		-0.9 ms

  





  

    		2023-05-14 09:19:39.694691

    		0.2 ms

  





  

    		2023-05-14 10:19:43.075063

    		1.0 ms

  





  

    		2023-05-14 11:19:44.519469

    		1.3 ms

  





  

    		2023-05-14 12:19:47.385318

    		0.1 ms

  





  

    		2023-05-14 13:19:48.821333

    		-1.9 ms

  





  

    		2023-05-14 14:19:50.555009

    		-2.2 ms

  





  

    		2023-05-14 15:19:52.63827

    		-0.9 ms

  





  

    		2023-05-14 16:19:56.0291

    		-2.7 ms

  





  

    		2023-05-14 17:19:59.625454

    		0.8 ms

  





  

    		2023-05-14 18:20:02.544446

    		0.9 ms

  





  

    		2023-05-14 19:20:05.53791

    		0.8 ms

  





  

    		2023-05-14 20:20:08.979243

    		-0.9 ms

  





  

    		2023-05-14 21:20:12.386438

    		-2.6 ms

  





  

    		2023-05-14 22:20:14.377472

    		-3.3 ms

  





  

    		2023-05-14 23:20:17.771986

    		-2.9 ms

  





  

    		2023-05-15 00:20:20.318684

    		-0.7 ms

  





  

    		2023-05-15 01:20:23.747726

    		-1.9 ms

  





  

    		2023-05-15 02:20:26.249312

    		-3.8 ms

  





  

    		2023-05-15 03:20:29.359726

    		-1.6 ms

  





  

    		2023-05-15 04:20:30.936241

    		0.7 ms

  





  

    		2023-05-15 05:20:34.74752

    		-1.9 ms

  





  

    		2023-05-15 06:20:36.592813

    		-0.5 ms

  





  

    		2023-05-15 07:20:38.210665

    		-2.4 ms

  





  

    		2023-05-15 08:20:39.855862

    		-4.1 ms

  





  

    		2023-05-15 09:20:41.402186

    		1.9 ms

  





  

    		2023-05-15 10:20:42.885766

    		33.8 ms

  





  

    		2023-05-15 11:20:44.930447

    		2.0 ms

  





  

    		2023-05-15 12:20:46.849661

    		1.3 ms

  





  

    		2023-05-15 13:20:48.301724

    		0.2 ms

  





  

    		2023-05-15 14:20:50.471908

    		1.8 ms

  





  

    		2023-05-15 15:20:51.891889

    		1.9 ms

  





  

    		2023-05-15 16:20:53.314622

    		1.8 ms

  





  

    		2023-05-15 17:20:56.028254

    		3.2 ms

  





  

    		2023-05-15 18:20:58.533055

    		1.8 ms

  





  

    		2023-05-15 19:21:01.157262

    		-0.5 ms

  





  

    		2023-05-15 20:21:04.246392

    		-1.7 ms

  





  

    		2023-05-15 21:21:07.563437

    		0.1 ms

  





  

    		2023-05-15 22:21:09.725558

    		-1.4 ms

  





  

    		2023-05-15 23:21:13.077266

    		-2.2 ms

  





  

    		2023-05-16 00:21:15.962118

    		-3.3 ms

  





  

    		2023-05-16 01:21:18.452953

    		-1.5 ms

  





  

    		2023-05-16 02:21:19.950194

    		2.6 ms

  





  

    		2023-05-16 03:21:22.758567

    		0.0 ms

  





  

    		2023-05-16 04:21:25.67631

    		0.3 ms

  





  

    		2023-05-16 05:21:27.502274

    		-0.3 ms

  





  

    		2023-05-16 06:21:30.634992

    		2.1 ms

  





  

    		2023-05-16 07:21:32.868662

    		-0.2 ms

  





  

    		2023-05-16 08:21:34.438399

    		1.5 ms

  





  

    		2023-05-16 09:21:35.92757

    		2.3 ms

  





  

    		2023-05-16 10:21:37.382232

    		0.5 ms

  





  

    		2023-05-16 11:21:38.886805

    		3.2 ms

  





  

    		2023-05-16 12:21:40.373546

    		1.2 ms

  





  

    		2023-05-16 13:21:42.256309

    		7.9 ms

  





  

    		2023-05-16 14:21:44.446741

    		3.4 ms

  





  

    		2023-05-16 15:21:46.902129

    		2.6 ms

  





  

    		2023-05-16 16:21:49.069357

    		3.1 ms

  





  

    		2023-05-16 17:21:51.550237

    		3.6 ms

  





  

    		2023-05-16 18:21:53.250296

    		1.8 ms

  





  

    		2023-05-16 19:21:55.921399

    		0.3 ms

  





  

    		2023-05-16 20:21:59.433146

    		-4.1 ms

  





  

    		2023-05-16 21:22:02.699256

    		-6.2 ms

  





  

    		2023-05-16 22:22:05.756984

    		-2.3 ms

  





  

    		2023-05-16 23:22:08.819382

    		0.8 ms

  





  

    		2023-05-17 00:22:12.612991

    		1.1 ms

  





  

    		2023-05-17 01:22:15.438174

    		-1.7 ms

  





  

    		2023-05-17 02:22:18.577885

    		-2.6 ms

  





  

    		2023-05-17 03:22:21.936748

    		-3.9 ms

  





  

    		2023-05-17 04:22:25.302095

    		2.0 ms

  





  

    		2023-05-17 05:22:27.944961

    		1.8 ms

  





  

    		2023-05-17 06:22:31.785738

    		-0.6 ms

  





  

    		2023-05-17 07:22:33.718481

    		3.1 ms

  





  

    		2023-05-17 08:22:35.650015

    		3.6 ms

  





  

    		2023-05-17 09:22:38.923151

    		5.9 ms

  





  

    		2023-05-17 10:22:41.754503

    		1.9 ms

  





  

    		2023-05-17 11:22:44.247616

    		3.1 ms

  





  

    		2023-05-17 12:22:46.060455

    		3.8 ms

  





  

    		2023-05-17 13:22:47.919182

    		3.1 ms

  





  

    		2023-05-17 14:22:50.109343

    		1.2 ms

  





  

    		2023-05-17 15:22:52.896129

    		4.2 ms

  





  

    		2023-05-17 16:22:56.217351

    		1.8 ms

  





  

    		2023-05-17 17:22:58.039998

    		-0.2 ms

  





  

    		2023-05-17 18:23:01.580496

    		1.1 ms

  





  

    		2023-05-17 19:23:04.596654

    		-0.8 ms

  





  

    		2023-05-17 20:23:07.954614

    		1.0 ms

  





  

    		2023-05-17 21:23:11.193369

    		-1.4 ms

  





  

    		2023-05-17 22:23:14.470305

    		-2.0 ms

  





  

    		2023-05-17 23:23:17.973106

    		-0.4 ms

  





  

    		2023-05-18 00:23:19.387691

    		-3.0 ms

  





  

    		2023-05-18 01:23:21.928567

    		0.0 ms

  





  

    		2023-05-18 02:23:24.860292

    		-4.7 ms

  





  

    		2023-05-18 03:23:28.434637

    		-4.7 ms

  





  

    		2023-05-18 04:23:30.951693

    		-7.5 ms

  





  

    		2023-05-18 05:23:34.379184

    		-3.5 ms

  





  

    		2023-05-18 06:23:37.119625

    		0.0 ms

  





  

    		2023-05-18 07:23:40.726448

    		1.6 ms

  





  

    		2023-05-18 08:23:42.746518

    		2.1 ms

  





  

    		2023-05-18 09:23:44.875657

    		1.6 ms

  





  

    		2023-05-18 10:23:48.341634

    		2.4 ms

  





  

    		2023-05-18 11:23:50.496715

    		0.3 ms

  





  

    		2023-05-18 12:23:52.4231

    		2.2 ms

  





  

    		2023-05-18 13:23:54.34913

    		1.4 ms

  





  

    		2023-05-18 14:23:55.772512

    		-0.2 ms

  





  

    		2023-05-18 15:23:57.939529

    		0.4 ms

  





  

    		2023-05-18 16:23:59.936053

    		0.9 ms

  





  

    		2023-05-18 17:24:02.715204

    		1.4 ms

  





  

    		2023-05-18 18:24:06.841177

    		2.7 ms

  





  

    		2023-05-18 19:24:09.642918

    		0.5 ms

  





  

    		2023-05-18 20:24:12.599765

    		2.9 ms

  





  

    		2023-05-18 21:24:16.326343

    		1.3 ms

  





  

    		2023-05-18 22:24:19.724693

    		-0.1 ms

  





  

    		2023-05-18 23:24:21.550188

    		-2.4 ms

  





  

    		2023-05-19 00:24:23.083745

    		-0.1 ms

  





  

    		2023-05-19 01:24:26.415517

    		1.1 ms

  





  

    		2023-05-19 02:24:29.454257

    		-1.2 ms

  





  

    		2023-05-19 03:24:31.247155

    		-2.6 ms

  





  

    		2023-05-19 04:24:33.600309

    		-0.7 ms

  





  

    		2023-05-19 05:24:37.171829

    		-1.3 ms

  





  

    		2023-05-19 06:24:41.187938

    		1.5 ms

  





  

    		2023-05-19 07:24:43.241643

    		1.1 ms

  





  

    		2023-05-19 08:24:44.740347

    		0.8 ms

  





  

    		2023-05-19 09:24:47.371498

    		0.6 ms

  





  

    		2023-05-19 10:24:50.488461

    		1.3 ms

  





  

    		2023-05-19 11:24:52.733264

    		2.3 ms

  





  

    		2023-05-19 12:24:54.412635

    		1.9 ms

  





  

    		2023-05-19 13:24:55.985679

    		1.4 ms

  





  

    		2023-05-19 14:24:58.1429

    		0.9 ms

  





  

    		2023-05-19 15:25:01.528515

    		-0.2 ms

  





  

    		2023-05-19 16:25:03.152664

    		3.0 ms

  





  

    		2023-05-19 17:25:06.794916

    		2.2 ms

  





  

    		2023-05-19 18:25:10.998872

    		-0.3 ms

  





  

    		2023-05-19 19:25:14.06709

    		-0.5 ms

  





  

    		2023-05-19 20:25:16.004431

    		0.1 ms

  





  

    		2023-05-19 21:25:19.450776

    		-0.5 ms

  





  

    		2023-05-19 22:25:22.85897

    		0.0 ms

  





  

    		2023-05-19 23:25:25.940842

    		-0.9 ms

  





  

    		2023-05-20 00:25:29.480926

    		0.6 ms

  





  

    		2023-05-20 01:25:32.462538

    		1.2 ms

  





  

    		2023-05-20 02:25:36.073469

    		0.5 ms

  





  

    		2023-05-20 03:25:39.350166

    		1.3 ms

  





  

    		2023-05-20 04:25:42.432427

    		1.3 ms

  





  

    		2023-05-20 05:25:45.713547

    		-1.0 ms

  





  

    		2023-05-20 06:25:49.820255

    		-0.6 ms

  





  

    		2023-05-20 07:25:53.207684

    		-0.4 ms

  





  

    		2023-05-20 08:25:56.406929

    		0.0 ms

  





  

    		2023-05-20 09:25:58.194396

    		0.4 ms

  





  

    		2023-05-20 10:25:59.680985

    		0.4 ms

  





  

    		2023-05-20 11:26:02.740446

    		3.2 ms

  





  

    		2023-05-20 12:26:06.881161

    		0.8 ms

  





  

    		2023-05-20 13:26:10.600373

    		1.2 ms

  





  

    		2023-05-20 14:26:12.273609

    		2.4 ms

  





  

    		2023-05-20 15:26:15.558515

    		0.5 ms

  





  

    		2023-05-20 16:26:19.827916

    		2.2 ms

  





  

    		2023-05-20 17:26:23.324717

    		-0.1 ms

  





  

    		2023-05-20 18:26:27.307869

    		0.6 ms

  





  

    		2023-05-20 19:26:30.693746

    		2.1 ms

  





  

    		2023-05-20 20:26:34.510876

    		0.9 ms

  





  

    		2023-05-20 21:26:37.855135

    		4.3 ms

  





  

    		2023-05-20 22:26:40.900867

    		4.0 ms

  





  

    		2023-05-20 23:26:44.752262

    		2.8 ms

  





  

    		2023-05-21 00:26:48.5431

    		-1.3 ms

  





  

    		2023-05-21 01:26:51.808398

    		-1.5 ms

  





  

    		2023-05-21 02:26:55.552472

    		-1.6 ms

  





  

    		2023-05-21 03:26:58.575183

    		-1.7 ms

  





  

    		2023-05-21 04:27:02.33977

    		-1.6 ms

  





  

    		2023-05-21 05:27:05.936628

    		-0.6 ms

  





  

    		2023-05-21 06:27:09.471869

    		-0.2 ms

  





  

    		2023-05-21 07:27:11.594888

    		-0.8 ms

  





  

    		2023-05-21 08:27:13.338602

    		2.0 ms

  





  

    		2023-05-21 09:27:17.621271

    		0.7 ms

  





  

    		2023-05-21 10:27:19.331652

    		5.5 ms

  





  

    		2023-05-21 11:27:20.966734

    		1.1 ms

  





  

    		2023-05-21 12:27:23.049714

    		1.4 ms

  





  

    		2023-05-21 13:27:25.670863

    		0.5 ms

  





  

    		2023-05-21 14:27:28.163645

    		4.1 ms

  





  

    		2023-05-21 15:27:30.443214

    		0.8 ms

  





  

    		2023-05-21 16:27:31.834037

    		2.1 ms

  





  

    		2023-05-21 17:27:35.01302

    		0.2 ms

  





  

    		2023-05-21 18:27:37.757956

    		2.3 ms

  





  

    		2023-05-21 19:27:41.040376

    		2.5 ms

  





  

    		2023-05-21 20:27:43.731521

    		0.1 ms

  





  

    		2023-05-21 21:27:46.895651

    		-0.1 ms

  





  

    		2023-05-21 22:27:49.411446

    		-0.3 ms

  





  

    		2023-05-21 23:27:52.626916

    		-0.8 ms

  





  

    		2023-05-22 00:27:55.617252

    		1.8 ms

  





  

    		2023-05-22 01:27:59.184084

    		-0.6 ms

  





  

    		2023-05-22 02:28:02.023675

    		-0.9 ms

  





  

    		2023-05-22 03:28:04.919587

    		0.6 ms

  





  

    		2023-05-22 04:28:07.800163

    		-0.6 ms

  





  

    		2023-05-22 05:28:10.921635

    		-0.3 ms

  





  

    		2023-05-22 06:28:13.39876

    		-2.4 ms

  





  

    		2023-05-22 07:28:14.900431

    		0.1 ms

  





  

    		2023-05-22 08:28:16.36356

    		-0.7 ms

  





  

    		2023-05-22 09:28:17.966098

    		4.0 ms

  





  

    		2023-05-22 10:28:19.464869

    		3.2 ms

  





  

    		2023-05-22 11:28:21.617214

    		3.8 ms

  





  

    		2023-05-22 12:28:23.522294

    		2.5 ms

  





  

    		2023-05-22 13:28:24.980846

    		2.6 ms

  





  

    		2023-05-22 14:28:26.753547

    		-0.6 ms

  





  

    		2023-05-22 15:28:29.110917

    		5.2 ms

  





  

    		2023-05-22 16:28:31.521295

    		0.5 ms

  





  

    		2023-05-22 17:28:33.734692

    		2.0 ms

  





  

    		2023-05-22 18:28:36.524781

    		-0.2 ms

  





  

    		2023-05-22 19:28:39.882587

    		1.7 ms

  





  

    		2023-05-22 20:28:42.703982

    		0.2 ms

  





  

    		2023-05-22 21:28:45.746929

    		3.4 ms

  





  

    		2023-05-22 22:28:48.687967

    		1.1 ms

  





  

    		2023-05-22 23:28:51.195533

    		1.0 ms

  





  

    		2023-05-23 00:28:54.254672

    		-0.5 ms

  





  

    		2023-05-23 01:28:57.364461

    		-0.4 ms

  





  

    		2023-05-23 02:29:00.418301

    		-0.1 ms

  





  

    		2023-05-23 03:29:02.913783

    		-0.9 ms

  





  

    		2023-05-23 04:29:05.286342

    		2.5 ms

  





  

    		2023-05-23 05:29:07.21205

    		3.3 ms

  





  

    		2023-05-23 06:29:10.822673

    		5.1 ms

  





  

    		2023-05-23 07:29:13.700361

    		2.1 ms

  





  

    		2023-05-23 08:29:15.908977

    		3.4 ms

  





  

    		2023-05-23 09:29:17.325437

    		1.1 ms

  





  

    		2023-05-23 10:29:19.861198

    		2.8 ms

  





  

    		2023-05-23 11:29:21.408217

    		3.2 ms

  





  

    		2023-05-23 12:29:24.045479

    		4.4 ms

  





  

    		2023-05-23 13:29:25.442934

    		2.0 ms

  





  

    		2023-05-23 14:29:27.577678

    		1.1 ms

  





  

    		2023-05-23 15:29:29.083087

    		0.8 ms

  





  

    		2023-05-23 16:29:31.26596

    		2.8 ms

  





  

    		2023-05-23 17:29:33.406965

    		2.3 ms

  





  

    		2023-05-23 18:29:34.748015

    		1.6 ms

  





  

    		2023-05-23 19:29:36.549854

    		0.0 ms

  





  

    		2023-05-23 20:29:39.735638

    		-0.3 ms

  





  

    		2023-05-23 21:29:42.070437

    		-0.8 ms

  





  

    		2023-05-23 22:29:45.744918

    		-1.1 ms

  





  

    		2023-05-23 23:29:48.854823

    		0.8 ms

  





  

    		2023-05-24 00:29:52.290996

    		1.0 ms

  





  

    		2023-05-24 01:29:55.523031

    		-0.4 ms

  





  

    		2023-05-24 02:29:57.982798

    		2.2 ms

  





  

    		2023-05-24 03:30:00.912072

    		-0.7 ms

  





  

    		2023-05-24 04:30:02.596803

    		0.2 ms

  





  

    		2023-05-24 05:30:04.918686

    		0.2 ms

  





  

    		2023-05-24 06:30:06.795333

    		2.3 ms

  





  

    		2023-05-24 07:30:09.052272

    		7.4 ms

  





  

    		2023-05-24 08:30:11.232232

    		4.5 ms

  





  

    		2023-05-24 09:30:13.123004

    		2.0 ms

  





  

    		2023-05-24 10:30:15.016592

    		0.9 ms

  





  

    		2023-05-24 11:30:16.712249

    		2.0 ms

  





  

    		2023-05-24 12:30:18.53093

    		0.6 ms

  





  

    		2023-05-24 13:30:20.238258

    		0.6 ms

  





  

    		2023-05-24 14:30:22.800913

    		-1.2 ms

  





  

    		2023-05-24 15:30:24.43543

    		2.9 ms

  





  

    		2023-05-24 16:30:26.815329

    		3.8 ms

  





  

    		2023-05-24 17:30:28.207256

    		2.4 ms

  





  

    		2023-05-24 18:30:31.915939

    		2.0 ms

  





  

    		2023-05-24 19:30:35.473172

    		2.7 ms

  





  

    		2023-05-24 20:30:38.454212

    		0.2 ms

  





  

    		2023-05-24 21:30:41.450443

    		-0.2 ms

  





  

    		2023-05-24 22:30:44.583879

    		-2.6 ms

  





  

    		2023-05-24 23:30:48.259735

    		-4.0 ms

  





  

    		2023-05-25 00:30:51.578435

    		-3.5 ms

  





  

    		2023-05-25 01:30:54.664846

    		-1.0 ms

  





  

    		2023-05-25 02:30:58.069487

    		-2.2 ms

  





  

    		2023-05-25 03:31:01.13482

    		-1.9 ms

  





  

    		2023-05-25 04:31:04.607318

    		1.5 ms

  





  

    		2023-05-25 05:31:09.098944

    		2.8 ms

  





  

    		2023-05-25 06:31:12.304245

    		4.9 ms

  





  

    		2023-05-25 07:31:13.867155

    		1.9 ms

  





  

    		2023-05-25 08:31:16.061016

    		2.5 ms

  





  

    		2023-05-25 09:31:18.345803

    		0.4 ms

  





  

    		2023-05-25 10:31:19.74938

    		3.0 ms

  





  

    		2023-05-25 11:31:21.557679

    		0.3 ms

  





  

    		2023-05-25 12:31:23.202315

    		1.2 ms

  





  

    		2023-05-25 13:31:24.694248

    		7.9 ms

  





  

    		2023-05-25 14:31:26.699558

    		2.2 ms

  





  

    		2023-05-25 15:31:29.322559

    		5.8 ms

  





  

    		2023-05-25 16:31:31.275011

    		1.7 ms

  





  

    		2023-05-25 17:31:34.561398

    		2.8 ms

  





  

    		2023-05-25 18:31:38.349976

    		0.4 ms

  





  

    		2023-05-25 19:31:40.77786

    		-3.4 ms

  





  

    		2023-05-25 20:31:42.321256

    		0.2 ms

  





  

    		2023-05-25 21:31:43.724632

    		-1.5 ms

  





  

    		2023-05-25 22:31:45.934978

    		-1.5 ms

  





  

    		2023-05-25 23:31:48.279395

    		-1.0 ms

  





  

    		2023-05-26 00:31:49.771916

    		-0.9 ms

  





  

    		2023-05-26 01:31:53.40668

    		-1.7 ms

  





  

    		2023-05-26 02:31:57.171607

    		-2.4 ms

  





  

    		2023-05-26 03:31:59.276173

    		-7.4 ms

  





  

    		2023-05-26 04:32:00.712454

    		-7.9 ms

  





  

    		2023-05-26 05:32:03.970739

    		-2.3 ms

  





  

    		2023-05-26 06:32:07.541434

    		-1.6 ms

  





  

    		2023-05-26 07:32:11.300084

    		-0.8 ms

  





  

    		2023-05-26 08:32:12.80377

    		1.9 ms

  





  

    		2023-05-26 09:32:14.605943

    		0.4 ms

  





  

    		2023-05-26 10:32:16.457849

    		1.3 ms

  





  

    		2023-05-26 11:32:17.978642

    		1.1 ms

  





  

    		2023-05-26 12:32:19.501552

    		2.6 ms

  





  

    		2023-05-26 13:32:21.343584

    		3.7 ms

  





  

    		2023-05-26 14:32:23.066272

    		1.5 ms

  





  

    		2023-05-26 15:32:25.495925

    		5.3 ms

  





  

    		2023-05-26 16:32:29.234148

    		0.4 ms

  





  

    		2023-05-26 17:32:32.784784

    		2.2 ms

  





  

    		2023-05-26 18:32:36.066937

    		4.3 ms

  





  

    		2023-05-26 19:32:38.48038

    		12.1 ms

  





  

    		2023-05-26 20:32:41.39777

    		11.3 ms

  





  

    		2023-05-26 21:32:45.118622

    		3.0 ms

  





  

    		2023-05-26 22:32:48.627264

    		-2.1 ms

  





  

    		2023-05-26 23:32:52.319999

    		-3.2 ms

  





  

    		2023-05-27 00:32:54.089988

    		1.2 ms

  





  

    		2023-05-27 01:32:56.66957

    		1.0 ms

  





  

    		2023-05-27 02:32:59.434681

    		-1.2 ms

  





  

    		2023-05-27 03:33:01.311961

    		-4.1 ms

  





  

    		2023-05-27 04:33:03.322912

    		-3.6 ms

  





  

    		2023-05-27 05:33:05.901709

    		-2.0 ms

  





  

    		2023-05-27 06:33:08.593818

    		1.8 ms

  





  

    		2023-05-27 07:33:10.52239

    		3.5 ms

  





  

    		2023-05-27 08:33:12.556649

    		0.7 ms

  





  

    		2023-05-27 09:33:14.583823

    		1.4 ms

  





  

    		2023-05-27 10:33:16.486471

    		2.6 ms

  





  

    		2023-05-27 11:33:19.376528

    		1.2 ms

  





  

    		2023-05-27 12:33:21.348358

    		5.2 ms

  





  

    		2023-05-27 13:33:23.724696

    		-0.3 ms

  





  

    		2023-05-27 14:33:25.296021

    		0.4 ms

  





  

    		2023-05-27 15:33:27.494126

    		3.1 ms

  





  

    		2023-05-27 16:33:28.97078

    		3.9 ms

  





  

    		2023-05-27 17:33:31.396302

    		3.0 ms

  





  

    		2023-05-27 18:33:33.199497

    		0.0 ms

  





  

    		2023-05-27 19:33:35.094436

    		-1.4 ms

  





  

    		2023-05-27 20:33:36.635116

    		-1.9 ms

  





  

    		2023-05-27 21:33:39.611849

    		0.0 ms

  





  

    		2023-05-27 22:33:42.450684

    		-0.2 ms

  





  

    		2023-05-27 23:33:44.067023

    		-2.6 ms

  





  

    		2023-05-28 00:33:46.861828

    		0.5 ms

  





  

    		2023-05-28 01:33:49.629701

    		0.2 ms

  





  

    		2023-05-28 02:33:52.060611

    		-0.8 ms

  





  

    		2023-05-28 03:33:54.002514

    		1.8 ms

  





  

    		2023-05-28 04:33:55.76231

    		-1.3 ms

  





  

    		2023-05-28 05:33:58.727224

    		-0.8 ms

  





  

    		2023-05-28 06:34:01.77616

    		0.5 ms

  





  

    		2023-05-28 07:34:04.144567

    		-0.8 ms

  





  

    		2023-05-28 08:34:06.16475

    		-0.4 ms

  





  

    		2023-05-28 09:34:08.307711

    		-0.3 ms

  





  

    		2023-05-28 10:34:11.0868

    		-0.7 ms

  





  

    		2023-05-28 11:34:15.540221

    		-0.2 ms

  





  

    		2023-05-28 12:34:18.106399

    		1.1 ms

  





  

    		2023-05-28 13:34:20.451593

    		2.6 ms

  





  

    		2023-05-28 14:34:22.63151

    		4.6 ms

  





  

    		2023-05-28 15:34:24.519111

    		4.9 ms

  





  

    		2023-05-28 16:34:26.143556

    		1.9 ms

  





  

    		2023-05-28 17:34:29.443596

    		4.1 ms

  





  

    		2023-05-28 18:34:32.285732

    		3.7 ms

  





  

    		2023-05-28 19:34:35.383929

    		2.0 ms

  





  

    		2023-05-28 20:34:38.352808

    		2.2 ms

  





  

    		2023-05-28 21:34:40.02355

    		-0.2 ms

  





  

    		2023-05-28 22:34:41.833766

    		-1.2 ms

  





  

    		2023-05-28 23:34:44.312909

    		-0.4 ms

  





  

    		2023-05-29 00:34:47.825879

    		-1.5 ms

  





  

    		2023-05-29 01:34:49.653949

    		1.4 ms

  





  

    		2023-05-29 02:34:51.552468

    		-0.6 ms

  





  

    		2023-05-29 03:34:53.900819

    		3.1 ms

  





  

    		2023-05-29 04:34:57.229773

    		2.7 ms

  





  

    		2023-05-29 05:34:59.233008

    		-0.3 ms

  





  

    		2023-05-29 06:35:02.236599

    		1.4 ms

  





  

    		2023-05-29 07:35:03.73381

    		2.8 ms

  





  

    		2023-05-29 08:35:05.794522

    		0.1 ms

  





  

    		2023-05-29 09:35:08.924687

    		5.1 ms

  









###
Evidence of Intent

Last updated: Fri 06 Mar 2020 14:08:40 UTC

1. Purpose

The purpose of this document Evidence of Intent is to secure a) evidence of intent to sign and b) evidence of what Sign Material there was intent to sign, to avoid claims that different Sign Material was viewed than what was the output in the final Evidence Package.

2. Screen captures

When a person signs a document using Scrive eSign a screen capture is executed on the person´s screen and saved by Scrive eSign. When sealing the signed document Scrive eSign includes the screen captures from all signing parties into this document. 

The screen capture technology used sometimes fails to execute the screen capture. Therefore, in case the screen capture technology would fail, a screen capture with a reference signing view is prepared in Scrive eSign at each production upgrade and Upon sealing the document, Scrive eSign includes the latest reference screen captures in this Evidence of Intent as a reference. Important to note is also that, in the event log below each time stamp reflects the clock of the client, which may be different from the clock of Scrive eSign.





  

    		Time

    		IP

    		Event

  



    

    		2023-05-28 16:42:51.281 UTC

    		84.218.113.226

    		Carin Larsson (CL) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

  

    		2023-05-28 16:43:55.332 UTC

    		84.218.113.226

    		Carin Larsson (CL) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2023-05-10 13:00:54 UTC.

  

  

    		2023-05-29 10:19:24.276 UTC

    		83.187.166.194

    		Linda Lindstedt (LL) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

  

    		2023-05-29 10:22:48.815 UTC

    		83.187.166.194

    		Linda Lindstedt (LL) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2023-05-10 13:00:54 UTC.

  









